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(57) M3obperenue B oOmeM OTHOCHTCS K O0NAaCTH BBIMACIMTENBHOH TEXHHKH, a B YaCTHOCTH K

ABTOMATH3MPOBAHHOMY CIIOCOOY U CHCTEME BBISBIICHHS SKCILTYaTHPYEMBIX YSI3BUMOCTEH B IPOrpaMMHOM
KOZI€ C ITOMOIIIBIO aITOPUTMOB MAIITMHHOTO 00ydeHHs. TeXHHIeCKUM pe3yabTaToM, TOCTUTAIOIIUMCS IIPU
pELICHNH TaHHON POOIEMBI, ABIAETCS MOBBIILICHNE CKOPOCTH M TOYHOCTH BBISIBIICHHS SKCILTyaTHPYEMBIX
yA3BHUMOCTEH B IPOTPaMMHOM KOZAE. YKa3aHHBIH TEXHWYECKUH pPe3ylbTaT IOCTHTaeTcs Omaromaps
OCYIIECTBIICHUIO KOMITBIOTEPHO-PEAN3YEMOT0 CII0c00a BBISBICHUS SKCIUTYaTHPYEMbIX YSI3BHMOCTEH
B IPOrPaMMHOM KOZ€, BBIINOJHAEMBIH C IOMOINBIO IO MEHBIIEH Mepe OJHOro Ipoleccopa Hu
COZIEP>KaIIIero ATAIBI, Ha KOTOPBIX: MOIYYalOT JaHHbIE 00 YI3BUMOCTAX B IPOIPAMMHOM KOJI€; BBITOTHSIOT
MOCTPOEHUE BEKTOpa aTakyd Ha YSA3BUMOCTb, IJIe KaXIbIH 3JI€MEHT BEKTOpa aTakd yKa3bIBaeT Ha MMs
JJIEMEHTA B MCXOIHOM KOZAE M COIEPKHUT €ro KOOPAMHATY; IONYy4aloT Ha OCHOBE MPENBIIYILIETO 3Tara
JaHHBIC, COJICpIKallFe 10 MEHbIIe Mepe (aii MCXOXHOTO KOola M THUI OOHApyXXEHHOH YSI3BHMOCTH;
peoOpa3yIoT NCXOMHBIM KO/, COAEpPXKAIINKA ySI3BUMOCTh B AepeBo abcTpakTHOro cuHtakcuca (AST), B
KOTOPOM BHYTPEHHHE BEPIIUHBI COIOCTABJIEHBI C ONEPATOPAMU SI3bIKAa NMPOIPAMMHUPOBAHUS, a JIUCThbS
C COOTBETCTBYIOLIMMH OIEPAaHAAMH; OCYILECTBISIIOT IOMCK JIEMEHTa BEKTOPa arakd 110 KOOpAMHATaM
U uMmenu cpenu BepumH AST, coxepskaimuii, Mo MeHblIed Mepe, MH(GOPMAIMIO O TUIE BEPIIUHBL,
¢dopmupyrot myTs B AST Mex Ty HalileHHBIMH 3JIEMEHTAaMH BEKTOPa aTak; (JOPMHUPYIOT YHOPSIJOUYECHHYTO
MOCIIEZIOBATEILHOCTD, KOTOpAs MPEIACTABISET COOOH THIBI Ka)XKIOro »JeMEHTa IyTH; (OPMHUPYIOT
BEKTOPHOE IIpeJICTaBIeHNE C(HOPMUPOBAHHOM ITOCIEIOBATEIFHOCTH KaK KOJMYECTBA BCEX BO3MOMKHBIX
TUIOB y3110B AST BHYTpH Hee; OCyLIECTBIISIIOT 00pabOTKy MOJIYYEHHBIX JAHHBIX C HOMOILBIO MOJEIH
MmamHHOro o0yueHus (MO), oOyueHHOW Ha BEKTOPHBIX MPEACTABICHUIX JAHHBIX 00 YA3BHMOCTSIX, B
X0Jle KOTOPOH OCYyIIECTBIsAeTCA KiIacCu(pUKaUs YI3BUMOCTEH 10 CTENEeHH SKCIUTyaTallud, U BBISBISIOT
9KCIITyaTHPYyEeMBbIE YA3BUMOCTH B IPOIPaMMHOM KOJIE Ha OCHOBE KJIaCCHU(HKAIIMH HA IPEIBIAYILEM 3Tarle.
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MIIK: GO6F 17/00
CIIOCOB U CHCTEMA BBIAIBJIEHHUS SKCILIYATHPYEMBIX YA3BUMOCTEN B
IMPOI'PAMMHOM KOJE.

OBJACTDHb TEXHUKHN

[0001] 3asiBIIEHHOE TEXHUYECKOE pellieHre B 00IIeM OTHOCUTCS K 00J1aCTH BBIUMCIUTEILHOM
TEXHUKH, a B YAaCTHOCTH K AaBTOMAaTU3MPOBAHHOMY CIOCOOy M CHCTEME BBISIBIICHUS
SKCIUTYaTUPYEMBIX YSI3BUMOCTEH B MPOrPAMMHOM KOJ€ C MOMOIIBIO AJITOPUTMOB MAIIWHHOTO

oOyueHwusl.
YPOBEHb TEXHUKH

[0002] C pasButnem nnpopmarmoHHsIx Texaonorui IT-pemenns («Information technology»
- WH(QOPMALIMOHHBIE TEXHOJIOTHH) CTAJIM OKa3blBaTh CYIIECTBEHHOE BJIMSHHE Ha BCE Cepbl U
OTpaciy >KU3HEHESITENbHOCTH. B HacTosimee BpeMs pa3jMyHbIE KOMIIAHHUM W OpPraHHU3aLUU

AKTUBHO BHEAPSIIOT U UCIIOJIB3YIOT B CBOEH CTpyKType IT-pemenus.

[0003] PaspaboTka nmporpaMMHoro obecredeHus: sl KpynmHbIX (PMHAHCOBBIX OpraHU3aLUi
(Hampumep, OaHKOB) Bcerzga TPYAOEMKHH M KpomoTinuseld Tpyn. Kpome Toro, mpu paspabotke
NPOTPaMMHOTO TMPOAYKTA HEOOXOAMMO VYECThb BCE PUCKH BO3HUKHOBEHHUS YS3BUMOCTEH B
NPOTPaMMHOM Kope. J[J1s1 maHHBIX MPOBEPOK MPHUBIIEKAIOTCS SKCHEPTHI 0 KnOepOe30nacHOCTH,
KOTOpBIE BPYYHYIO MPOBEPSIOT HAIMYHE YSA3BUMOCTEH B IPOrPAMMHOM KOZIE B pa3padaTbiBAeMOM
NPOAYKTE, YTO MHOTOKPATHO YBEIMYMBAET BpeMs MPOBEPKH, a TakKe HE HCKIIOYaeT

4esoBevYecKkoro GakTopa.

[0004] U3 ypoBHst Texanku usBecteH mateHT US 8631384B2 “Creating a test progression
plan”, marenroobnanarens: IBM, onybnukosano: 01.12.2011. B naHHOM pelieHn# OMUCHIBAETCS
aBTOMATH3MPOBAHHBIA MPOLIECC COCTABJICHUS IUIAHOB TECTUPOBAHMS MPOrPAMMHBIX MPOIYKTOB.
UsBecTHOE perneHne 00eCneuynBAeT aBTOMATHUECKOE CO3JaHHME IUIAHA BBIMIOJHEHUS TeCTa
POTPaMMHOTO OOECTIeUeHUs MyTeM BBIYHCICHHS U KAKIOW €AMHULIBI IEPUOIAa TECTUPOBAHUS
X YCHJIMH TIO BBIMOJHEHUIO TeCTOBBIX 0JI0KOB ATTX M ycunmii Mo 3aBEpLICHHUIO BBIMOJHEHHS
tecToBoro 0j0ka CCx. B BBIMUCIEHNN BBOAATCS TP MEPEMEHHBIE, XapaKTEPU3YIOIIINE CTPATETUIO
TECTUPOBAHUSA: H3PPEKTUBHOCTD, KOTOPAsi MpeACTaBIsACT 3P PEeKTUBHOCTD TPYIIIBI TECTUPOBAHMUS,
k03¢ puLmeHT mioTHOCTH Ae(hEeKTOB U 3HAUeHHe KO3 uIrieHTa nposepku. BoiOnpas crpareruro
TECTUPOBAHUS, MEHE/KEP TECTOB OIPENENACT 3HAUCHHUS TPEX MIEPEMEHHBIX, KOTOPbIE BIHUSIOT HA
IJ1aH pa3BUTHA. Bo BpeMs BbINOIHEHMs TeCTa KyMYJISITUBHAsI KpUBasi IomnbITkay 3HaueHu ATTx

U KyMyJISITUBHas KpuBas «3aBeplueHue» 3HaueHuil CCX MO3BOJSIIOT MEHEIKepy TeCTUPOBAHMUS



CPaBHUTb YK€ TMNPCANPHUHATBIC YCUIIUA C OXUAACMbIMU YCHUIIHUAMH, NOPEANPUHATBIMU OJIA
HUCIIBITATCJIbHBIX 6.]'IOKOB, KOTOpPBIC ObLIH NPEANPUHATBI U AJIA UCTIBITATCJIBHBIX €AUHUL, KOTOPbIE

ObLIH 3aKOHYEHBI, TO €CTh, KOraa I[G(I)GKTI:;I, HaﬁHeHHble B KOJC, ObLIH HCITPAaBJICHBL.

[0005] HenocraTkoM H3BECTHBIX pelleHU B JAaHHOM 001aCTH TEXHUKU SIBJISIETCS OTCYTCTBHE
BO3MOXHOCTH  aBTOMATU3UPOBAHHOIO  BBIABJIEHUSA  OKCIUIYaTUPYEMBIX  YSI3BUMOCTE B

MIPOrPaMMHOM KOJIE.
PACKPBITHE N30OBPETEHUS

[0006] B 3adABI€HHOM TEXHHYECKOM PELICHUU MPEJIaraeTcsi HOBbIA MOAXOJ K BBIBICHUIO
SKCIUIYaTUPYEMBIX YSI3BUMOCTEH B NPOrPaMMHOM Kone. B maHHOM peleHun HCnoab3yercs
NTOPUTM MAIIMHHOTO OOYYEHHs, KOTOPBIH MO3BOJIIET aBTOMATU3HPOBATH MPOLECC MPOBEPKU
MPOrpaMMHOIO KOJAa M 3HAYUTEIBHO YCKOPUTH MPOLIECC BBISABICHUS JKCIUTYaTUPYEMbIX

ySI3BUMOCTEM.

[0007] Takum oOpa3oMm, pemaercss TexXHUYecKas mpodjieMa aBTOMATU3UPOBAHHOTO

BBIABJICHUA SKCILTYATUPY CMbBIX y;[SBI/IMOCTefI B IPOTpaMMHOM KOAE.

[0008] TexHHUeCKUM pe3ysIbTaTOM, NOCTUTANIIUMCS MPH PEIeHHH JAaHHOH NpoOieMsl,
SIBJISIETCS] TOBBIIIEHUE CKOPOCTH W TOYHOCTH BBISIBJICHHUS] 3KCILUTYaTUPYEMBIX YS3BUMOCTEH B

MIPOrPaMMHOM KOJIE.

[0009] VYKka3aHHBI TEXHUYECKHI pe3yJbTaT HOCTUTAeTCs Oyaromaps OCYIIECTBICHUIO
KOMITBIOTEPHO-PEATU3YEMOro  Ccrocoba  BBIABJICHHSI  3KCIUTYaTUPYEMbBIX — YA3BUMOCTEH B
MPOrpaMMHOM KOJI€, BBINOJHSAEMOIr0 ¢ MOMOIIBIO, IO MEHbIIEH Mepe OJHOro Mpoueccopa u

COACPIKALIETO STallbl, HAa KOTOPBIX:
— MNOJYyYarOT JaHHBIC 00 YA3BUMOCTAX B IIPOI'PAMMHOM KOJE,

— BBINOJIHAKT MOCTPOCHUE BEKTOPA aTaKKW Ha YA3BHUMOCTD, I'I€ Ka)I(I[beI SJIEMCHT BCKTOpPa

ATaKH YKa3bIBACT HA UM 3JICMCHTA B UCXOAHOM KOAEC U COACPIKUT €0 KOOPAUHATY,

— NOJYyYarOT Ha OCHOBE MPECAbIAYLICTO 3Talla JaHHBIC, COACPKAUE MO MCHBIIIE MEPE (1)a1?m

HCXOITHOTO KO/ ¥ TUIl OOHAPYKEHHON YSI3BUMOCTH,

— mpeoOpasyloT HCXOOHBIA KOA, COXEpKaIlUl YSA3BUMOCTb B JepeBO abCTPaKTHOTO
cuarakcuca (AST), B KOTOPOM BHYTPEHHHE BEPLIMHBI COIMOCTABJICHBI C ONEpPaTopamMu

sA3bIKa MPOrpaMMHUPOBaHUs, a JIUCTbs C COOTBECTCTBYOIIUMU OINEPAHIAMU,



— OCYLICCTBJIAIOT MMOUCK 3JICMEHTA BEKTOPA aTaKU ITO KOOpAUHATAM U UMECHU CPEAUN BEPILINH

AST, conepkamuii o MeHblIeH Mepe HHYOPMALIUIO O THITe BEPLINHBI,
—  (opmupyroT nyte B AST Mexny HalAEHHBIMH 3JIEMEHTAMHU BEKTOPA aTaKH,

—  (OPMHUPYIOT YIOPSIOUEHHYIO MOCIEA0BATEIPHOCTD, KOTOPAsk MPEACTABISIET COOOM THTIBI

KaXXA0ro 3JICMEHTA ITyTH,

— (opMupYIOT BEKTOpPHOE mpencTaBieHue CHOPMHUPOBAHHON IMOCIENOBATEIBHOCTH Kak

KOJIMYECTBA BCEX BO3MOXKHBIX TUTIOB y3510B AST BHYTpH Hee;

—  OCyIIECTBJISIFOT 00pabOTKY TMOJyYE€HHBIX HAHHBIX C TIOMOINBIO MOJENIH MAITHHHOTO
obyuenust (MO), oOydeHHOI Ha BEKTOPHBIX MPEICTABIEHUSX NaHHBIX 00 YSI3BUMOCTSIX, B
XOJIe KOTOPOH OCYIIEeCTBIISIETCS Ki1acCu(UKAIIHS YSI3BUMOCTEH IO CTETIEH! DKCILTyaTall|H,

u

— BBIABJAKOT SKCIUNTYAaTUPYCMBIE  YA3BUMOCTH B IMPOrpaMMHOM KOAE Ha OCHOBEC

KJaccu KAy Ha MPEAbIAYIIEM dTarle.

[0010] B omgHOM W3 4YacTHBIX BapUAHTOB peanu3aluu crocoba mnpu (GpopMUPOBAHUHU
BEKTOPHOTO TPENCTaBIeHUs] CHOPMUPOBAHHON IMOCIENOBATEIBHOCTH, KPOME BCEX BO3MOXKHBIX

tunoB AST, ucnonp3yrorcest konuuectsa N-rpamm TUIoB y3j0B AST.

[0011] Kpome TOro, 3asBIeHHBI TEXHUYECKUN PE3YJIbTAT JOCTUIAETCS 34 CUET CUCTEMBI

BBISIBJICHUS SKCILUTyaTUPYEMBIX YA3BUMOCTEN B IPOTPAMMHOM KOAE, COAEP KAl eH:
— 1O MEHbLIEH Mepe OJIMH MPOLECCop;

— 10 MeHblel Mepe OJHYy NaMmsTb, COEIUHEHHYIO C IPOLIECCOPOM, KOTOpasl CONEPIKUT
MAaIlMHOYUTAEMble HHCTPYKLHUH, KOTOPbIE IIPU X BBIIOIHEHUU [0 MEHBLIEH Mepe OIHUM

IIPOLIECCOPOM O0ECIEUNBAIOT BBIOJIHEHUE 3asBJIEHHOTO CII0co0a.
KPATKOE OITHCAHUE YEPTEXEH

[0012] [Ipu3HakKM W NpenMyLIeCTBa HACTOSIIEr0 H300pPETeHUs] CTaHyT OYEBUAHBIMH M3

MPUBOIUMOTO HUKE IOAPOOHOTO OMMCAHUS N300PETEHUS U TIPIIIAraeMbIX YepTEKEH.

[0013] Qur. 1 wuroctpupyer ROC-kpuByro (KpuByH OMmUOOK) IJisi KiacCU(pUKaTOpa
Absolute Path Traversal (O6xon abcomOTHOTO MyTH) YS3BUMOCTH, OCHOBAHHOTO Ha aJITOPUTME

CIy4aiHOro jeca.



[0014] @ur. 2 wumoctpupyer ROC-kpuByro (kpuByr omuboK) s KiaccupukaTopa
Improper Resource Shutdown or Release (HempaBmipHOe OTKIFOYEHHE HIIM OCBOOOXKICHHE

PECypCOB) YSA3BUMOCTH, OCHOBAHHOT'O HA AJITOPUTME CIYHYaifHOTO Jieca.

[0015] Qur. 3 wumoctpupyer ROC-kpuByro (KpuByH OMUOOK) IJisi KiacCU(pUKaTOpa
Improper Restriction of Stored XXE Ref (HempaBunpHOe oOrpaHudeHue CCBUIKHM Ha
NEPCUCTEHTHBIN BHEIIHUI 00BeKT XML) ysA3BUMOCTH, OCHOBAHHOT'O Ha aJITOPUTME CIYHaiHOTO

Jieca.

[0016] @ur. 4 wumoctpupyer ROC-kpuByro (kpuByr omuboK) s KiaccupukaTopa
Reflected XSS All Clients (OTpakeHHBII MEXCAWTOBBI CKPUNTHHI IUII BCEX KIHEHTOB)

YA3BUMOCTH, OCHOBAHHOI'O Ha aJITOPUTME cnyqaﬁHoro Jieca.

[0017] @ur. 5 numoctpupyer ROC-kpuByto (kpuByro ommdok) ans kinaccudukaropa Stored
XXS (IlepcuCTEHTHBIN MEXKCAWTOBBIN CKPHUIITHUHI) YSI3BUMOCTH, OCHOBAHHOTO HAa QJTOPHTME

CIy4aiHoro jeca.

[0018] Qur. 6 wuoctpupyer ROC-kpuByro (KpuByH OMUOOK) IJisi KiacCU(pUKaTOpa
Improper Restriction of XXE Ref (HenpaBunbHoe orpaHiueHHe CCbUIKA HAa BHELTHHHA OOBEKT

XML) ysA3BHMOCTH, OCHOBAHHOT'O HA METOJI€ OMTOPHBIX BEKTOPOB.

[0019] @ur. 7 wmoctpupyer ROC-kpuByro (kpuByro omudok) s knaccudpukaropa SSRF
(ITonmenka 3ampoca Ha CTOPOHE CepBepa) YSI3BUMOCTH, OCHOBAaHHOIO Ha METOAE OMOPHBIX

BEKTOPOB.

[0020] @ur. 8 numroctpupyer ROC-kpuByto (kpuByro ommbok) aist knaccudukaropa SQL

Injection (SQL-uHBEKIHS) YSI3BUMOCTH, OCHOBAHHOT'O Ha METOAE ACPEeBa PEIIESHH.

[0021] @ur. 9 WUTIOCTPUPYET MATPULIBI OIIUOOK (0€3 HOpMaTH3AINH ) IJIsl KIACCU(PUKATOPOB

y;[BBPIMOCTefI, OCHOBAHHBIX Ha MCTOJC CJ'Iy‘l&fIHOFO Jieca.

[0022] Qur. 10 wumoctpupyer MaTpunbl omubok  (0e3  HOpMaHM3aLUN) IS

KJIaCCU(PUKATOPOB YA3BUMOCTEH, OCHOBAHHBIX HA METOJIE€ OTIOPHBIX BEKTOPOB.

[0023] Qur. 11 wunmoctpupyer Matpunbl omubok  (0e3  HOpMaIM3aLUN) IS

KJIacCU(PUKATOPOB YA3BUMOCTEN, OCHOBAHHBIX HA METOJE IePEBa PEIISHUH.
[0024] @ur. 12 wimrocTpupyeT OJI0K-CXeMy 3asiBIEHHOTO CIiocoda.

[0025] @dur. 13 unnrocTpupyeT NpUMep NaHHbIX, OJYYeHHbIX OT HHCTpyMeHTa SAST.



[0026] @ur. 14 mwunocTpupyeT npumMep oOIIero BUAA BEMUCIUTEIBHON CHCTEMBI, KOTOpast

o0ecrieunBaeT peayn3alnio 3asBIEHHOTO PELICHNS.
OCYHECTBJIEHUME U3OBPETEHHUA

[0001] Hwuxe OyayT onmucanbl MOHATHS U TEPMHUHBI, HEOOXOAMMBIE 11l TOHUMAaHHSI JAHHOTO

TEXHUYCCKOTI'O PCIICHUA.

[0002] Monens B MamnHHEOM 00yueHHH (MO) — COBOKYITHOCTH METOJIOB HCKYCCTBEHHOTO
UHTEJUIEKTA, XapaKTEPHOH YepTOH KOTOPBIX SBJIIETCS HE NPSMOE peLIeHNe 3a7a4H, a O0y4eHne B

MPOLIECCE MPUMEHEHHUSI PELICHUH MHOKECTBA CXOIHBIX 3a4a4.

[0003] VYS3BUMOCT B MPOrPaMMHOM OOECTIEYeHUU — HEAOCTATOK B CHUCTEME, HCIOJB3YS
KOTOPBIN, MOKHO HAMEPEHHO HApPYIIUTh €€ LEJOCTHOCTh M BBbI3BATh HEMPABHIIbHYIO padoTy.
VYS3BUMOCTD MOKET OBITh  Pe3yJbTaTOM OMHMOOK MPOrPaMMHUPOBAHUS, HEIOCTATKOB,
JOMYIIEHHBIX MPU NPOCKTUPOBAHUM CHCTEMbBI, HEHAAEKHBIX MApOJIe, BUPYCOB M JPYTHX
BPEOHOCHBIX mporpamM, CKpuntoBbIx u SQL-uHbekuuil. VSI3BUMOCTH MOTYT OBITh

HESKCIUTYaTUPYEMBIMHU U S5KCILTYaTUPYEMbIMU.

[0004] OKCIJIONT — KOMITBIOTEPHAsl TporpamMma, (parMeHT MNpOrpaMMHOIO KOIa HWIIH
MOCJIEIOBATEIBHOCTh KOMAH/, HCIIOJB3YIOIIHNE YS3BUMOCTH B NPOTPAMMHOM OO€CIeueHHH U

MPUMEHACMBIC IJIA IPOBCACHUSA aTadKU HA BbIYHUCIIUTEIIbHYIO CUCTEMY.

[0005] JkcmyatupyeMasl YA3BUMOCTb — YSA3BUMOCTh B NMPOTPAMMHOM OOECTICYeHHH, IS

KOTOPOI MOKET OBbITb CO371aH M IPUMEHEH HYKCIUIONT.

[0006] AST — aOcTpakTHOe CHHTaKCHYeckoe JepeBo. KOHeYHoe MOMedeHHOe
OPHEHTHPOBAHHOE IEPEBO, B KOTOPOM BHYTPEHHHE BEPILIMHBI COMOCTABJIEHBI C ONEpPATOPaMH

sI3bIKA IPOTPAMMUPOBAHUSA, & JIUCThSI C COOTBETCTBYIOLMMHU ONEPaHIaAMU.
[0007] F-1 mepa npencrassier coO0i COBMECTHYIO OLIEHKY TOYHOCTH U ITOJTHOTBL

[0008] ROC-kpuBas — rpaduyeckas XapakTepUCTHKA KauecTBa OMHAPHOTO Kiaccudukaropa,
oTpaxaromast 3aBUCUMOCTb JOJIM UCTUHHO-TIOJOKUTCIIbHBIX K.]'IaCCI/I(I)I/IKaLII/Iﬁ OT AO0JH JIOXKHO-

MOJIOXKHUTEIBHBIX KJIACCU(UKALINI MPH BAPbUPOBAHNH TIOPOTa PELIAOIIETO MPABHIIIA.

[0009] Martpuna omubdok — 310 cnocod pazduTh KiaaccuuImpyeMbie OOBEKThI Ha YEThIPE

KaTeropmuu B 3aBUCUMOCTH OT KOM6I/IHaLII/II/I pPE€aJIbHOTO KJlaCCa U OTBETA KJ'IaCCI/I(I)I/IKaTOpa.

[0010] KoHHeKkTOpBl — mporpaMMHBIE KOMIIOHEHTBI, OCYIIECTBISIONNE COOp HaHHBIX OT

uctTouHnKoB nHpopmannu (Cuctema ynpasieHus 3anadamu /CucreMa JJisi COBMECTHOM padOThI



Hax pemmzamu /Cuctema ynpasiieHus: Bepcusimu /Cuctema ymnpapiieHus: npoektamu /Cucrema

YIPaBJICHUS CEPBUCAMH MPEINPUATHS /U P .) U IPUBENEHIE NTaHHBIX K HEOOXOIMMBIM CTPYKTYpE
u popmary.

[0011] XpaHwmuine — CUCTeMa Uil XpaHeHWs OoNbpIIMX OOBEMOB COOpPaHHBIX M
00paboTaHHBIX KOHHEKTOPAMH JAHHBIX, a TaKKe€ TeHEPHUPYEeMOHl WHBIMH KOMIIOHEHTAMHU

CHCTCMBI.

[0012] JlaHHOE TEeXHHYECKOE PElIeHHe MOXET ObITh Peaju30BaHO Ha KOMITBIOTEPE, B BUJIE
aBTOMAaTH3MPOBaHHOW HH(pOpManoHHOH cucteMbl (AMC) mim MammHOYUTAEMOrO HOCHTEI,

COZepIKaIIero MHCTPYKIMH IS BBIMOJIHEHHS BBIIEYITOMSHYTOT'O CIIOco0a.

[0013] TexHu4yeckoe pelieHre MOXKeT OBbITh pPeau30BaHO B BUIE paclpeleseHHOM

KOMITBIOTEPHOU CUCTEMBL

[0014] B nannOM perieHnu noa CUCTEMOM MOApa3yMeBaeTCs KOMIbIOTEpHAs cuctema, JBM
(3nexTpoHHO-BBIUMCIUTENBHAS MamnHa), UITY (uncioBoe mporpammuoe ympasnenue), ITJIK
(mporpaMMHUpyEMbIii JIOTHYECKUH KOHTPOJUIEP), KOMITBIOTEPU3UPOBAHHbBIE CHCTEMBI YIIPABJICHUS
U J0OBIE Ipyrue yCTPOMCTBA, CIMOCOOHBIE BBIMOJNHATH 3alaHHYIO, UYETKO ONPENeTIEHHYIO

MOCJIEIOBATEIBHOCT BBIYUCIIUTEIbHBIX ONepanuii (1eiCcTBUN, HHCTPYKITHI).

[0015] ITox ycrpotictBoM 0OpaOOTKH KOMaH MOAPa3yMeBAETCs AJIEKTPOHHBINA OJ0K OO

UHTErpajibHas cxeMa (MUKPOIPOLIECCOp), UCTIOTHSIOMAs MALTMHHbBIE HHCTPYKLUUH (TIPOrpamMMBbl )/

[0016] YcrpoticTBo 00paboOTKH KOMaHZ CUUTBHIBAET U BBIMTOJHSIET MALIMHHBIE HHCTPYKLHH
(mporpamMmbl) ¢ 0HOTO MK OoJiee YCTPOHCTBAa XpaHEHUs JaHHBIX, HAIPUMEP TaKUX YCTPOUCTB,
KaK OIEpaTUBHO 3anmoMuHaromue ycrpoiictea (O3Y) u/uiam TNOCTOSHHBIE 3aNOMHHAIOIINE
ycrpoiicta (I13Y). B xauectse 13V mMoryt BeICTynaTh, HO, HE OTPAHUYHBASICh, JKECTKHE TUCKU
(HDD), ¢pnewm-namsate, TBepaoTebHble HakonuTenu (SSD), ontrueckue Hocutenu naHHbX (CD,

DVD, BD, MD u 1.11.) u ap.

[0017] IIporpaMma - mocnen0BaTENbHOCTE HHCTPYKLHM, MPEHA3HAYEHHBIX JJIs1 UCIIOTHEHUS

YCTPOMCTBOM yTIPABJICHUS BEIYUCIUTEIPHON MAIIMHBI HJIH YCTPOUCTBOM 00paOOTKU KOMAaH].
[0018] I[oaroroBKa DAHHBIX AJIs1 00y4eHHS.

[0019] OOyueHne Mopmenu NPOBOAMIIOCH HA MCTOPUYECKUMX IAHHBIX 00 YSI3BUMOCTSIX

IPOTPaMMHOTO O0ecIieueH s, pa3MEeUeHHBIX Ha 2 Kjlacca!
Confirmed wmu skcrryatupyemasi ysa3BUMOCTb (kimacc 1)

Not Exploitable mnu Heskcrutyatupyemast ysi3BUMOCTb (kiacc 0)



[0020] Jannabie 00 ysi3BUMOCTSIX mojiydeHbl u3 ckanuposanuii Checkmarx — SAST (Static
Application Security Testing) nactpymenTa. SAST— 3TO HHCTPYMEHT [T aHAIM3a KOAA WK €ro

YaCTHU Ha HAJINMYIUEC y5I3BI/IMOCTeI\/'I oe3 3anyCKa UCCIICAYEMOro MPUITOKEHUA Ha UCITOJIHCHUE.

[0021] Obyuenne monenu MO nisi KakKIOro TUTA YSI3BUMOCTH TPOU3BOAUTCS HA 3apaHee
pa3MeYeHHBbIX JaHHBIX. Bcero ObLIO JOCTYIMHO HA MOMEHT co3naHus moaenu ot 2178 mo 55949
ySI3BUMOCTEH B 3aBUCHUMOCTH OT THMA YS3BUMOCTU, OOHAPY:KEHHBIX B 3aJaHHBI BPEMEHHOMU

QMana3oH, Hanpumep, 1-3 mecdna.

[0022] B obyuaroteii BEIOOpKE HCIIONB30BAMCH UCKITFOYUTEILHO YHUKAIBbHBIE YSI3BUMOCTH,
KOJIM4ECTBO KOTOPBIX Bapbupyercs oT 153 1o 2147 B 3aBUCUMOCTH OT TUNA YysI3BUMOCTH. [lis
OLIGHKM KauecTBa MOJeNd HaOop MaHHBIX ObUl pa3dUT Ha 2 4YacTH. TPEHHUPOBOUHYKO U
KOHTPOJIBHYIO BBIOOpKH. PazOueHne mponcxoauno ciydaidHeIM o0pa3oM B oTHOIEeHUH 70% Ha

TPEHUPOBOUHYIO BBIOOPKY 1 30% Ha KOHTPOJIbHYIO BEIOOPKY.

[0023] Bssemennas f-1 mepa st Bcex kitaccuUKaTOpOB B CpeiHEM cocTaBisieT okouo 0.89,

TOYHOCTD - 0k0JI0 0.91.

[0024] Ha ®ur. 1-8 npusegenst ROC-kpuBble (kpuBble OMUOOK) ISl KiIaccH(PUKATOPOB
Pa3IMYHBIX YSI3BUMOCTEH, OCHOBAaHHBIX Ha PA3JIMYHBbIX airoputMmax. KpuBbie JeMOHCTPUPYIOT
Ka4ecTBO OMHAPHOU KjaccHu(PHUKAIMH U OTOOPaKAIOT COOTHOIICHUE MEXIY JOJed OOBEKTOB OT
o0IIero KOJIM4ecTBa HOCUTENeH NPU3HAKa, BEPHO KIacCH(ULMPOBAHHBIX KaK HECYLIHe MPU3HAK,
U 7oJed OOBEKTOB OT OOIIero KOJUYeCTBA OOBEKTOB, HE HECYLIMX NPU3HAKA, OMHUOOYHO

KJIacCU(UIIMPOBAHHBIX KaK HECyIHe MPU3HAK NPU BApPbUPOBAHUH MTOPOTra PEIIArOIIero MpaBuia.

[0025] Ha ®wur. 1 npencraBnena ROC-kpuBast (kpuBas omubOK) st kjaccuuraropa
Absolute Path Traversal (O6xox abcoMOTHOTO MyTH) YSI3BUMOCTH, OCHOBAaHHOTO Ha aJIrOPUTME

CIy4ailHOro Jjeca.

[0026] Ha ®ur. 2 npencraBnena ROC-kpuBasi (kpuBas omubOK) st kjaccupukaropa
Improper Resource Shutdown or Release (HempaBmipHOe OTKIFOYEHHE HIIM OCBOOOXKICHHE

PECypCOB) YSA3BUMOCTH, OCHOBAHHOT'O Ha AJITOPUTME CIYHYaifHOTO Jieca.

[0027] Ha ®wur. 3 npencraBneHa ROC-kpuBast (kpuBas omubOK) st kjaccuuraropa
Improper Restriction of Stored XXE Ref (HempaBuibHoe oOrpaHudeHuUe CCBHUIKM Ha
NEPCUCTEHTHBIN BHEIIHUI 00BeKT XML) ysA3BUMOCTH, OCHOBAHHOT'O Ha aJITOPUTME CIYHaiHOTO

Jieca.



[0028] Ha ®ur. 4 npencraBneHa ROC-kpuBasi (kpuBasi omubOK) sl KjaccudukaTopa
Reflected XSS All Clients (OTpakeHHBIII MEXCAaWTOBBI CKPUITHHI UII BCEX KIMEHTOB)

YA3BUMOCTH, OCHOBAHHOI'O Ha aJITOPUTME cnyqaﬁHoro Jieca.

[0029] Ha ®ur. 5 npencrasnena ROC-kpuBas (kpuBast ormOoK) aist kinaccugukaropa Stored
XXS (IlepcuCTEHTHBIN MEXKCAWTOBBIN CKPHUIITHUHI) YSI3BUMOCTH, OCHOBAHHOTO HAa QJTOPHTME

CIy4aiHOro jeca.

[0030] Ha ®ur. 6 npencraBneHa ROC-kpuBasi (kpuBasi omubOK) sl KjaccudukaTopa
Improper Restriction of XXE Ref (HenpaBunbHoe orpaHiueHHe CCbUIKA HAa BHELTHHHA OOBEKT

XML) ysA3BHMOCTH, OCHOBAHHOT'O HA METOJI€ OMTOPHBIX BEKTOPOB.

[0031] Ha @ur. 7 npencrasnena ROC-kpusas (kpuBasi ommOok) st kiaccugukaropa SSRF
(ITonnenka 3ampoca Ha CTOPOHE cCepBepa) YsI3BUMOCTH, OCHOBAHHOTO HAa METONE OMOPHBIX

BEKTOPOB.

[0032] Ha ®ur. 8 npencrasnena ROC-kpusast (kpusast omudok) st kiaaccudukaropa SQL

Injection (SQL-uHBEKIHS) YSI3BUMOCTH, OCHOBAHHOT'O Ha METOAE ACPEeBa PEIIESHH.

[0033] Ha ®ur. 9-11 npusenensr mMatpuibl ommbOok (0e3 Hopmanm3anmu) — Tabnuna ¢ 4
Pa3IUYHBIMA KOMOWHALMSIMU TIPOTHO3UPYEMBIX (CTPOKH) U (PaKTUUECKUX 3HAYSHUH (KOJIOHKHN) —

IUTSL KJTACCU(PUKATOPOB YSI3BUMOCTEH, OCHOBAHHBIX HAa PA3JIUYHBIX AJITOPUTMAX.

[0034] Ha ®ur. 9 mnpencraBieHbl MaTpuibl OmMHOOK (03 HOpManmM3aluu) st

KJ1acCU()UKATOPOB YSI3BUMOCTEH, OCHOBAHHBIX HA METOZE CIIy4aiHOrO Jieca.

[0035] Ha @wur. 10 npencraBneHbl MaTpunbl OmMHOOK (0€3 HOpMamu3aluu) JJIs

KJIaCCU(PUKATOPOB YA3BUMOCTEH, OCHOBAHHBIX HA METOJIE€ OTIOPHBIX BEKTOPOB.

[0036] Ha @wur. 11 npencraBneHbl MaTpunbl OmHOOK (0€3 HOpMamu3amuu) JJIs

KJIacCU(PUKATOPOB YA3BUMOCTEN, OCHOBAHHBIX HA METOJE IePEBa PEIISHUH.

[0037] Kakx mnokazano Ha @ur. 12 KOMIBIOTEPHO-pEaN3yeMbIil CHOCOO BBIIBICHUS
SKCIUTyaTUPYEMBIX YSI3BUMOCTEN B mporpamMmMHoM kone (100) COCTOMT M3 HECKOJBKUX 3TArloB,

BBITOJIHSIEMBIX 110 MEHBIIEH Mepe OTHUM IPOLECCOPOM.
[0038] Ha stane (101) nony4aroT ganHble 00 yS3BUMOCTSX B POTPAMMHOM KOJIE.

[0039] Ha nanHOM sTame moay4aroT gaHHble 00 ys3BUMOCTX (Pur. 13), momydeHHBbIX B
pe3yJbTaTe CKaHUPOBAHHS MPOTPAMMHOIO koja ¢ mnomombto uHcTpymMeHTa SAST (Static
Application Security Testing). /lanable npeacraBieHbl B Buae tadmuibsl SQL-0a3bl maHHBIX, B

KOTOPOH COAepIKaTCs MO KpaHel Mepe CAeayroLue noJis:



[0040]

KaX(I[beI SJIEMCHT BEKTOpPA aTaKM YKA3bIBACT HAa UMs 3JICMEHTA B ICXOAHOM KOAE U COACPIKUT €TI0

Resultld - yaukanpHbIN HIeHTHPHUKATOP YA3BUMOCTH,

Scanld - nnenTH(UKaTOP CKAHUPOBAHMS,

Pathld - unenTH(UKATOp YSI3BUMOCTH B pAMKaX CKAaHUPOBAHUS,

Queryld - unperTnudukaTop THIA YI3BUMOCTH,

Node Id - nopsinkoBeiii HoMep (MIeHTH(PHUKATOP) SJIEMEHTA B BEKTOPE aTakH,
Projectld - unenrudukatop npoexra,

Sourceld - nneHTH(PUKATOP KOMMHTA B PEMIO3UTOPUH,

File Name - ¢aiia ¢ ICXOOHBIM KOAOM, COJEPKAIINM ySI3BUMOCTD,

Short Name - nMs 31€eMeHTa BEKTOpPa aTaKH,

Line - cTpoka HCXOQHOTO KOZIa, COEpsKallasi 3JIEMEHT BEKTOPA aTaKH,

Col - konoHKa HNCXOAHOT'O KOAa, CoACpKallasa 3JICMCHT BCKTOpA aTaKH,

State - knacc ys3Bumoctu 1o skcrutyarupyemocts (O - To Verify, 1 - Not Exploitable, 2 -

Confirmed, 4 - Possibly Not Exploitable).

Hanee Ha sTane (102) BBIMONHSIOT MOCTPOSHHE BEKTOpPA aTAaKU HA YSI3BUMOCTD, TIE

KOOPJIUHATY.

[0041]

naHHbIX HHCTpyMeHTa SAST, noiay4aroT CIMCOK 3JIEMEHTOB UCXOAHOIO KOJA, YKa3bIBAIOIINUX HA
ySI3BUMOCTD, U CTPOSIT BEKTOP aTaKH Ha ySA3BUMOCTH 10 3THM 3JIEMEHTaM ¢ HH(popmanueil o ux

MOJIO’KEHUH (KOOPAMHATE) B UCXOAHOM KOJe (HOMEp CTPOKH Hauaja 3JIEeMEHTa, HOMEP KOJIOHKU

Ha nanHOM sTame mpow3BOIMTCS 3ampoc 00 OOHAPYKEHHBIX YS3BUMOCTAX B 0asy

HaydaJia BHeMeHTa), d TaAKK€ HAMMCHOBAaHUAX.

[0042]

cofieprKalye Mo MeHbIne Mepe (aii HCXOIHOro KoJa U TUI OOHAPY)KEHHON YSA3BUMOCTH.

[0043]

ysI3BUMOCTh B 0a3y naHHbix wHCTpyMeHTa SAST, monydaroT undopmamuo o nyta Kk dainy ¢

UCXOIHBIM KOJIOM, COJIEP>KaIllMM JaHHBIN 3JIEMEHT BEKTOpA aTaKH, a TAKKe TuTe (Kacce) NaHHOM

Hanee na srane (103) monyvaroT Ha ocHOBe mpeabinymero stana (102) naHHbIe,

Ha pmannHom sTame MPOU3BOAUTCA 3allpOC O KaAXKAOM 3JIEMCHTC BCKTOpPA aTakKu Ha

YSI3BUMOCTH.
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[0044] Hanee Ha stane (104) mpeoOpa3yrOT MCXOOHBIA KOJ, COAEPKAIINI YS3BUMOCTb B
nepeBo abctpaktHOro cuHtakcuca (AST), B KOTOpOM BHYTPEHHUE BEPIIMHBI COMOCTABIIEHBI C

oneparopamMu sA3bika NIPOTrPpaMMHUPOBAHUS, & JIUCThSA C COOTBCTCTBYHOLIMMU OIE€paHaAaMU.

[0045] Ha nanHOM 3Tame mpOW3BOAWTCS CHHTAKCHUECKUN aHAMM3 (MAPCHHT) HUCXOIHOTO
Kona, coaep:kaierocs B (aiine, noaydeHHoM Ha Dtane (103), 1 HaMUCAaHHOTO Ha JTIOOOM SI3BIKE
nporpammupoBanusi (Java, C#, ASP, Visual Basic, C, C++, PHP, Apex, Ruby, JavaScript,
VBScript, Perl, Swift, Python, Groovy, Scala u np.), pe3yapTaToM KOTOPOTO SIBJISIETCS] IEPEBO
pa3bopa wiu nepeBO aOCTPAKTHOTO CHHTAKCHCA, OTOOpakarolnee 3aBUCUMOCTU MEXKIY BCEMHU
3JIeMEHTAMU HCXOHOTO KOMa, ComepsKamuMu MHGOOPMAIHIO 00 X MOJOXKEHHUSX B MCXOIHOM
Kofe (HOMep CTPOKM Hauaia 3JeMEHTa, HOMep KOJOHKH Hayaja 3JIEMEHTa, HOMEpP CTPOKH
OKOHYaHUS 3JIEeMEHTA, HOMeP KOJIOHKH OKOHUYAHMS 3JIEMEHTA), UX KJIACCaX, TAKMX KaK BbIPaKEHUs
(expressions), HHCTPYKIUH (statements), oObsieneHus (declarations) u p., TUMAX UX KJIACCOB, UX

HMEHAaX, UX POAUTCIIBCKUX U HACJICAHBIX 3JICMEHTAX, KOMMEHTAPUAX K HUM U IIP.

[0046] Hanee na »stanme (105) OCYIIECTBISIFOT TOWCK JJIEMEHTAa BEKTOpa aTakd IIo
KOOpIMHATaM U UMeHH cpenu BepiinH AST, comepskammii Mo MeHblIeH Mepe WHPOPMALHUIO O

TUIIC BCPIIHUHBI.

[0047] Ha nanHOM 3Tare nponu3BOANTCS MOUCK 3JIEMEHTOB UCXOAHOTO KO/Ia, OOHAPYKEHHBIX
Ha Orare (102) B nepese abCTpakTHOrO CHHTakcuca, chopmupoBaHHoro Ha Jrtare (104) mo
COIOCTABJICHUIO MX TIOJIOKEHHUSI B MCXOJHOM Kojae (HOMep CTPOKHM Hadaja 3JIEMEHTa W HOMep

KOJIOHKH Hayajia 3JIEMEHTa), a TAKXKe UX HAUMEHOBAHHH.

[0048] Hanee na stane (106) dpopmupyror myte B AST Mexny HaliIeHHBIMH 3JI€MEHTaMH

BEKTOpA aTakH.

[0049] Ha nanHoMm sTarne mpou3BOAUTCS TIOUCK OOIIEro POAUTEIHLCKOTO JIEMEHTA UCXOIHOTO
KOZIa JJIS TIap 3JIEMEHTOB, OOHapY KeHHbIX Ha 3tarne (105) Ha ocHoBe MH(OPMALNH, MTONYYEeHHON

Ha sTane (104), u crpoutcst myTh B AST Mexxny STUMH napaMu depes oOLINX pOAUTENeH.

[0050] Hanee Ha stane (107) GopMupyrOT yHOpSIOYEHHYIO MOCIENOBATEIBHOCTD, KOTOPast

NpeACTaBIsieT COOON THITBI KAKAOTO 3JIEMEHTA Iy TH.

[0051] Ha nannom stane u3 nmytu B AST, chopmupoBannoro Ha stamne (106), B kKOTOpOM
KQXKIbIH 3JIEMEHT COINEPKUT HHpOpMalMIo, TNojydeHHyro Ha stane (104), ¢opmupyercs

YHOPSIAOYEHHAS TOCIEIOBATEIbHOCTh TUIIOB KJIACCOB 3JIEMEHTOB (THUIIOB BEPIINH) STOTO MYTH.

[0052] Hanee nHa stane (108) bopMupyIOT BEKTOpPHOE MpeACTaBlieHHEe CHOPMHUPOBAHHOM

MOCJIEIOBATEIbHOCTH KaK KOJIMYECTBA BCEX BO3MOXKHBIX TUIIOB y3J10B AST BHYTpH Hee.
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[0053] Ha nanHOM 3Tamne gopmupyercs cioBapb BCEX BO3MOKHBIX THUIIOB KJIACCOB (THIIOB)
BepuiiH AST, monydeHHpix Ha Jrtame (104). 3HadeHMsAMH NOAHHOTO CJOBaps Al KaKAOH
NOCJIeIOBATENbHOCTH, chopmupoBaHHoH Ha srtanme (107), OyayT sBIATBCA KOJUYECTBA
COOTBETCTBYIOLINX THUIIOB, UMEIOIINXCSA B JAHHON MOCJIENOBATENbHOCTU U/ N-TpaMMbl TaAKHX
TunoB. M3 3HaueHuii Takoro cioBapsi (OPMHUPYETCS UYHUCICHHBIH BEKTOP C OAMHAKOBOM

Pa3MEPHOCTBIO IJIA BCEX MMOCJIEIOBATEIbHOCTEM 110 MEHbII e MEpPE 110 OAHOMY U3 METOAOB

e Memoxk cioB (bag-of-words)

¢ One-hot encoding (OHE)

L4 KOI[I/IpOBaHI/Ie CJIOBaps YHUKAJIbHBIMU MHACKCAMU
e Word2Vec

e Bekropubie npeacrasienns Tunos — «Embedding»

U/WITH UX COBOKYITHOCTH.

[0054] s nonyyerns Embedding THOB MOryT OBITH HCIIOSTB30BAHBI TAKHE TEXHOJIOTHU KaK
HeliponHsie cetr: [loaHOCBs3aHHbBIE, Pexyppentrbie, Ceprounsie, Tpanchopmepsl. B omqHoM u3
YaCTHBIX BAPUAHTOB H300pETeHUS MUl TOJYYEeHUS BEKTOPHBIX NPEACTABICHUH THUIIOB
UCTIONIB3YIOTCS peoOydeHHbIe HelipoHHbIe ceTH, Takue kak DistiIBERT: smaller, faster, cheaper,
lighter; ALBERT (Lite BERT Google); TinyBERT; T-NLG (Turing Natural Language
Generation); USE (Universal Sentence Encoder); ELMo (Embeddings from Language Models)

WJIN HacJlelyeMble OT HUX CETH.
[00S5] AyrmMeHTauus

Tak kak oOydeHue MoOAeaM MPOM3BOAMIOCH Ha HECOATAHCHPOBAHHBIX KJAaccaX, TO s
YBEJIHUYCHUST KOJMYECTBA MPUMEPOB MUHOPHOTO KJIACCa HCIOJIb30BAJIOCh OBEPCEMILINPOBAHUE
metogoMm SMOTE (synthetic minority over-sampling technique) ¢ mapamerpom sampling_strategy

= 0.7 [1apameTp ObUT TOJOOPAH OIBITHBIM My TEM.
[0056] BexTopuzauus

Jlnis U3BJI€UEHUs MPU3HAKOB U3 CPOPMUPOBAHHBIX CIIOBApell MPUMEHSUICS METOJ BEKTOPH3AINU
TF-IDF (term-frequency times inverse document-frequency). Bektopusatop oOywancs Ha
oOyuaromeii BeIOOpKe 0e3 HCIONb30BaHMs CTOMN-CIIOB (stop words=None), 0e3 HCIoNb30BaHUS
IDF, Tak kak, mcxomss u3 pasMepa oOyuaromield BBIOOPKM W HAJIWYMA B KKAOM 3JIEMEHTE
oOyuaromeli BBIOOPKH O4Y€Hb PACHPOCTPAHEHHBIX NPU3HAKOB, IDF-KOMIIOHEHT HE MO3BOJIUT
BBIYUCIIUTh OCOOCHHBIC TPU3HAKK IJIsI KaXAOTO CJIOBaps, HMCIOJB30BAINCH 1 M 2-rpamMMbl

(mapameTp moaOHUpPAaIICs ONBITHBIM MYTEM).
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[0057] Cranpapruzanus

JUIi HEKOTOPBIX MOAEJEeH MALIMHHOTO OOYYeHHMs KPUTHYECKH BaXKHO, YTOOBI HCIOJIB3yeMble
npu3HAaKK ObLTH B OAHOM MacinTabe, umenn O0JI3Koe K HopMaibHOMY pacnpenenenue. OcodeHHo
YYBCTBUTEJbHBI K 3TOMY JIOTUCTUYECKAs] PErpeccHs, METOJ OMOPHBbIX BekTOpoB (SVM). Ilns
NPUBEACHUS TPH3HAKOB K ONMHAKOBOMY MacIiTady € MaTeMaTH4eckKuM oxkupganueM O u
mucriepcueii 1 mpumensuicst meron StandardScaler. Ilpu ero mpuMeHeHMHM Kakaoe 3HAYSHHE

MpU3HAKA U3MEHSIETCs IO (OpMyIIe:

X
Xet = & Taec X — 3HAUYCHUE TTIOCJIC CTAHAAPTHU3AUN, X — 3HAYECHUEC 0
st c st 3

CTaHIAPTH3AIMY, L — CpeHee apuMETHIECKOE MO BCEM 3HAUEHUSIM

MMpU3HaAKa, 0 — CTaHOAPTHOC OTKJIOHCHUEC 11O BCEM 3HAYCHUAM IMPU3HAKA.

Takum o6pa30M, 3HAYCHHUA BCCX TMPU3HAKOB MPUBOAATCA K MATEMATUYCCKOMY OXHIAHUIO Om

aucnepcuu 1.
[0058] OO0y4eHue Moae/ M MAILIMHHOTO 00Y4YeHHsI

s obydeHuss ucxonHbii natacer mpenoOpabareiBanics meronom TF-IDF, pasbuBancs Ha
00yHaromy M TeCTOBYIO BBIOOPKH C COOTHOINEHHEM 7:3, co cTpaTtuuKaluei mo Kjaccy, C

NEPEMCIINBAHHUEM.

.qumaﬂ MOJACIb KJ'IaCCI/I(I)I/IKaTOpa AJI KaXKA0ro Tulla ya3BUMOCTU BbI6I/IpaJ'IaCI:> 110 HaI/I6OJ'IbH_IeMy

3HaueHmo F-mepsl no kiaccy 1 B pesynprare 0O0yueHHs U TECTUPOBAHUS CIEAYIOIINX MOJEINEH:

e DecisionTree (nepeso pewmenuii) ¢ Cost-Complexity Pruning 0,01 (mapamerp nmonOuparncs

OIIBITHBIM ITyTEM)
e LogRegression (Jlorucruueckast perpeccusi)
e Bayes (Hausnblii OaliecoBckuii kiaaccupukaTop)
e SVM (MeTon OnopHBIX BEKTOPOB)

e RandomForest (cnmyuaiineiii jec) ¢ uuciom nepesbeB 1000 (mapamerp momOuparncs

OTIBITHBIM ITyTEM)

[0059] C ayrmenTarnueii uinu 0e3 Hee U CO cTaHAapTu3anuel win 6e3 Hee. B cmydae 6mmu3kux
apyr Kk apyry 3HaueHui F-mepwl mo kmaccy 1 (¢ pasauueii menee 0,00999) nnsi HECKOJIBKHX
MOJIeJIel, HAWIY4IIUM KJIacCU(DUKATOPOM BBIOHpAJCS TOT, 4bs Iwiomanb mox ROC-kpusoit

(xpuBoii ommboK) ObL1a OonblIe.
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[0060] Hanee Ha starne (109) ocymecTBAsSIOT 00pabOTKY MOJYYEHHBIX JAaHHBIX C MOMOIIBIO
mMozenu MamuHHOro obyueHust (MO), oOy4eHHOH Ha BEKTOPHBIX MPEACTABICHUAX NAAHHBIX 00
YSI3BUMOCTSIX, B XOZI€ KOTOPOH OCYLIECTBISIETCS KIACCU(PUKALMS YSA3BUMOCTEH IO CTENEHH

SKCIUTyaTaluu.

[0061] Ha nanHOM sTame mpoOM3BOAUTCS aBTOMATHYECKHUI BHIOOp OOyUEHHOW MOAeNu Mo
TUIY YA3BUMOCTH, KOTOpYKO HeoOxomumo kiaccudunupoBarb. llocne mnepemadm BekTOpa
ySI3BUMOCTH B MOJENb ISl KJIaCCU(UKALMHM, MOIENb BO3BPAINAET 3HAYECHHE BEPOSTHOCTH
nornafaxus B kjacce 1 (3xcrutyatupyemas ys3BuMoctsb) ot 0 1o 1, rae 0 — ysA3BUMOCTb OJJHO3HAYHO
HEeKCIUTyaTupyeMasi, 1 — ysA3BUMOCTb OJTHO3HAYHO JKCIUIyaTUpyeMas. B 4acTHOM ciydae nmopor
KJIacCU(UKALIUK YSI3BUMOCTH MEKAY HEIKCIUIYaTHPYEMOH M 3KCIUTyaTUPYEMOH COCTaBIISIET

3Ha4YeHue BeposaTHoctu 0,5.

[0062] IMocne wknaccudpukanmu 2716 yHHKANIBHBIX BEKTOPOB VS3BUMOCTEH MU 3amad
TECTUPOBAHUSI KadecTBa paboThl Moaenu Obuia BhIOpaHa TMPOU3BOJIBHO 151 ys3BUMOCTB AJIst

PYUHOH BaIJAaIMU Pe3yJIbTATOB KIACCH()UKALINN CIJIAMHU 3KCIIEPTOB MO KHOepOe30MacHOCTH.

[0063] Jonst xoppekTHOM kiaccudukauun cocrtaBuia 86%, mpu stom 95% omubok
MPUXOUTCS Ha AMANa30H BEPOSATHOCTH MOMANaHus B Kiace 1 (3KCcruryaTupyemast ysi3BBUMOCTh) OT
40 no 60%, 9TO COOTBETCTBYET HOPMAJIBLHOMY pAaCIpeNesieHuI0 OLTMOKH B KJIaCCHU(pUKATOpE

(TayccoBo pacnipeneneHue).

[0064] Ckopoctb knaccupukaunuu 1 YHUKaJIbHOW yS3BUMOCTH MOJENBIO COCTABISIET MEHEE
0,1 cek. Pa3paboruuky TpeOyercss B cpenHeM 120 cex Ha Py4YHYIO BaJHAalui0 | YHUKaJIbHOH
ysI3BUMOCTH. TOYHOCTH MOJIeNT 00y CIIOBJIEHA MPABUIIBHOCTBIO Pa3METKH 00yJaroeil BHIOOPKU U

HE YCTYIaeT TOYHOCTH PYYHOU BaJIUJALIMU YSI3BUMOCTH.

Meron TouHoCTB Bpemsa
Pyunas knaccuduxarys 0.9 120 cex
Knaccugukanus mogensto MO 0.91 0,1 cex

[0065] Hanee Ha sTane (110) BBLSIBISAIOT 3KCIUTyaTHPYEMBbIE YSI3BUMOCTH B MPOTPAMMHOM

KOJ€ Ha OCHOBE KJ'IaCCI/I(I)I/IKaLII/II/I Ha NpCAbIAYIIEM STarlc.

[0066] Ha nanHOM 3Tame mpousBoAuTCs 3amuch B 0a3y AaHHbIX mHCTpyMeHTa SAST o
cTatyce VS3BUMOCTH  (IKCIUTyaTHpyeMasi WM  HEIKCIUIyaTHpyeMmasi) U BEpOSTHOCTH

NPUHAJIE)KHOCTH K TOMY HJTH HHOMY KJlaccy wiu nosepurenbHblii naTepBai (Confidence Level).
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[0067] B pesynbraTe, maHHBIM MOAXOA MO3BOJSET (OPMHUPOBATH W NPUOPHTHU3UPOBATH
3aaud MO YCTPAHEHHIO HENOCTATKOB B pa3padaThiBAEMOM NPOTrPaMMHOM OOECIIEYeHUH, TeM
CaMbIM MOBBIIIAS CKOPOCTh U TOYHOCTH BBISIBJICHHsI SKCIUTYaTUPYEMBIX U HE JSKCILUTyaTUPYEMbIX
ySI3BUMOCTEH, 4YTO 00eCneyMBaeT MOBBIIIEHHE CKOPOCTH OOHOBJEHHS MPOTrPAMMHOIO
oOecriedeHns WM BBIBOJA MPOTPAMMHOIO OOECIIEUYEeHHs] Ha PBIHOK 32 CYET HCKJIIOYSHHS W3
aHamM3a HEOOCTIDKUMBIX (HEIKCIUTyaTUPYEMbIX) VS3BHUMOCTEH U YBEIMYHBAs HAAEKHOCThb

nporpaMMHOro obecrieueHus OT I[eI>'ICTBI/II>'I 3JIOYMBIIIJICHHHUKOB, HAITPABJICHHBIX HA:

e XWIIeHHE YyBCTBUTEIbHOW HHPpOpMATUU

e [IpuunHEHNE penyTaOHHOrO WK (PMHAHCOBOTO yinepOa OpraHU3aLuH UITH
MOJIb30BATENIO

e VYHUYTOXXEHHE BAXXHBIX JAHHBIX WIH MPENATCTBOBAHUE JOCTYNY K BAXKHBIM JTAHHBIM

e Hckaxenue napopmanuu

e XuINeHue ACHEXKHBIX CPEICTB

3a C4eT MUHMMH3ALUHU OIIUOKH, TPH MPUHATHH PEIIeHHs 00 3KCIUTyaTUPYEMOCTH YSI3BUMOCTEH.

[0068] Ha ®ur. 14 npencrasyieH npumMep oOIIero BUAa BBMHUCIUTEIbHON cucteMsbl (300),
KOTOpasi 00eCIeunBaeT pear3aliuio 3asBJIEHHOTO Coco0a HITH SIBIISIETCS YaCThIO KOMITBIOTEPHOMN
CHCTEMbI, HAlpPUMEpP, CEPBEPOM, MEPCOHANBHBIM KOMIIBIOTEPOM, HYACTHEO BBIYMCIUTEIHHOTO
Kjacrepa, oOpadaThIBAIOIIUM HEOOXOMUMBbIE HaHHBIE JJII OCYIIECTBJICHUS 3asiBJICHHOTO

TEXHUYCCKOTO PCIICHUA.

[0069] B ofmem cnyuae, cucrema (300) comepXUT OOBEIUHEHHbIE OOIIEH IIMHON
WH(POPMAILTMOHHOTO OOMEHa ONHMH WJIM HEeCKOJIbKO Tiporeccopos (301), cpeacTBa maMsiTH, Takue
kak O3Y (302) u I3V (303), unrepdeticel BBoma/BeiBoga (304), ycTpoiicTBa BBOIA/BBIBOIA

(1105), u ycrpoiictBo mist cereBoro B3aumoneiicraus (300).

[0070] IIpoueccop (301) (Mau HECKOJIBKO MPOIECCOPOB, MHOTOSIEPHBIN MPOLECCOp U T.11.)
MOYKET BBIOMPATHCS M3 ACCOPTUMEHTA YCTPOMCTB, MIMPOKO MPUMEHSIEMBIX B HACTOSINEE BPEMS,
Apple™

HampuMep, Takux mpousBoxuTeneil, kak: Intel™, AMD™ Samsung Exynos™,

2 2

MediaTEK™, Qualcomm Snapdragon™ u 1.11. [lon mponieccopoM Ml OTHUM U3 HCIIOJIb3YEeMbIX
nporeccopoB B cucreme (300) Taxke HEOOXOOMMO YUYUTHIBATH Tpaduueckuil mporeccop,
Hanpumep, GPU NVIDIA wmu Graphcore, THIT KOTOPBIX TaKXKe SIBISIETCS MPUTOTHBIM JUIS
MIOJIHOT'O WJIM YaCTUYHOTO BBIITOJIHEHHSI CIIOC00a, & TAKXKE MOXKET MPUMEHATHCS i1 O0yUeHUs U

MPUMCHCHUA MOI[eJIefI MAIITHHOI'O O6yLIeHI/I$I B pa3JIMYHbIX I/IH(I)OpMaL[I/IOHHbIX CHUCTEMax.

[0071] O3Y (302) mpexncraBnsier coOOil OMEPATHBHYIO MaMsITh W TPEAHA3HAYEHO IS

XpaHEHHsI UCTIONHAEMBIX mpoueccopoM (301) MamMHOYUTAEMBIX UHCTPYKUMH ISl BBIMTOJIHEHUE
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HEOOXOIUMBIX oOmepanuil 1o Jjorudeckor obpadorke manHbix. O3V (302), kak mnpaBwmio,
COIEPKUT HCIIONHSEMblE WHCTPYKIIMU OINEPALMOHHOW CHCTEMBl M  COOTBETCTBYIOLIHX
IPOTPAMMHBIX KOMIIOHEHT (ITPHJIOKEHHS, TPOrPaMMHBIE MOAYJIH | T.11.). [IpHu 3TOM, B KauecTBe
O3V (302) MoskeT BBICTYNAaTh AOCTYITHBIA 00beM NaMATH rpad MIecKoi KapThl WK rpaduieckoro

nporeccopa.

[0072] I13VY (303) npencrasisier codoit 0gHO WK OoJiee YCTPOMCTB MOCTOSIHHOTO XPAHEHUS
IaHHBIX, Hanpumep, skecTkuil auck (HDD), TBepaorenbHblil HakonuTeab AaHHBIX (SSD), ¢ua-
namsite (EEPROM, NAND wu 1.1.), ontuueckue Hocutrenu unpopmauuu (CD-R/RW, DVD-
R/RW, BlueRay Disc, MD) u ap.

[0073] Jnsa opranuzaumu padoTbl KOMIIOHEHTOB cucTeMbl (300) u opraHm3anuu padoThI
BHEIIHUX MOAKJIIOYaEMbIX YCTPOWCTB MPUMEHSIOTCS pa3inyHble BUAbI nHTepdeticoB B/B (304).
Beibop  cooTBercTByROIIMX  HMHTep(EHCOB  3aBHCHT OT  KOHKPETHOTO  HMCIIOJHEHHS
BBIYUCIUTEIBHOTO YCTPONCTBA, KOTOPBIE MOTYT MPENCTaBIATh COOOH, He orpannumBasich. PCI,
AGP, PS/2, IrDa, FireWire, LPT, COM, SATA, IDE, Lightning, USB (2.0, 3.0, 3.1, micro, mini,
type C), TRS/Audio jack (2.5, 3.5, 6.35), HDMI, DVI, VGA, Display Port, RJ45, RS232 u T.1iw.

[0074] s obecrieueHus] B3aMMOICHCTBUS TOJIb30BATENSI C BBIUYHUCIUTEIBHOW CHCTEMOM
(300) mpumensirorest pasnuusble cpeactsa (305) B/B undopmaunu, Hampumep, KiaBuaTypa,
aucIie (MOHUTOpP), CEHCOPHBIA AHCIUICH, Tad-1aj, JHKOWCTHK, MAHUIYJIATOP MBIIIb, CBETOBOE
nepo, CTHIIYC, CEHCOpHAas MaHeNb, TPEeKOOJ, TUHAMHMKH, MHUKPO(OH, CPEeNCcCTBa IOIOJHEHHON
peanbHOCTH, ONTHYECKHE CEHCOpPBI, IUIAHIIET, CBETOBbIE WMHIMKATOPBI, MPOEKTOpP, Kamepa,
cpeacTtsa OMoMeTpuueckoll uaeHTHPHUKauuu (CKaHep CEeTYaTKU TJla3a, CKaHep OTIEYaTKOB

najbueB, MOAYJIb paClliO3HaBaHUsA FOJ'IOC&) H T.IIL

[0075] CpenctBo cereBoro B3aumopeiictBusi (306) oOecneumBaer mepenady IaHHBIX
MOCPEICTBOM BHYTPEHHEH WM BHEIIHEH BBIMUCIUTENBHON ceTH, Hampumep, HHTpaner,
Hurepner, JIBC u .. B xayectBe onHOro win 6osee cpencts (300) MOKET UCTIOIB30BATHLCS, HO
He orpannunBathcs: Ethernet kapta, GSM monem, GPRS monem, LTE monem, 5SG MoneM, MOy Jib

cnytHukoBoH cBsizu, NFC monyinb, Bluetooth w/wnu BLE monyns, Wi-Fi Mmonyne u ap.

[0076] IlpencraBnenHble MaTepuanbl 3asBKH PACKPBIBAIOT IMPEANOYTUTENbHBIE MPUMEPHI
peanusaluuy TEXHUYECKOTO PEIIEHUs U He AOJIKHBI TPAKTOBATHCS KaK OIPAaHMYMBAIOLINE UHBIE,
YaCTHBIE MPUMEPBI €ro BOIUIOLICHUS, HE BBIXOAAIINE 3a MpeAeibl UCIPAIIUBAEMON NMPABOBON
OXpPaHbl, KOTOpPBIE SIBJISIOTCS OYEBHIHBIMU U CHELMAJHCTOB COOTBETCTBYIOIIEH oOjacTu

TEXHUKH.



DPOPMYIJIA

KoMmneroTepHO-peanu3yemblii  croco0 BBISIBIEHUS] 3KCIUTYaTUPYEMbIX VS3BUMOCTEH B
IIPOrPaMMHOM KOJI€, BBINIOJIHAEMBINA C TIOMOLIBIO, TI0 MEHBLIEH MEpe OJHOrO MPOLEccopa

51 coz[epmamuﬁ 9Tallbl, HA KOTOPBIX:
MOJIy4arOT JaHHBIC 00 YA3BUMOCTAX B IIPOrpaMMHOM KOJE,

BBITIOJIHAKOT MOCTPOCHUE BEKTOPA aTaKu Ha YA3BUMOCTDL, I'I€ Ka}I(HbIﬁ SJIEMCHT BCKTOpPa

ATaKW YKAa3bIBACT HAa UM 3JIEMEHTA B UICXOAHOM KOAEC U COACPIKUT €0 KOOPAUHATY,

MOJIYYAOT Ha OCHOBE MPEIBIAYIIEro 3Tara JaHHbIE, COEpIKalue 0 MeHbIIe Mepe (aiin

MCXOHOTO KO/Ia ¥ TUI OOHAPYKEHHOH YSI3BUMOCTH,

npeoOpasyrT HCXONHBIA KOJ, COAEpIKAIIMHA YsI3BUMOCTb B JIEPEBO aOCTPaKTHOTO
cuarakcuca (AST), B KOTOPOM BHYTPEHHHE BEPLIMHBI COIMOCTABJIECHBbI C OMEPaTOpaMu

SA3bIKA MPOrpaMMHUPOBAaHUS, da JTUCTbA C COOTBETCTBYIOIIUMU OII€paHAAMMU,

OCYILICCTBIIAIOT MOUCK 3JIEMEHTA BEKTOPA aTAKU MO KOOpAWHATAM U UMEHU CPEAU BEPIIUH

AST, coneprxamuii o MeHbleld Mepe HHPOPMALIHIO O TUIIE BEPIIHUHBL,
dopmupyroT nyte B AST Mexay HaliieHHBIMU 3JIEMEHTaMU BEKTOpA aTaKy,

(OPMHPYIOT YHOPSIIOUEHHYIO ITOCIEA0BATENbHOCTD, KOTOPask MPENCTABIsIET COOOH TUIIBI

KayXa0ro 3JIECMEHTA Iy TH,

(GOpMHUPYIOT BEKTOpHOE NpencTaBieHHe C(HOPMHPOBAHHOW IOCIIENOBATENbHOCTH Kak

KOJIMYECTBA BCEX BO3MOXKHBIX THIOB y3510B AST BHyTpH Hee,

OCYIIECTBJISIFOT 00pabOTKy TOJNyYEHHBIX HaHHBIX C TMOMOINBIO MOJEIH MAITHHHOTO
obyuenusi (MO), 00y4eHHOI Ha BEKTOPHBIX MPEICTABIEHUSX NAHHBIX 00 YSI3BUMOCTSIX, B
XOJI€ KOTOPOI OCYIIECTBIISIETCS KIACCU(DUKALIHS YSI3BUMOCTEH IO CTETIEHHU SKCILTyaTall|H,

u

BBIABJIAKOT SKCIUTYAaTUPYEMBIE  YA3BUMOCTHU B MPOrpaMMHOM KOAE€ Ha OCHOBE

KJaccu(UKaIuy Ha MPeIbIIyIeM dTarle.

Crmoco®d mo m.1 xapakrepusyromuiics TeM, 4TO Npu (HOPMUPOBAHHHM BEKTOPHOTO
npeAcTaBiIeHus ¢HOPMUPOBAHHOHN MOCIENOBATEIBHOCTH, KPOME BCEX BO3MOXKHBIX THUIIOB

y310B AST, ucnone3yrorcs konuyecrsa N-rpaMm Tunos y3iaos AST.



CucremMa BBIIBICHUs OKCIUIyaTUPYEMBIX YyS3BUMOCTEH B IPOrPaMMHOM KO,
cozepaKallasi o MEHbLIEH Mepe OAUH MTPOLIECCOP U MAMATh, XPAHSIIYH MAIIMHOYUTAEMBIE

MHCTPYKLUH, KOTOPBIE MPU UX BBITOJHEHUH IPOLIECCOPOM pean3yroT crocod mo m.1, 2.
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Absolute_Path_Traversal

Hesxcenayatupyemast JxcnayaTupyemMas
Heskcrmyatupyemast ysa3BUMOCTD 170 1
DxcruyaTupyemast ys3BUMOCTb 4 8
Improper_Resource_Shutdown_or_Release
HesxcnayaTupyemas JKcmyaTupyemast
Hesxcnnyatupyemast ysi3BUMOCTD 248 9
DxcrulyaTupyemas ys3BUMOCTh 9 8
Improper_Restriction_of XXE_Ref
HesxcnayaTupyemas IxcnayaTupyemas
Hesxcnnyatupyemas ysI3BUMOCTD 73 0
DKcmyaTupyemas ysi3BUMOCTb 3 11
Reflected_XSS_All_Clients
HesxcnayaTupyemasi DxcnayaTupyemas
Hesxcnnyatupyemas ys3BUMOCTD 221 1
Dxcryarupyemas ysi3BUMOCTb 2 20
Stored_XSS
HesxcnayaTupyemas JrcmayaTupyemas
Hesxkcninyatupyemas ys3BUMOCTD 573 0
DKcryarupyemas ysisBUMOCTh 1 13
dur. 9




Improper_Restriction_of_Stored_XXE_Ref

HesxcenayaTupyemast IKcnyaTupyemMas
Heskcryatupyemast ya3BUMOCTD 49 1
Jxcruyatupyemast ysI3BUMOCTh 1 4
SSRF
Heskcnayatupyemas JKenayaTupyemas
Heskcnnyatupyemasi ysa3BUMOCTD 113 3
Dkcrulyatupyemast ysi3BUMOCTb 3 12
@ur. 10
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SQL_Injection

Hesxcenayarupyemasi IxenayaTupyemas
Heskcrmyatupyemast ys13BUMOCTD 116 1
DKcrulyaTupyemast ysi3BUMOCTD 1 5
@ur. 11
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101
[Nony4aroT 7aHHBIE 00 YA3BUMOCTSX B
TIPOTPAMMHOM KO/JIC.

!

102
BRINOAHAIOT MOCTPOCHUE BEKTOPA
ATaKu Ha YA3BHUMOCTbD.

!

103
TTonyuaroT Ha OCHOBE NPEABIAY LIETO
JTana JaHHbIC.

!

104
ITpeoOpasyroT HCXOHBIH KO,

!

105
OCyIECTBIAT MOMUCK 3JIEMEHTA
BEKTOPA ATAKH 10 KOOPAUHATAM.

Qur. 12

12

100

106
®opmupyror mycts B AST mexny
HAWJCHHBIMH HJICMCHTAMH.

!

107
DOPMHPYIOT YIOPAAOUCHHY IO
MOCICAOBATCIBHOCTb.

!

108
DOpPMHPYIOT BEKTOPHOE
MPEACTABICHHE.

!

109
OcymecTBIMroT 00padoTKY TaHHBIX C
momommsro MO.

!

110
BBIBAAIOT SKCIUTyaTHPYEMBIC
YA3BHMOCTH B IPOTPAMMHOM KOJE.
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OTYET O HATEHTHOM INOUCKE

(ctares 15(3) EAIIK u mpasumo 42 [TaTeHTHOH HHCTPYKIHH K
EAIIK)

Homep eBpasuiicKOH 3asBKU:

202293403

GO6F 21/57 (2013.01)
GO6N 20/00 (2019.01)

Cormacuo MexxayHapoasoii mareHTHOH Kiaaccupurammu (MITK)

A. KIIACCUDUKALIUA TTPEJIMETA U30BPETEHU S

b. OBJIACTE TTOMCKA:

[IpocMOTpEeHHAS JOKYMEHTALHA (CHCTEMA KiIaccu(puranuu u wHAeKCH MITK)
GOGF 9/00, 9/06, 9/44, 11/00, 11/30, 11/36, 21/00, 21/50, 21/51,

21/54, 21/57, GO6N 20/00

Espacanet, EATIATHC, EPOQUE Net, Reaxys, Google

DekTPOHHAS 0a3a JAHHBIX, HCHOIb30BABILASICS IPH MOUCKE (HA3BAHUC GA3EI H, CCITH BO3MOIKHO, HCIIOIB3YEMbIC IOUCKOBEIC TCPMUHEL)

B. JOKYMEHTEHI, CYHUTAIOINUECS PEJIEBAHTHBIMI

Kareropms* CCBUTKH HAa JOKYMEHTEHI C YKA3aHHEM, TJI€ 3TO BO3MOKHO, PEICBAHTHBIX YACTCH OtHocHTCS K myHKTY No
A US 2011/0296371 A1 (INTERNATIONAL BUSINESS MACHINES CORPORATION) 1-3
01.12.2011
A US 2016/0196433 A1 (CARNEGIE MELLON UNIVERSITY) 07.07.2016 1-3
A US 9754112 B1 (BLUERISC, INC.) 05.09.2017 1-3
A US 2019/0258803 Al (FUJITSU LIMITED) 22.08.2019 1-3
A RU 2755675 C2 (CMHOIICHC, MHK.) 20.09.2021 1-3

I:I MOCJICAYOIMUE JOKYMCHTEI YKA3AHBI B PO JODKCHU U

* OcoOBIe KATCTOPHI CCBUIOMHBIX JOKYMCHTOB:

«A» - JOKYMCHT, OLPCICIHIFOIIUN OOIIH YPOBCHD TCXHHKH

«D» - DOKYMEHT, IIPUBCACHHBIN B €BPA3HICKON 3a4BKE

«E» - Goee paHHMIT JOKYMCHT, HO OIMYOJIHMKOBAHHBIA HA JATY IIOJA4H

eBpa3miicKoil 3aABKY M IIOCTE HES

«O» - MOKYMEHT, OTHOCSIIUHCSA K YCTHOMY PACKPBITHIO, SKCIIOHHPO-
BAHHFO H T.1.

"P" - IOKYMEHT, OIlyOJIHKOBAHHEIN IO JATHI IIOJAYH ¢BPa3HiiCKOL

«T» - Goee MO3MHMUIA JOKYMCHT, OITy OJIMKOBAHHBIH ITOC/IC AATHI IPHOPUTETA H
[IPHBEACHHBIH I MOHAMAHI H300PSTCHI

«X» - IOKYMCHT, UMCIOINUiT HAnOO0JICe OM3K0C OTHOMICHHUE K MPCAMETY HOUCKA,
MOPOYAINHAI HOBH3HY HIH H300PeTaTe/IbCKIil YPOBCHB, B3ATHIH B OTACIBHO-
CTH

«Y» - JOKYMCHT, UMCIOINUiT HAnOO0JICe OIM3K0C OTHOMICHHUE K MPCAMETY HOUCKA,
MOpOYAaInHii H300PeTaTeNbCKALl YPOBSHD B COUCTAHNH C APYTUME JOKYMCH-
TaMH TOII Jke KaTerOpHK

«&» - TOKYMEHT, SBIITIOIANCA TATCHTOM-aHATIOTOM

3a4BKH, HO IIOCJIC AATHI HCIIPALIMBACMOr0 npuopuTeTa”

«L» - JOKYMEHT, IPUBCACHHBIH B OPYIUX IELIX
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