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UICHTH(UKATOPOB yCTPONCTB A MX MPHUMEHEHHs B 00acTH 3amMThl HHGOPMAIHH. TEXHHUECKUM pe3yIbTaToOM
SBJIACTCS TMOBBIIMICHHE TOYHOCTH HACHTU()UKAIUM MOOMIBHBIX YCTPOHCTB 3a c4eT ()OPMHPOBAHHS CTATUIHOTO
uaeHTuukaropa. M300peTeHne ocymecTBIsIeTCes C MOMOLIBIO crioco0a GopMHUPOBaHUS CTATHYHOTO HAEHTH(UKATOpa
MOOMJIBHBIX YCTpOMCTB Moz ymnparieHueM iOS, mpu 3TOM CIOcO0 CONEpXHT 3Tallbl, HA KOTOPBIX C IOMOIIBLIO
nporeccopa MOOMIBHOTO YCTPOMCTBA: YCTaHABIMBAIOT IUIATEXKHOE NMPHIOKEHHE B onepanuoHHyto cuctemy (OC)
MOOMIIBHOTO yCTPONCTBA; OCYILECTBISIOT 3ayCK IIATEKHOTO TNPHUIOXKEHHS U PETUCTPAIMIO IOJTb30BaTeNs B
HeM, IPH 3TOM OCYIIECTBIAIOT cOOp IapaMeTpoB MOOMIBHOTO YCTPOMCTBA, BKJIIOYAIOIIMX B ce0s: mapameTpbl
npoueccopa, napamerpsl OC, mapaMeTpsl MOAYINS NaMATH U IapaMeTpbl aKKyMYJISITOPHOH Oarapew; mepeBOAsT
KaXK/IBII MOJTyYeHHBIH MapaMeTp B MacCHUB OHT; OCYIISCTBISIOT KOHKaTEHHMPOBAHHE MOJIyYEHHOTO MaccuBa OHT
HOJIy4YEHHBIX [TapaMEeTPOB; BHIMOIHSIIOT XJIIUPOBAHUE CKOHKATCHUPOBAHHOTO MaccuBa OUT; GOPMHUPYIOT CTATHYHbIN
UIeHTH(UKATOp MOOMIEHOTO YCTPOKMCTBA HA OCHOBAaHUHU BBIMOJHEHHOTO XAIIMPOBAHUS; 3aMIMCHIBAIOT MOITYYSHHBIH
CTaTWYHBII WIECHTHU(UKATOP B 3aKPHITYI0 00NACTh MaMsATH MOOWIBHOTO YCTPOWCTBA; CBSI3BIBAIOT MOJyYESHHBIH
UJICHTU(UKATOP C IUIATEKHBIM IPUIIOKCHHEM KOHKPETHOTO I0JIb30BaTelIs; HepelatoT MOy YeHHbIH HACHTU(DHUKATOP
Ha cepBep aBTOMaTU3UPOBAHHOI cucTeMsbl ppon-monutopunra (ACOM).
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MIIK: GO6F 17/00; GOGF 21/44

CIIOCOB H YCTPOUCTBO ®OPMHUPOBAHHUA CTATHUYHOI'O
UJIEHTA®HUKATOPA MOBIWIBHBLIX YCTPOUCTB IO/ YIIPABJIEHHEM iOS,
CIIOCOB H CUCTEMA BBISIBJIEHAS MOINIEHHUYECKHX TPAH3AKIIUA C
NOMOIIBIO CTATHYHOI'O HAEHTUD®UKATOPA

OBJIACTb TEXHUKH

[0001] 3asiBlIeHHOE pelIeHre OTHOCUTCS K 00JIACTH KOMITBIOTEPHOM TEXHUKH, B YaCTHOCTHU K
Metonam (GOpPMUPOBAHUS UAEHTU(UKATOPOB YCTPONCTB I UX MPUMEHEHUsT B 00JIACTH 3aIUThI

uHpopmauu.
YPOBEHb TEXHUKH

[0002] B Hacrosmee BpeMsi NpUMEHEHHE MOOMIIBHBIA MNPUIOXKEHUH U TIOTyYeHHsI
(PMHAHCOBBIX ~ YCIYT  SIBISETCS  INUPOKO  HCIONB3YEMBIM  CHOCOOOM — B3aUMOAEHCTBUS
none3oBareneil ¢ Oankamu. ONHAKO C MAacCOBBIM PACIPOCTPAHEHHEM IIOJNYYEHUsl yCIyr B
mudpoBom popmare BO3POCIO TAKXKE U KOJWYECTBO MOLIEHHUYECKOH aKTHBHOCTH,
HANpaBJIEHHON Ha XMWIIEHHE CPEACTB IOJNb30BaTeNell, 4To o0yciaaBianBaeT HEOOXOAUMOCTb

pa3pabOTKH HOBBIX CPENCTB 3aLIUTHI MOJIb30BATENICH OT NEeHCTBUI MOLICHHUKOB.

[0003] Wnentudukanuss MoOmnpHBIX ycTpoiicTB (MY) — sT0 mpouecc (popmupoBaHus
YCTOWYMBBIX TPHU3HAKOB, Oyaromapss KOTOPBIM BO3MOJKHO YCTAHOBJICHHE TOXKAECTBEHHOCTH
HEU3BECTHOI'O yCTPOICTBA N3BECTHOMY Ha OCHOBAHUH COBIMAACHUS MPHU3HAKOB. Takum obpazom,
NPU MEePBHYHOM (POPMHPOBAHUM HUACHTUPHUKATOPOB MY MPOUCXOIUT T'eHEepaLusl YHUKAJIbHBIX
3HAYEHUH YCTPOWCTB, YHHKAJIbHOCTb KOTOPBIX TapaHTHPYETCsl AJrOPUTMOM TIeHEPHUPOBAHMUS

HeHTU(UKATOPOB (IPOCTPAHCTBO BAPUAHTOB cocTapseT 2!2%).

[0004] CoBpemeHHble MOOWJIBHBIE YyCTpoOWCcTBa (CMapT(OHBI) TMPEACTABISIOT COOOMU
BBICOKOIIPOU3BO/IUTENIbHBIE ~ MHOTO(YHKIHOHAJIBHBIE ~ YCTPOHCTBA  C  IOJHOLIEHHBIM
NOJIb30BATENbCKUM ~ MHTEp(GEHcCOM W MHOXKECTBOM  PAa3JIMYHBIX  paguouHTep¢eiicoB.
ITpoussonurenu MY GopMUPYIOT pa3IndHbIe BHYTPEHHUE HACHTU(UKATOPBI yCTPOUCTB (YPOBHS
OC, unTepdeiicos, anmapaTHbIX KOMIIOHEHTOB), TOCTYIT K KOTOPBIM HEBO3MOKHO MOJYYHTh Ha
ypoBHe npukiaanoro 10, ycranosnernroro Ha MY, b0 OHM He 00eCTIeunBaIOT JOCTATOYHBIN

YPOBEHb YHUKAJIBHOCTH WJIH YCTOWYHUBOCTH.



[0005] IIpaBuna xoH¢puaeHunanbHOocTH Apple® HecyT st ycraHaBiuBaeMblx Ha MY

NPUWIOKEHUN psin ceppé€3HbIx orpanndenuii (https://support.apple.com/ru-ru/HT211970), a

HUMCHHO!

— 3akpbitoe API u OTCyTCTBHE BO3MOKHOCTH TOJYYHUTh 3HAYMMbIE TaHHbIE 00 amnmapaTHOM
obecnieuennn MV (tekyiuas 3arpy3ska CPU, yactuuno GPU, wactuaHo Memory, TakTOBast

4acToTa U Ip.),

— opt in — npuHUMN, orpaHuuuBaroiiui nonydernne IDFA (npeHTHUKATOP MPUITOKEHUIT
MY) 6e3 sBHOrO coryacusi IOJIB30BATENII HA MPENOCTaBIEHHE NAaHHBIX KOHKPETHOMY

MPUJIOKEHUIO;

—  MapKepbl IPUJIOKEHUH — MPUHIIMIIL, OTPENEISIOIUI THIT COOMpaeMbIX 1 00padaThIBAEMBbIX
NEPCOHANBHBIX JaHHBIX MOOWJIBHBIM MPHIIOKEHUEM. BIIOKHpOBKa pabOThl MPUIIOKEHUS

IMPU BBIABJICHUH JAHHBIX BbIXOAAIINX 3da PaMKH 3asBJICHHOM MAapKHUPOBKH.

[0006] HccnenoBanue CyIeCTBYIONINX pelneHud uneHTuukauud MY mon ynpasieHHeM

OC 10S npuBeno K BBIBOAY O HAIUMYUU ABYX OCHOBHBIX METOJIOB:

1) upentudukammss Ha ocHoBe Unique Device Identifier (UDID), npucBoenHeix MY
HETIOCPEACTBEHHO MTPOU3BOIUTENIEM U HEOOXOIUMBIX ISl PErHCTPALUU B ITOpTalie pa3paboTIHNKOB
Apple Developer. K pemenusiM, UCHONB3VIOIINM JaHHBIA Merox ortHocstces: [FunBox u
SuperUDID. OnHako, OCHOBHBIM HEJOCTATKOM siBjisieTcsi TO, uTo UDID HEoOX0auMOo yCTaHOBUTD
cniermanbHoe [10 Ha BHeIIHee yCTPOHCTBO, HApUMepP, KOMIBIOTEP, K KOTOPOMY HEOOXOANMO

NOJKJTFOUUTh MOOUJIBHOE YCTPOHCTBO;,

2) wunentudukanus Ha ocHoBe HardwareID (IDFV u IDFA), nonay4aembiX Ha YpOBHE
npukyanHoro I10. K pemienusiM, HCoONb3yoOmMUM NaHHBIA MeTon otHocutcs RSA, BiZone u
apyrue. JIaHHBI METOZ TakKe HelenecooOpa3HO MCMOJIb30BaTh sl uaeHTuukanun MY, tak

Kak mpu cOpoce yCTPONCTBA 10 3aBOACKUX HACTPOEK, HASHTH(HHKATOP TAKKE JKE H3MEHSIETCS.

[0007] Tak Kak CymecTByrIIue MeToabl (OPMUPOBAHHS HICHTH(PHUKATOPOB HE HMEIOT
IOCTaTOYHOMW CTENEHH YCTOMYMBOCTH, JHOO He mpuMeHuMsl B kadectBe [IPOM pemenuii, To

OBUIO MPUHATO pPelIeH:e O MOUCKE U anpodannuy cOOCTBEHHOrO MeTosa uaeHTudgukannu MY.

[0008] B pesynbrare mpoBeneHHBIX UCCIIEAOBAHUN HE ObLUTO BBISIBJICHO PEIIEHUs], KOTOPOe Obl
MO3BOJISIO  C(OPMUPOBATh CTOMKUH HAEHTU(UKATOpa YCTPOWCTB moxa ympasieHuem 108,
KOTOPBIN SIBJISICS Obl YCTOWYHMBBIM K U3MEHEHUIO amnmapaTtHol koHdurypauuu MY, Hanpumep,
BOCcTaHOBJIEHHBIM MY . B cucreme 10S 1yt XpaHeHHs U MCTIONB30BaHUs HaeHTH(ukaropos MY

UCIIOJIb3YETCS CepBUC Keychain Services API



(https://developer.apple.com/documentation/security/keychain_services?changes=latest minor.),

NpeAHa3HAYEeHHbIN I XPaHEHHs [T0JIb30BATEIbCKON NH(POPMALIMH B 3aKPBITONH O0JNACTH MaMSITH.

[0009] JlaHHBIH ~ (YHKLMOHAN TMO3BOJSIET TNPWIOKEHUSIM XPAaHUTb HECKOJIBKO OUT
NOJIb30BATENbCKUX JTAHHBIX B 3alln(poBaHHON Oasze naHHBIX, HaszbiBaeMoi Keychain. JlanHas
0a3a MaHHBIX HE OIPAHMYMBAETCS MApOJbHON MH(OpMAarMeld, B Hel MOXHO TaKXKe XPaHUTb U
MO0y Ipyryro MHGOPMALUIO, KOTOpas MPEACTAaBISET BaKHOCTh AJISI MOJB30BATENS, a TAKKE
3JIEMEHTBI, KOTOPbI€ HY KHBI IT0JIb30BATEIII0, HO O CYL[€CTBOBAHUU KOTOPBIX OH MOXKET U HE 3HATh.
Hanpumep, kpuntorpapuueckue KIOYH U CePTU(PHUKATHL, KOTOPbIE YIPABISIOTCS U
UCTIONB3YIOTCA € TOMOINBIO CIykO cepTU(UKATOB M KIIO4YeH, M KOTOpPbIe ITO3BOJISIIOT
MOJIb30BATEINIO YUaCTBOBATh B 3AIIULIEHHON CBS3U U YCTaHABIUBATH JOBEPUTENbHbBIE OTHOLIEHHUSI

C APYIrvMHU MOJIb3OBATEIIAMU U YCTpOfICTBaMPI.

[0010] 30yMBIIIJIEHHUKH, HCIONB3Ysl Pa3jMyYHble METOAUKU BO3JENHCTBUS Ha KJIHMEHTOB
0aHKa, B TOM YHCIIE COLMATBHYIO HHKEHEPHIO, MOTYT MOJYYHTh JOCTYI K KPUTHUECKUM JTAHHBIM
KJIMEHTOB, 3aTe€M 3TH JaHHbIE MOTYT OBbITb HCIIOJB30BAHBI JJISI YCTAHOBKH OaHKOBCKHX
NPWIOKEHUI Ha YCTPOMCTBE 3JIOYMBIIUIEHHHKA C AalbHEeWIed perucrpanuell ero B OaHKe.
3MOYMBIIIJIEHHUK I10CJIE€ PErucTpalii TaKOro MPUJIOKEHUsS Ha CBOEM YCTPOMNCTBE OT HMMEHU
KJIMEHTA MOJy4aeT JOCTYN K AEHEXKHBIM CPEICTBAM KJIMEHTA U Jajiee NPEANPUHUMAET MONBITKH

XULICHUA 5TUX CPECACTB.

[0011] CymecTByroT mnoaxonbl B 4acTu (opMmupoBaHus KOMIUIEKCHbIX ID ycTpoiicTs
(marentHas 3asBka US 20140164178 Al, 12.06.2014), npu kotopbix ID dopmupyercs Ha
OCHOBaHMHM CylLIeCTByIOIIeHl uH(pOpMAMKU O PEruCTPALIMOHHBIX JAHHBIX IOJb30BATENs
Pa3JIMYHBIX AKKAyHTOB, MO3BOJsIsI TeM caMbiM copmupoBaTh Oosiee yHHKanbHbA ID st

MMPUMCHCHUS B LEIAX aYTeHTH(bHKaHHH.

[0012] CymecTBeHHOW MpoONeMON  CYIIECTBYIOIIUX IOIXOAOB SIBJSIETCS  KJIFOUEBOE
ucnojp3oBanue nudpoBoit uHpopmanmu W OA30BBIX ANMAPATHBIX HOMEPOB MOOMIIBHBIX
ycTporicTs, Hanpumep, IMEI, cepuiiHbiii HOMEp U T.M. DTH NaHHbIE JOCTATOYHO YSI3BUMbBI U HE
NO3BOJISIET (JOPMHUPOBATH HA UX OCHOBAHMM CTAaTHUYHBIA HIEHTH(HKATOpPA, KOTOPBIH HE Oyner
CYIIECTBEHHO M3MEHSTHCS TPU 3aBOACKOM cOpOCe YCTPONCTB, €ro anmapaTHoil Moaudukanum u

T.II.



CYINHOCTD U3OBPETEHUA

[0013] 3asiBJIeHHOe M300peTeHHe TO3BOJISIET PEIINTh TEXHHUYECKYI MpobsieMy B YacTH
CO3JIaHMsI YCTOHYMBOTO HAEHTHU(HKATOpa MOOWJIBHOTO YCTPOMCTBA AJIs IOCIENYIOINEro ero

MPUMCHCHUS AJIs1 OTCIIC)KUBAHUS MOIIIEHHUYE€CKON aKTHUBHOCTH.

[0014] TexHUUECKUM pe3yJIbTaTOM SIBJSIETCS TOBBILIEHUE TOYHOCTH HIASHTU(UKALIUH

MOOUJIbHBIX YCTPOMCTB, 3a cYeT (POPMHUPOBAHUS CTATUYHOTO UAEHTHU(UKATOpPA.

[0015] 3asiBIeHHOE pelIeHHe OCYIIECTBIIIETCS C TOMOINBID crocoda (HOpMUPOBAHMS
CTATUYHOTO MEHTH(HUKAaTOpa MOOUIIBHBIX YCTPOHUCTB oA ynpasierueM 10S, nmpu 3ToM cnocod

COIEP>KHT 3TAITbl, HA KOTOPBIX C TIOMOLIBIO MPOLIECCOPAa MOOMIIBHOTO YCTPOHCTBA:

YCTaHABIIMBAIOT IUIATEKHOE TMPIJIOKEeHUe B omepanuonHyo cucremy (OC) MoOuibHOTO

YCTPONCTBA;

OCYILECTBJISIFOT 3aMyCK IJIaTeKHOTO MPUIIOXKEHUS U PETUCTPALIMIO NIOJIb30BaTeNsl B HEM, IIPU 3TOM
OCYILIECTBISIFOT COOp MapaMeTpoB MOOMIJIBHOTO YCTPOWCTBA, BKIIOYAIOIINX B Ce0s: mapameTpsl
npoueccopa, napamerpsl OC, mapameTrpbl MOAyJs NaMsATH U NapaMeTpbl aKKyMYJSTOPHOM

Oarapen;

NEePEBOAT KAKABIN MOTyUeHHBIH MapaMeTp B MacCUB OUT;

OCYLIECTBIISIFOT KOHKATEHUPOBAHKE MOJYYEHHOIO0 MAaCCUBa OUT MOJMYYEHHBIX TApaMETPOB;
BBIMOJIHSIFOT X3IIHPOBAHHE CKOHKATEHUPOBAHHOTO MAaCCHBA OUT;,

(bOopMHUPYIOT CTATUYHBIA HASCHTU(PHUKATOP MOOMIIBHOTO YCTPOHCTBA HA OCHOBAHUH BBITIOJIHEHHOTO

XOUIHUPOBAHUA,

3aMUCBIBAIOT TOJIYYEHHBI CTATUYHBIA HMIAEHTU(UKATOP B 3aKPbITYI0 00JacTh MaMsTH

MOOUJIBHOTO YCTPOWCTBA,

CBA3BIBAIOT HOJIy"IeHHbeI I/II[eHTI/I(I)I/IKaTOp C TIUIATCKHbIM MPHIIOKEHUEM  KOHKPETHOI'O

IMOJIb30BATEJIA,

nepefaT MOJYYEeHHBIH HACHTU(PHUKATOP HA CEpBEp ABTOMATHU3MPOBAHHOH cHUCTeMbl (pon-

moHutopuara (ACOM).

[0016] B 0aHOM M3 4aCTHBIX MPUMEPOB peATU3ALMH MTAPAMETPhI MPOLIECCOPA BKIKOYAOT 10
MEHBIIEH Mepe OJHO U3. Ha3BaHUE MPOLIECCOPa, HOMMHAJIBbHAS YaCTOTAa MPOLIECCOPA, KOJIUYECTBO
bu3nIecKuX saep, KOJUYECTBO JIOTHYECKHUX siAep, MPOLIEHT YTHIIN3ALUU MPOLeCCopa CHCTEMOI,

MPOLCHT YTUJIM3alUU MMPOLECCOpa MOJb30BaATCIICM, IPOUCHT YTUJIN3alIUU TPOLECCOPA B IIPOCTOC.



[0017] B npyrom uactHOoM npumepe peanuzauuu napamerpbl OC BKIIOUYAIOT MO MEHbLIEH
MEpEe OIHO U3: NMPHU3HAK 3aIyCKa, KOJA A3blKa Ha yCTPOMCTBE, KOJ PETMOHA Ha yCTPOWMCTBE, KO
TaUM30HBI Ha YCTPOMCTBE, CEMEWUCTBO YCTPOMCTB, IOJHOE HAa3BaHWE YCTPOMCTBA, BEPCUs
YCTPONMCTBA B CEMEUCTBE, KOAOBOE HA3BAHHUE ONEPALIMOHHOM CHUCTEMBI, BEPCHUs PEeu3a, BepCusl

AApa CUCTEMBI, apXUTEKTypa Mpoueccopa, KOJIUIECTBO MMPOUECCCOB, KOJIUYECTBO IMOTOKOB.

[0018] B npyrom 4acTHOM mpumMepe peanu3aluy MapaMeTp MOAYJ MaMsTH BKJIIOYAET IO

MEeHbLIeH Mepe PU3NIECKH pa3Mep ONepaTHBHOMN MaMsITH yCTPONUCTBA.

[0019] B npyrom 4acTHOM mpuMepe peaiu3aiuy MapameTpbl aKKyMyJISITOPHOU Oarapew
BKJIFOUAIOT B c€0sl IO MEHBILEH Mepe OHO 3. eMKOCTb OaTaper, MaKCUMaJIbHasl EeMKOCTh Oarapeu,

NPOEKTHAsI EMKOCTb OaTapen.

[0020] B gpyrom wacTHOM mpumepe peanusauuy aJrOPUTM X3IIUPOBAHUS MPEACTABISIET
coboii anroputm SHA256.
[0021] 3asBJICHHOE peIleHHEe TaKKe OCYLISCTBIISIETCS C TOMOIIBID CrOco0a BbISIBICHHS

MOIIECHHHUYECCKHUX TpaHSaKLIPIfI, OCYHIECTBIACMBIX C TTIOMOIIBIO MOOUJIBHBIX YCTpOﬁCTB, npu 5TOM

CocO0 COEPIKUT ITAIbI, HA KOTOPBIX:

¢ nomo1eso ACOM:

(UKCUPYIOT PETUCTPALIMIO IIJIATEKHOTO MPHIIOKEHUs] HA MOOMIIBHOM YCTPOICTBE;
(bOpMUPYIOT CTATHUHBIN UASHTH(HUKATOP MOOMIIBHOTO YCTPOKCTBA;

CBA3BIBAOT HOHy‘—ICHHbeI I/II[eHTI/I(bI/IKaTOp C PErucCTpaliluOHHbIMHU HAaHHBIMU TIOJIb30OBATEIISA

IJIaTE€KHOTO MPUJIOKEHNUS,
(PUKCHPYIOT BBIMOJHEHUE TPAH3AKIIMU TTOCPEICTBOM IIATEKHOTO MPUIIOKEHUS,

MOJIy4arOT AaHHBIE O COBCPIICHUUN MOIIIEHHUYECKOM TPpaH3aKIUHU MOCPEACTBOM YIIOMAHYTOTI'O

MJIAaTCIKHOT'O IMPUITOXKCHUSA,

BHOCSAT B YEpPHBIH CIHCOK IO MEHBbIIEH Mepe IONyYeHHBIH CTaTHYHBIA HISHTU(UKATOP

MOOUJIBHOTO YCTPOWCTBA,

ONOKUPYIOT PabOTy IUIATEKHOTO MPUJIOKEHHUs] Ha MOOWJIBHOM YCTPOWCTBE, COIEpIKalleM

UIEeHTU(HUKATOP, BHECEHHBIH B UEPHBIH CITUCOK.

[0022] B npyrom yactHOM npumMepe peanu3aiy GUKCHPYIOT PEKBU3UTHI CYETOB, HA KOTOPBIE

ObL1a OCYHIECTBJICHA MOIICHHUYCCKAs TPpaH3aKIU.



[0023] B npyrom wacTHOM npumepe pearn3alii BbIIOJHSAETCS BHECEHNUE PEKBU3UTOB CYETOB

B YEPHBIN CITUCOK ISl TIOCIEAYIOIIUX OJIOKUPOBOK TPAH3AKIINH.

[0024] 3asBIEHHOE pPEIIeHHE TakKXe OCYIIECTBISAETCS ¢ IOMOLIBI0  yCTPOMNCTBA
(dbopMUpOBaHUS CTATHYHOTO HIEHTU(UKATOPAa MOOWJIBHBIX YCTPOHCTB mox ympasieHueMm 10S,
cozeprkallee o MEHbLIEH Mepe OJMH MPOLECCOpP U IO MEHBLIEH Mepe OJIHY NMaMsATh, X PAHSLLIYIO
MAalIMHOYUTAEMbIE HMHCTPYKLUM, KOTOpbIE MPU HX HCIOJIHEHUH MPOLECCOPOM BBIMOJIHSIOT

BBILIEYKA3aHHBIN CIIOCO0.

[0025] 3asBIEHHOE PELIEHUE TaKXKE OCYILIECTBJISIETCS C IMOMOIIBK) CHCTEMbl BbBISIBIICHUS
MOLIEHHUYECKUX TPaH3aKLHU, COAep Kallasi Mo MEHbIIEH MEpPEe OAUH MPOLIECCOP U MO MEHbLIEH
Mepe OJHY MaMsITh, XPAHIIIY) MAIIMHOYUTAEMbIE MHCTPYKIIUH, KOTOPbIE MPHU UX UCIIOJTHEHUH

NPOIIECCOPOM BBINTOJIHSFOT BBILIEYKa3aHHBIN CI1OCO0.

KPATKOE OITACAHHUE YEPTEXXEN

[0026] @wr. 1 wutrocTpupyet 6J10K-cxemy criocoda (OpMUPOBAHHS CTATUIHOTO
uIeHTH(HKATOPA.
[0027] @ur. 2 WLTIOCTPUPYET OIIOK-CXEMY CIIOco0a OTCIEKUBAHUS MOIIEHHUUECKUX

TpaH3aKLUWH C TIOMOIIBIO CTATUYHOTO UACHTU(UKATOPA.

[0028] Qur. 3 WUTIOCTPUPYET CXEMY BBIUYHUCIUTENBHOIO YCTPOUCTBA.
OCYHECTBJIEHUE U30BPETEHUA

[0029] Ha @wur. 1 npexacraBieHa OJOK-cxeMma BBINONHEHUs 3TanoB crocoba (100)
(opMHpPOBaHUSI CTATHYHOTO HAEHTH(HUKATOpa. 3asBIEHHOE pEIIEHHE BBIMOJIHSIETCS TPU
yCTaHOBKe IUIaTeskHOro mnpuioskenus Ha sTtame (101) B OC mobunbHoro ycrpoiictsa. Ilox
TEPMUHOM «MOOWJIBHOE YCTPOMCTBO» B pPaMKax 3asBJICHHOTO PEIICHUS MOXXET MOHUMAThCS

cMmaptdoH, padner wiu manmwer nox ynpasaeHneM 10S.

[0030] ITocne ycTaHOBKHM IJIATEKHOTO TNpuiiokeHusi, Hampumep, COepbank OmnnaiiH,
MporpaMmHasl JIOTUKa NPWIOKEHHUs 3alpallinBaeT AaHHbIE Ui TMOCIAEAYIOLIEH pPErucTpanuu
nosib3oBaTeNnsi. TakuMu JaHHBIMH MOTYT siByATBCs, PUO, mnacnmopTHble NOaHHBIE, HOMEP
TUIATEXKHOW KapThl, HOMEp TenedoHa, JIOTMH/MApPOSib IJIsl BXOHAa B TNPHIOKEHHE U T.II.
JIOTIONIHUTENTIPHO MOJKET TPHUMEHATbCs Ouomerpudueckas wuH(popmanus. I[locie ycnemHom
PEruCTpaLvy JIsl K&KIOr0 MOJIb30BATENs CO3AAETCS YHUKAIbHAS 3aIIUCh O]l COOTBETCTBYIOLIUM

UACHTU(HUKATOPOM, KOTOPAsi COXPAHSIETCs Ha CepBepe B eNMHOMN 0a3e JaHHbBIX.



[0031] ITocne peructpanun B npriokeHun Ha starne (102) ocymecTsisiercs: cOOp AaHHBIX
MoOunbHOro ycrpoiictea. COOp OCyLIECTBIsIETCSl MOCPEACTBOM IPOTPAMMHON  JIOTHKH
IUIATEKHOrO mpujoxkeHus, umeromero aoctyn k OC mobOunpHOro ycrpoiictea. B pamkax
OCYIIECTBJICHUS] HACTOSIIErO 3Tana OCYLIeCTBIsAeTCs cOOp CAeAYIOMMX MapaMeTpOB. MapaMeTphl
nporeccopa, napamerpsl OC, mapamerpbl MOAYJsA MaMATH U TapamMeTpbl aKKyMYJSTOPHOMN

Oatapeu.

[0032] JlaHHbIe MOOUJIBHOTO YCTPOMCTBA COOMPAIOTCS 0 OCHOBHBIM aIMAPaTHBIM MOYJISIM
(mporieccop, MaMsATb, aKKyMyJISITOP), a TaKKe CUCTEMHbIE JaHHbIE, UASHTUQULUPYIOIIHE CAMO

YCTPOICTBO.

[0033] [TapameTpel mpomeccopa MOTYT  BBIOMpAaTbCS M3 CIEAVIOIIUX  JaHHBIX,

npeacTaBieHHbIX B Tabmume 1.

Tabnuna 1. [Tapamerpsl npoueccopa

PROCESSOR NAME Ha3BaHUE MpoLeccopa

PROCESSOR FREQ HOMMHAJIbHAsl 4aCTOTa Ipoueccopa

PHYSICAL CORES KOJIMUECTBO (PH3UYECKHX simep

LOGICAL CORES KOJIMYECTBO JIOTUUECKUX sTIeP

SYSTEM MPOLICHT YTUJIN3ALUHU [TPOLIecCcCopa CUCTEMOM

USER MPOLEHT yTUIM3AaLUU ITpoLeccopa

MOJIb30BaTENIEM

IDLE MPOLEHT YTUJIN3ALWU NPOLIECCOPA B IPOCTOE

[0034] ITpumep ucnonbzyemsbix napametpoB OC nmpusenens B Tabmuiie 2.

Tabmuna 2. [Tapamerper OC

IS PROCESS TRANSLATED MIPU3HAK 3aIlyCKa Ha OHOM U3 TUIIOB
YCTPOWCTB (HATHBHBIH, TPAHCISATOP,

SMYJISITOP)

ISO LANGUEGE CODE KO/l I3bIKa Ha YCTPOUCTBE




ISO REGION CODE KOJl peruoHa Ha yCTpOIiCTBe
KNOWN TIMEZONE ID KOJl TAIM30HBI HA YCTPOUCTBE
DEVICE CEMEMNCTBO yCTPOUCTB
FULL NAME MOJIHOE Ha3BaHUE YCTPOICTBA
VERSION BEpCHs YCTPONCTBA B CEMEINCTBE
RELEASE BEpCHUs pennsa
MACHINE apXUTEKTypa mnpoueccopa
UPTIME BpeMsi, KOTOpOe YCTPOHCTBO paboTaer mocie
MOCJIETHEN NTepe3arpy3Ku
PROCESSES KOJIMYECTBO MPOLIECCOB
THREADS KOJINYE€CTBO MOTOKOB
LOAD AVERAGE CpenHsisi 3arpy3Ka ONepaliOHHON CUCTEMBbI
HARDWARE ID YCJIOBHO YHUKAJIbHBIN UACHTH(PHUKATOP
BEH7Opa
[0035] [TapameTppl MOIyJisl MaMATH MOIYT BKJIKOYAaTh B Ce0sl mMapameTphl, YKa3aHHbIE B
Tabnuue 3.

Tabnuua 3. [TapameTpbl MOAYJISE TAMSITH

PHYSICAL SIZE

(du3nUecKuii pasMep ONnepaTHBHON MaMSITH

yCTpONCTBA

FREE

oneparruBHasd MaMsATb, KOTOpasi HE

HCIIOJIB3YECTCA




WIRED KOJINYeCTBO UH(POPMALIH, KOTOPasi HE MOKET
OBITh MepeMeleHa Ha KECTKUN TUCKH,
MO3TOMY OHa JIOJIKHA OCTaBaThCs B
OMNEPaTUBHOM MaMSTH, 3aBUCUT OT

UCIOJIb3YEMBIX IPUIIOKEHUN

ACTIVE KOJIMYE€CTBO UH(POPMAIIHHU, KOTOPasi B
HaCTOAILICE BPEMS HAXOOUTCA B MMaMATH U

HEOaBHO HCIIOJIB30BaJjIaCh

INACTIVE KOJINYECTBO MH(GOPMAIINH B TIAMSATH, KOTOPast
aKTUBHO HE UCIIOJIb3YEeTCs, HO HEAaBHO

HUCIIOJIB30BAJIaCh

[0036] ITpumMep UCTIONB3yEMBIX APAMETPOB AKKYMYJISITOPHOI OaTtapeu npuseneH B Tabnuie

4.

Tabnuna 4. [TapameTpsl akKyMyJISITOPHOM Oarapen

AC POWERED MIPU3HAK ITUTAHUSI YyCTPONCTBA NIEPEMEHHBIM
TOKOM

CHARGED NPU3HAK 3apPsHKEHHOCTH OaTtapeu

CHARGING MPU3HAK 3apsKaeTCst I OaTapest B

HACTOSIIUA MOMEHT

CHARGE MPOLIEHT 3apsKEHHOCTH OaTapen
CAPACITY eMKOCTh OaTapeu

MAX CAPACITY MaKCHUMaJIbHasi EMKOCTh OaTtapen
DESIGN CAPACITY MPOEKTHAst EMKOCTh OaTapen

CYCLES KOJIMUECTBO LIUKJIOB Tiepe3apsiaku Oarapen

TEMPERATURE TeKyIasi TeMiieparypa darapeu




ITo d¢akry cbopa Tpebyemoro HaOopa BbIIEyKa3aHHbIX mapameTpoB, Ha ostane (103)

OCYILECTBIISIETCS UX MOCeNyIolIee X3IUPOBaHKe ¢ IOMOIIbIO, Harpumep, anroputma SHA256.
[0037] JlaHHBIN CITUCOK MapaMeTpPOB MO3BOJISIET TOOUTHCA:

— YHHUKAJIbBHOCTU MOJYy4Ya€MbIX I/II[eHTI/Iq)I/IKaTOpOB, JaXK€ Ha OJHMHAKOBBIX YCTpOI‘/'ICTBaX

OOHOT'O IPOU3BOAUTEIIA,

— HEW3MEHHOCTH WACHTU(PUKATOpa Ha JEOOOM YCTPOWCTBE, Aake€ MPH MHUHOPHBIX U

MasKOpHBIX 00HOBIEHUSX 108;

—  BOCHPOHM3BOAUMOCTH (ITOBTOPSIEMOCTh PE3YJIBTATOB) MACHTU(PHUKATOPA MPH PA3THUHBIX
THIaX COPOCOB MOOMIIBHOTO YCTPONCTBA 10 3aBOJCKHX U MOCIIEAYIOIINX BOCCTAHOBIICHUIT

YCTPOICTBA.

[0038] B 3aBucumMocTH OT THMA pelraeMbIX 3anad HISHTU(PUKATOP, TMOJy4aeMblii Ha
BBILICONMCAHHBIX IapaMeTpax, MOXKET ObITb CTATUYECKUM W\WJIH BEPOSTHOCTHBIM, 3TO
IOCTHTaeTCs 3a CUET HCIOJIb30BAHUS PA3JIMYHBbIX AJITOPUTMOB MpeoOpa3oBaHUsl NaHHBIX. B
HACTOSIIEM PEIIEHHH UCTIONb3yeTCs Kpunrorpaduyaeckuii anropurm xemmposanust SHA256.9to
CHIENaHO sl MHUHHMH3ALMU BO3MOXHBIX JAJbHEUIINX OTPaHUYEHUN MO CcOOpPY CHUCTEMHBIX
napameTpoB co cTopoHb! 10S, a Takke JHOBIX APYTUX W3MEHEHHH, KOTOPbIe MOTYT BO3HUKHYTh
C CHCTEMHBIMH IapaMeTpamMH MOOHJIBHOTO YCTPOMCTBAa BO BpeMs 3KCIUTyaTalMu (Hampumep,

anmnapaTHas 3aMeHa KaMepbl WIN MPOLECCopa B YCTPONUCTBE).

[0039] Ha »srtame (103) monyuyeHHele napameTpel, HeoOXomumble Ui (OPMUPOBAHUS
uneHTudukaropa, GOPMUPYIOT MACCHB OUT C TIOMOIIBIO KOHKATEHALIMH UX OWUTOBBIX 3HAYCHHI.

MaccuB OUT MOKET UMETh CIICAYIOIIUI BUNI

65 110 100 114 111 105 100 58 116 101 115 116 47 88 10597 111 109 105 58 77 73 49
483843280114 111476780855883 111109 101 326780 85

IMonydennbrii MaccuB oOpadateiBaercst reHeparopom UUID ¢ mMOMOIIBIO €ro XemupoBaHHUS

anropurmoMm SHA256.

[0040] ITo utory xemupoBanus Ha stane (104) popmupyercss cTaTHUHBINA UIEHTH(PHUKATOP,
KOTOPBIN 3anuchiBaeTcsi B keychain OuOIHOTEKY AJIsT JAHHOTO YCTPOMCTBA, a TAKXKE B 3aKPBITYIO
obnacte mamsitu MY. Mpentudukarop Moxer uMeTh cienyromuii Bua: 123e4567-e89b-12d3-

a456-426655440000.

[0041] CcdopmupoBaHHBIN CTATHUHBIA HUIEHTH()UKATOP CBSI3bIBAETCS C PETUCTPALIIOHHBIMU

JaHHBIMH TIOJIb30BATEIIS, BBEIEHHBIMHU B IJIATEKHOE MpHIoxkeHue, 1 Ha stane (105) nepenarorcs



B Oa3y maHHbIX Ha cepsep. [lepuoamuHOCTE (POpPMUPOBAHUS U Tepenadyu HAECHTH(PHKATOPOB
MOOMJIBHBIX YCTPOMCTB Ha CEpBEP MOXKET BapbUPOBATBHCS B 3aBUCHMOCTH OT Liesiel U 3amay
OpraHu3aLMHy (€AMHOPA30BO, COOBITUITHO, MO0 1o pacnucanuio). [lonyueHHbIe HASHTUPUKATOPBI
AKKyMYyJIUPYIOTCSI B aBTOMATHU3HUPOBAHHBIX CHUCTEMAaxX OPTaHU3aLMH U IO3BOJISIOT MPOBOAMUTH

UIEHTU(UKALNIO KINEHTCKIX MOOUJIBHBIX YCTPOMCTB NMPH paboOTe ¢ MPHUIIOKEHUEM.

[0042] [Tpu BeIABIEHUH aHOMaNUl (M3MEHEHUIT) B UIEHTU(UKATOPAX KIHEHTa, OAHK MOXET
MMPUOCTAHOBUTD, 100 OTKJIOHUTD TPAaH3aKLIUIO, KaK IMOJO3PUTECIIbHYIO, TEM CaAMbIM ITPEAOTBPATUB
BO3MO>XXHO€ MOLICHHUYECTBO (XI/IH_IeHI/Ie ACHEXKHBIX CPEACTB, mubo I/IMYH_IGCTBa) B OTHOLICHHHU

KJueHTa OaHka.

[0043] VHHUKaIBbHOCTh ~ 3asBJICHHOTO  NOAXONA  3aKJIYaeTcss B (OPMHUPOBAHUH

neHTU(UKATOPa, OMJHOBPEMEHHO COYETAIOIIET0 B ce0e HECKOIBKO CBOICTB!

— CrarnuHocth — ycroiumBbii kK m3MeHeHHssM B OC Ha MOOUJIBHBIX YCTPOWCTBAX W HE

TpeOYIOIMX AOMOJHUTENBHBIX Pa3pelieHui 1Jisi MOOMJIBHOTO TUTATEKHOTO MPHIIOKEHUS,

— BeposATHOCTHast yCTOHYMBOCTD - B Clly4ae U3MeHeHHs noaxoaa paspadborunkoB OC s
MOOMJIBHBIX YCTPOHCTB OCTAOTCSl IOCTYITHBIE XapaKTEPUCTUKH, HEOOXOAMMBIE ISt

¢dopmupoBanus uneHTHPHUKATOPA.

[0044] Chopmuposannas Ha stane (105) wrdopmanus, 3amucaHHas Ha cepepe OaHKa,
nepenaercs Ha sTamne (106) Ha cepBep aBTOMATH3UPOBAHHON CHCTEMbl (HPOI-MOHUTOPUHIA
(AC®M). ABTOomMaTu3upoBaHHasi cucreMa (HpoA-MOHUTOPUHTa OaHKA aHAIU3UPYET U BBIIBIISET
AHOMAJMM B TPAH3aKLHMOHHOM IIOTOKE KJIMEHTOB, MNOMeINas HACHTHU(PHUKATOPBI MOOMIBHBIX
YCTpOﬁCTB 3JIOYMBIIIIJICHHUKOB B ((‘léprIG)) CIIMCKH, TEM CaMbIM IIpCAOTBpallas I[a.IIbHeI\/JILHI/Ie

YCTAaHOBKH U PErUCTPAllUHU IJIATCIKHBIX HpI/IJ'IO)KeHI/Iﬁ Ha YCTpOfICTBaX 3JIOYMBIIIJICHHUKOB.

[0045] Ha ®ur. 2 mpencraBnen mnpumep paborel crocoda (200) oTciexuBaHuUs
MOLIEHHUYECKHX TPAH3aKLHUH C MOMOIIBIO BBIIIEOMMMCAHHOTO MeTOAa (OPMHUPOBAHUS CTATHYHOTO
unentudukaropa. Ha mepom stame (201) ACO®M ¢dukcupyer mnonyueHue CBeneHHil 00
OCYILIECTBIICHUH TEPBOH TPAH3AKLMH C TIOMOILIBI0 MOOMJIBHOTO YCTPOMCTBA C YCTAHOBIEHHBIM
IUIATE)KHBIM TIPWJIOKEHHEM, [UIsI KOTOPOTO YK€ HMeeTcs 3aluch Ha cepBepe OaHka o
PETHCTPALIMOHHBIX JTaHHBIX KJIHEHTA W COOTBETCTBYIOIIETO CTATHYHOIO WAEHTH(HKATOpa

MOOHUJIBHOTO YCTPOUCTRA.

[0046] ITo daxTy coBepiIeHHON TPAaH3aKINH, €€ MIEPBUYHBINA CTaTyC HEU3BECTEH, U OHA, KaK
npaBuwio, oOpabareiBaercst OankoM. OnHAaKO, MPH TMOCTYIUIEHMM HHPOPMALUKU O TOM, HYTO

TPaH3aKIMs HOCHUJIA MOIIEHHHUYecKuil xapakrep (3tam 202), TO COOTBETCTBYIOLIAs 3alHCh



nenaercsi B ACOM, u mis chOpMHPOBAHHOIO CTATHYHOIO HACHTU(UKATOpPA MOOHIBHOTO
yCTPOICTBA, C KOTOPOTo ObLIa BBITIOJHEHA JaHHAS TPAH3AKIMs, POPMHUPYETCs 3aMUCh O BHECEHUU

€ro B 4epHbIii criucok (3tam 203).

[0047] Takast cuTyauuss MOXET MPOM3OUTU B CJIydyae XMILEHUs AAHHBIX KJIMEHTa U HUX
MCTIONIb30BAHMSI MOLIEHHUKOM JJIsl PErHCTPALMH IIATEKHOTO MPHJIOKEHUS HA CBOEM MOOHIIBHOM

YCTPOWNCTBE.

[0048] ITpu (axre OCyIIecTBICHUS MOCIEAYIOIEro COBEpIIeHUsl TpaH3akuuu (d3tam 205)
AC®M ocyuiecTiIsieT MpOBEPKH COOTBETCTBYIOIIETO CTATHYHOTO UACHTU(PUKATOPA HA TIPEAMET

€ro HaJU4Msl B YEPHOM CITHCKE.
[0049] PaccmoTpuM npumep reHeprupoBaHHs CTATHYHBIX UACHTU(PUKATOPOB.
CrarnuHblil HIEHTU(UKATOP MEPBOrO YCTPOHCTBA MOJYUEH IO CIECAYIOLINM MapaMeTpam:
PROCESSOR NAME : Al1
PROCESSOR FREQ : 2.39 GHz
PHYSICAL CORES : 6
LOGICAL CORES : 6
SYSTEM : 23
USER : 42
IDLE : 35
IS PROCESS TRANSLATED : native
ISO LANGUEGE CODE : 597
ISO REGION CODE : 256
KNOWN TIMEZONE ID : 441
DEVICE : iPhone
FULL NAME : iPhone 8 Plus
VERSION : 10.2
RELEASE : 3.95

MACHINE : ARM



UPTIME : 56078

PROCESSES : 15

THREADS : 21

LOAD AVERAGE : 34

HARDWARE ID : 9E621041-7F2E-43C3-B1A7-BCD8B5632F 18

PHYSICAL SIZE : 17179869184

FREE : 1979920384

WIRED : 4351307776

ACTIVE : 4953337856

INACTIVE : 4873920512

AC POWERED : true

CHARGED : false

CHARGING : true

CHARGE : 0.83

CAPACITY : 7893

MAX CAPACITY : 7893

DESIGN CAPACITY : 1420

CYCLES : 524

TEMPERATURE : 32
SHA256 umeer Bux:
D4413EB8DC76D9208F4466F42660E37DA1F737E3CA7786FEF413B492A21CAF78
UUID umeet BUA
41ffe8a2-f474-3418-80f1-1a1113336479

[0050] CratnuHplli HOEHTU(UKATOP BTOPOrO YCTPOWCTBA IMOJNYYEH MO CIEAYIOLINM

HapameTpam:

PROCESSOR NAME : Al14



PROCESSOR FREQ : 3.1 GHz
PHYSICAL CORES : 6
LOGICAL CORES : 6

SYSTEM : 18

USER : 54

IDLE : 28

IS PROCESS TRANSLATED : native
ISO LANGUEGE CODE : 597
ISO REGION CODE : 256
KNOWN TIMEZONE ID : 441
DEVICE : iPhone

FULL NAME : iPhone 12 Pro Max
VERSION : 13.4

RELEASE : 3.95

MACHINE : ARM

UPTIME : 51231

PROCESSES : 12

THREADS : 15

LOAD AVERAGE : 30
HARDWARE ID : 70CD060B-B30A-46DD-A210-2771C8B80ES7
PHYSICAL SIZE : 17179869184
FREE : 1979920384

WIRED : 4351307776

ACTIVE : 4953337856

INACTIVE : 4873920512



AC POWERED : true
CHARGED : false
CHARGING : true
CHARGE : 0.83
CAPACITY : 7893
MAX CAPACITY : 7893
DESIGN CAPACITY : 1420
CYCLES : 524
TEMPERATURE : 32
SHA256 umeert Bux:
8899FE3A92BE1EF6446E415E025B9B7C40E2F76F0351A7C34044D810C5SCEDS8A1
UUID umeet BUA

48ec3487-d1bc-3444-abb1-c4c03e49bc31

[0051] ITony4yeHHble cTaTHYHBIE UIEHTH(PUKATOPHI 3aIUCHIBAIOTCS B 3AIMUIIEHHYIO MaMATh

KaXJIOTO U3 MOOMJIbHBIX YCTPOUCTB.

[0052] ITpu 5TOM, ecii PUKCUPYETCs TOSBJICHHE HOBOT'O HICHTU(PHUKATOPA Y OAHOTO M TOTO
’Ke ToJIb30BaTest, HO mpu 3ToM cratuunblii UUID uaeHTr(UKaTop rOBOPUT O TOM, YTO HOBBIH
UICHTHU(HUKATOP OYEHb MOXOK HA MPEABIAYINHN, TO 3TO MO3BOJSET NOMOJHUTEIBHO YUUTHIBATh
TaKye M3MEHEHHs B cucTeMe (POA-MOHHTOPUHTA U OoJiee OBICTPO pearupoBaTh HA BO3MOXKHBIE

MOTIBITKHA MOIIEHHUYECKON aKTUBHOCTH.

[0053] Ha stane (206) no ¢akty BeimoaHeHHON poBepkn ACPM npuHUMAETCS peIeHHe O
OJI0KMpOBKe WM OXOOPEHHUI0 TpaH3akuuu. B ciyuae ee OIOKMPOBKU U pacLieHMBAHUH JeHCTBUHA
KaK MOIIEHHMYECKHX Ha cepBepe OaHKa BBIMIOJHSIETCS ONpeNesieHHe TAKKe TPAH3AKLMOHHBIX
PEKBU3UTOB MOLICHHHKOB, HAa OCHOBAaHWU HMH(OPMALMM O COBEPIICHHOW TpPaH3aKLUWHU, YTO
NO3BOJISIET KaK 3((EeKTUBHO OJIOKMPOBATH MOCIEAYIOMNE YCTAHOBKH IJIATEKHBIX MPUIIOKEHUN
(Ipu CpaBHEHMM CTATHYHOIO MIEHTH(UKATOpPA C paHee BHECEHHBIM B YEPHBIH CITMCOK), TaK U

MOLICHHUYCCKUX PEKBU3UTOB IJIA MPEAOTBPALICHUA TOCTYIJICHUA Ha HUX CPEACTB.



[0054] Ha ®ur. 3 npexncrasien o0muii BU BBIUUCIUTEIBHON CUCTEMBI, PeaM30BaHHON Ha
6aze BeruuCIUTENBHOTO yeTpoiicTBa (300). B o0mem cnyuae, BerauciuTensHoe yeTpoicTso (300)
COIEPKUT OOBbeNUHEHHBbIe OOIIel MUHOW MH()OPMALMOHHOrO OOMEHa ONMH WJIM HECKOJIBKO
nponeccopos (301), cpencrBa mamsatu, takue kak O3Y (302) u II3Y (303), unTepdeiics
BBOnma/BbiBOAa (304), ycrpoiictBa BBOma/BeiBoAa (305), M yCTPOWCTBO JJisl CETEBOTO
B3aumogencTaus (306).

[0055] ITpoueccop (301) (mnu HECKOJIBKO MPOIIECCOPOB, MHOTOSIIEPHBIN MPOLIECCOP) MOTYT
BBIOMPATHCS M3 aCCOPTUMEHTA YCTPOICTB, LIMPOKO MPUMEHSEMbIX B TEKyIlee BpeMs, HalpuMmep,
kommanuii Intel™, AMD™,_  Apple™, Samsung Exynos™, MediaTEK™, Qualcomm
Snapdragon™ u T.11. [Ton mporieccopom Takke HeOOX OAMMO YUUTHIBATH IpadudecKuii mporeccop,
HanpuMmep, GPU NVIDIA unu ATI, xoTopeiii Takxke SBISETCS MPUTOAHBIM JUIsl IOJHOTO WU
4acTHYHOro BbImosHEHUst criocoda (100). Ilpu 5TOM, CpencTBOM MaMSTH MOXKET BBICTYIATh
IOCTYIHBINA 00bEeM MaMATH rpaguuecKoi KapThl WK rpaduaecKkoro npoueccopa.

[0056] O3Y (302) mpencraensier coOOil OMEPATHBHYIO NaMITh W NPEIHA3HAYECHO IS
XpaHEHHsI UCTIONHSAEMBIX MporeccopoM (301) MammMHOUNTAEMBbIX HHCTPYKLHUH ISl BBITIOJIHEHHE
HEOOXOMMBIX ONeparHii 1o Jjorundeckoii oo0padotke nannbix. O3V (302), kak mpaBUIIO, CONEPIKUT
UCTIOJIHSIEMbIE WHCTPYKIMM OMNEPAIOHHOH CHCTEMBbl M COOTBETCTBYIOIIMX IPOTPAMMHBIX
KOMITOHEHT (TIPHJIOKEHHs1, IPOTrPaMMHBIE MOAYJIH U T.I1.).

[0057] I13VY (303) npencrasisier coOoii onHO MK Oosee YCTPOHCTB MOCTOSIHHOTO XPAHEHUs
TaHHBIX, Hanpumep, skectkuil n1uck (HDD), TBepaorenbHblil HakonuTeb faHHBIX (SSD), ¢uam-
namate (EEPROM, NAND wu T.1.), ontuueckue Hocutenu uHpopmauuu (CD-R/RW, DVD-
R/RW, BlueRay Disc, MD) u np.

[0058] Jlns opranuzanuu padoThl KOMIOHEHTOB ycTpoiicTa (300) u opranusanuu padboThl
BHEIIHUX MOAKIIIOYAEMbIX YCTPOWCTB MPUMEHSIOTCS pa3iudHble BUabl uHTepdeiicoB B/B (304).
Beibop  cooTBeTcTByROIMX ~ HMHTep(EHCOB  3aBHUCHT OT  KOHKPETHOTO  HCIIOJHEHHUS
BBIYMCIUTEIBHOTO YCTPOHCTBA, KOTOPbIE MOTYT MPENCTaBJIATh COOOH, He orpannumBasch. PCI,
AGP, PS/2, IrDa, FireWire, LPT, COM, SATA, IDE, Lightning, USB (2.0, 3.0, 3.1, micro, mini,
type C), TRS/Audio jack (2.5, 3.5, 6.35), HDMI, DVI, VGA, Display Port, RJ45, RS232 u t.11.
[0059] Jlnst obecrieueHusi B3aMMOACHCTBHS TIOJIb30BATENISI C BBIUUCIUTENIbHBIM YCTPOHCTBOM
(300) mpumensiroTcst pasnuunble cpeactsa (305) B/B umH(opmauumu, Hampumep, KiaBuartypa,
aucIiel (MOHUTOpP), CEHCOPHBIA AMCIUICH, Ta4y-1aj, JKOWCTHK, MAHUITYJIATOP MBIIb, CBETOBOE
nepo, CTUIIYC, CEHCOpHAas MaHeNb, TPEeKOOJ, TUHAMHKH, MHKPO(OH, CPEICTBA IOMOJHEHHON
pEaTbHOCTH, ONTUYECKHE CEHCOpHI, IUIAHIIET, CBETOBBIE WHAMKATOPBI, IMPOEKTOp, Kamepa,
cpeacTBa OMOMETpUUECKOM wHIeHTH(UKaLUK (CKaHep CEeTYaTKH TIJia3a, CKaHep OTIIEYaTKOB

NnaJjbIeB, MOAYJIb PACIIO3HABAHUSA FOJ'IOC&) u T.II



[0060] CpenctBo cereBoro B3aumoneicTBusi (300) obecrieunBaer mepemadyy OaHHBIX
ycrpotictBoM (300) mocpencTsoM BHYTPEHHEH MIIN BHEIIHEH BBIYMCIUTEIBHON CETH, HAIIPUMeED,
Wnrtpaner, Unrepuer, JIBC u T.n. B kadectBe omHoro wim Oojee cpenctB (306) mosker
UCTIOJIB30BaThCs, HO He orpannuuBathes: Ethernet xapra, GSM monem, GPRS monem, LTE
mozeMm, SG Moxem, MonyJib ciyTHHKOBOH cBsizu, NFC monyns, Bluetooth n/unu BLE monyinb,
Wi-Fi monyas u ap.

[0061] JlOMOMHUTENTPHO MOTYT MPUMEHSITHCS Tak)Ke€ CPENCTBA CIIyTHUKOBOW HABUTallMU B

coctase ycrporictsa (300), nanpumep, GPS, 'TTOHACC, BeiDou, Galileo.

[0062] IIpencraBnenHbple MaTepuanbl 3asBKH PACKPBIBAIOT MPEANOYTUTENbHBIE MPUMEPHI
peanusaluy TEXHUYECKOTO PELIEHUs U HE JOJIKHBI TPAKTOBATHCS KAaK ONPaHMYMBAIOLINE HHBIE,
YaCTHBIE NPUMEPBI €ro BOIUIOIIECHUS, HE BBIXOAAIINE 32 MpeAeNbl UCIPAIINBAEMON MPAaBOBOU
OXpaHbl, KOTOpbIE SIBISIFOTCS OYEBHOHBIMU MJISI CIHELMAIMCTOB COOTBETCTBYIOINEH OONacTH

TEXHUKU.



1.

DPOPMYIJIA

Crioco® ¢opmHupoBaHUs CTATUYHOTO HAEHTU(UKATOPa MOOWJIBHBIX YCTPOMCTB TMOA

ynpasienueM 10S, comeprkaluil 3Tanbl, Ha KOTOPBIX C IMOMOINBIO MPOLIECCOPa MOOHIBHOIO

YCTPOMNCTBA:

2.

YCTaHABJIMBAIOT TUIATEKHOE MPHIIOKeHHE B onepaunoHHyo cuctemy (OC) MOOMIBHOTO

YCTPOMCTBA;

OCYIIECTBJISIFOT 3aMyCK IJIATEKHOTO MPUJIOKEHUSI M PETUCTPALIMIO TTOJIB30BATENS B HEM,
IPU 3TOM OCYIIECTBIIIIOT COOp MmapaMeTpoB MOOMIIBHOTO YCTPOMCTBA, BKJIOYANOIIUX B
cebsi: mapameTpsl mporieccopa, mapameTpbl OC, mapamMeTpbl MOAYJIS MAMSTH U TAPaMeTPhI

AKKyMYJIITOPHOM Oarapen,

OCYILECTBJISIFOT KOHKaTEHUPOBAHNE MOJNYUEHHBIX [1apaMETPOB;

(bOpMUPYIOT MAaCCUB OUT HA OCHOBE KOHKATEHAIIMH [TaPaMETPOB;

BBITIOJIHAKOT X3MHUPOBAHUE MOJIYYCHHOI'O MaCCUBa 6I/IT,

(GOpPMHPYIOT CTAaTHUHBIH HAEHTU(HUKATOP MOOUJIBHOTO YCTPOHCTBA HAa OCHOBAaHUU

BBITMTOJIHEHHOI'O X3HMIUPOBAaHUS,

3aITUCHIBAIOT IOJNYYEHHBIH CTATUYHBIH HAEHTH(UKATOP B 3aKPBITYIO OOJACTh MAMATH

MOOHUJIBHOT'O YCTPOMCTBA,

CBA3BIBAIOT HOqueHHblﬁ I/II[eHTI/I(I)I/IKaTOp C IUJIATCKHBIM TPUITOKCHUEM KOHKPETHOI'O

IMOJIB30BATEJIA,

NepearoT MOJYYeHHbIH HIEHTH()HUKATOP HA CEPBEP aBTOMATU3UPOBAHHONW CUCTEMBI (PpOJI-

mMoHutopusra (ACOM).

Cnocob 1o 1.1, XapakTepU3yOIUiics TeM, 4TO MapameTpsl MPOLECCOpa BKIFOYANOT IO

MEHBIIIEeH MEPE OAHO U3. HA3BAHUEC MPOLECCOPA, HOMHUHAJIbHAA 4aCTOTa MPOLECCoOpa, KOJIUICCTBO

dusnueckux saep, KOJINIECTBO JIOTHYECKUX sIAep, MPOLEHT YTHIN3ALHH POLEeCCOpa CHCTEMOH,

MPOLCHT YTUJIM3alHUU MMPOLECCOpA MOJb30BATCIICM, IPOUCHT YTUJINU3alIUU TPOLECCOPA B IPOCTOC.

3.

Cnocob mo m.1, xapakrepusyromuiics TeM, 4To napamerpsl OC BKIFOYAIOT MO MEHbILIEH

Mepe OAHO M3: NMPU3HAK 3aIyCKa, KOJ s3bIKA HAa YCTPONCTBE, KOA PETMOHA HA YCTPOWCTBE, KOA



TaM30HBl Ha YCTPOMCTBE, CEMEWCTBO YCTPOMCTB, IOJHOE HAa3BaHWE YCTPOMCTBA, BEPCUs
YCTPONMCTBA B CEMENUCTBE, KOAOBOE HA3BAHHUE ONEPALIMOHHOM CHUCTEMBI, BEPCHUs PEIN3a, BEpCUs

sAApa CUCTEMbI, ApXUTCKTYpPa IMPOUECCOpPa, KOJIUICCTBO IMPOUECCOB, KOJIMYECCTBO IMOTOKOB.

4. Crnocob 1o 1.1, XapakTepu3yIOIIUHACS TeM, YTO MapameTp MOAYJIS MaMTH BKIIOYAET IO

MeHbIel Mepe Gpusndeckuii pa3mep OnepaTuBHOI MamsITH YCTPOHCTBA.

5. Croco6 mo 1.1, XxapakTepU3YIOIIUNCS TeM, YTO MapaMeTpbl aKKyMYJSITOPHOH OaTapeu
BKJIFOHAIOT B Ce0sl IO MEHbILEH Mepe OHO 3. eMKOCTb OaTaper, MaKCUMaJIbHasi EeMKOCTh Oarapeu,

NPOEKTHAsI EMKOCTh OaTapen.

6. Crocob mo m.1, XapakTepu3yrIIUHACS TEM, YTO aJTOPUTM X3IIMPOBAHUS MPENCTABIISET
coboii anroputm SHA256.
7. Croco® BBIIBICHHS MOIIEHHUYECKUX TPAH3AKLHUH, OCYIIECTBISIEMbIX C ITOMOLIBIO

MOOUJIBHBIX YCTPOMCTB, MPHU 3TOM CIOCOO CONEPIKUT ITAlbl, HA KOTOPBIX:
¢ momoInesro ACOM:
(PUKCUPYIOT PETUCTPALIHIO IIATEKHOTO MPHIIOKEHUS HA MOOMJIBHOM YCTPOICTBE;

(GbOopMUPYIOT CTAaTHYHBIN UIEHTH(PHUKATOP MOOMIIBHOTO YCTPOHCTBA IO JIFOOOMY 13

nmn. 1-6;

CBsA3bIBAIOT HOHy‘IGHHbeI I/II[eHTI/I(bI/IKaTOp C PpEeruCTpaiuOHHbIMU JAaHHBIMU

NOJIb30BATES MJIATEKHOTO MPUIIOKEHMUS,
(UKCHPYIOT BBINOJIHEHUE TPAH3AKLUH [TOCPEACTBOM IUIATEKHOTO MPUIIOKEHHUS,

MOJIy4arOT HaHHBIE O COBEPIICHHU MOIIIEHHUYECKOH TPpaH3aKIUU IMMOCPEACTBOM

YIOOMAHYTOI'O TIATCKHOT'O IIPUITOKEHUA,

BHOCSAT B 4YEpHBIM CIHUCOK II0 MEHbIIEH Mepe TMOJYYEHHbI CTaTU4YHbIN

UACHTU(PHUKATOP MOOMIIBHOTO YCTPONCTBA;

OJIOKUPYIOT paboOTy TUIATEKHOTO TPHUJIOKEHUS Ha MOOWJIBHOM YCTPOWCTBE,

cofepKaleM UACHTU(UKATOP, BHECEHHBIH B YEPHBIH CITHUCOK.

8. Croco® mo m. 7, XapakTepHU3YIOIIMHACS TeM, YTO (PUKCHPYIOT PEKBHU3HTHI CUETOB, Ha

KOTOpBIC Obuta OCYIIECCTBJICHA MOIICHHUYCCKAsA TpaH3aKIHs.

9. Crocob mo m. 8, XapakTepHu3yIOIIUHCS TeM, YTO BBIMOJHIETCS BHECEHHE PEKBU3UTOB

CUETOB B YEPHBIH CITUCOK I MOCIEAYIOIUX OJIOKUPOBOK TPAH3aKIIUH.



10.  VYcrpoiictBo GpopMHPOBaHUS CTATHYHOIO MASHTU(PUKATOPA MOOMJIBHBIX YCTPOHCTB MOA
ynpasnenueM 10S, cogepakaliee Mo MEHbIIEH Mepe OAUH MPOLIECCOpP U MO MEHbIIEH Mepe OHy
NaMATh, XPAHSIIYIO0 MAIIMHOYUTAEMble HHCTPYKIMH, KOTOPbIE IPU UX UCTIOJHEHUH IPOLIECCOPOM

BBITIOJIHSIOT CIOCO0 1o obomMy u3 mi. 1-6.

11. Cucrema BBISBICHUS] MOIIEHHUYECKUX TPAaH3aKLUi, cofeprkaliias 1o MEeHbLIeH Mepe OJUH
IPOLECCOpP U MO MEHBbIIEH Mepe OAHY MaMsTbh, XPAHAIIYH MAlIMHOYUTAEMble WHCTPYKLUHU,

KOTOpBIE MPH UX UCTIOJIHEHHH MPOLIECCOPOM BBIMOIHSAIOT CIIOCO0 MO JIroOoMy 13 . 7-9.
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OTYET O IATEHTHOM ITOUCKE  (Homep espasuiickoit saspku:

(crarea 15(3) EATIK u npasuno 42 TlaTreHTHO# HHCTPYKLAH K

EAIIK) 202293426

A. KJIACCUOHUKALUA [TPEAMETA W30BPETEHI:
HO4W 12/00 (2021.01)
GOGF 21/44 (2013.01)
GOGF 17/00 (2019.01)

CornacHo MexayHapoaHo# nareHrHoi knaccupukaunu (MIIK)

b. OBJIACTD [TOUCKA:

[IpocMoTpeHHas nOKyMeHTauus (cucTeMa Kiaccudukauuu 1 unaekcsl MIIK)
HO04W 12, GO6F 21, HO4L 67

DnekTpoHHas 6a3a JaHHBIX, MCHOIB30BABIIAACA [IPH NTOHCKE (Ha3BaHHE Ga3bl W, €CITH, BO3MOXKHO, HCIOJIB3YEMbIE IOMCKOBEIE TEPMMHbI)
Espacenet, EATIATHC, Google Patents

B. JOKYMEHTBI, CYHUTAIOHNIMECA PEJIEBAHTHBIMHU

Kareropus* CchUIKH HA JOKYMEHTBI C YKa3aHHeM, TIe 5TO BO3MOXKHO, PEJIEBAHTHBIX YacTei OTHOCHTCS K NYHKTY Ne
Y CN112507291A (BEIJING SENSE SHUDUN TECHNOLOGY CO., LTD.) 16 mapra 2021, 1-11
hpopmyna
Y CN111601304A (SHANGHAI YIBANG PHARMACEUTICAL INFORMATION TECH- 1-11

INOLOGY CO., LTD) 28 asrycra 2020, ¢popmyna, ¢ur.1-6

A CN107908948 A (NANJING XINWANG INTERNETWORK TECHNOLOGY CO., LTD.) 13 1-11
anpens 2018, Becs JOKyMeHT

A US2018/083963A1 (INTERNATIONAL BUSINESS MACHINES CORPORATION) 22 mapra 1-11
2018, BeCh JOKyMEHT

D NOCACAYIOIHE JOKYMEHTBI YKa3aHbl B IPOAO/DKCHHH

«(T» - Gonee MO3AHUI JOKYMEHT, OIyGIIMKOBAHHEI IIOCIIE AAThl IPHOPHTETA U

NPHBEACHHEIN 113 IOHMMAaHUs H300peTeHus

«X» - NOKYMEHT, MMetolnii HanGonee G/IM3KOe OTHOLICHHE K MPEAMETY MOMCKa,
nopoyaiuit HOBU3HY HIH H300peTaTeNbCKUil YPOBEHD, B3ATHIA B OTAENLHO-
cTH

«Y» - IOKYMEHT, UMeIOImMit HanGosee GIIH3KOe OTHOIIEHHE K NPEAMETY MOUCKa,
nopoyamuii H306peTaTeNbCKHi YPOBEHb B COMETAHHH C IPYTHMH JI0KYMEH-
TaMH TOMH ke KaTeropuu

«&» - IOKYMEHT, SBJIMIOMUHACA TATCHTOM-aHAJIOTOM

«L» - JOKYMEHT, NPHBEACHHBIN B IPYTHX LENIX

* OcoOble KaTeropHu CCHUIOYHBIX AOKYMEHTOB:

<A» - TOKYMEHT, ONpeeNAomu o61HA YPOBEHb TEXHUKH

«D» - TOKyMEHT, IpMBEICHHbIN B eBpa3uiickoli 3a1Bke

«E» - 6o1ee paHHHIi JOKYMEHT, HO OIyGIHKOBAHHEIN HA ATy NOAAYH
eBpasuitckoll 3a4BKH HITH 1OCTIE Hee

[«O» - NOKYMEHT, OTHOCAIIUICS K YCTHOMY PacKpEITHIO, IKCIIOHHPO-
BAHUIO U T.A,

"P" - HOKyMEHT, OnyOTMKOBAaHHBIH 0 NATH IIOXAYH €BPA3HIiCKol
3aBKH, HO 110CJI€ JaThl HCMIPAMBAEMOro MpHopHuTeTa”

Jara nposenexus nareutHoro noucka: 09/06/2023
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