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CIIOCOB AYTEHTUH®HKAIIUU TUDJIODJIEIMIILIEEPA B OHJIAWH-
BUBJINOTEKE «'OBOPAILINX» KHUI'

O0nacTh TEXHUKHU, K KOTOPOU OTHOCUTCS W300peTeHne

3asBIeHHOE M300peTeHre OTHOCHUTCS K O0JacTH 3amuThl MHGOPMALMKU, B YAaCTHOCTH, K
KOHTPOJIO U VYIPABJICHUIO JOCTYIIOM YCTPOHCTB K HWH(POPMALMK, B YACTHOCTH, CIOCOOY
ayreHTU(UKaUU TU(IODIEIIeepa B OHIAHH-OUOTNOTEKE « TOBOPSIIIUX» KHUT JIJIsl HHBAJIHUIOB

IO 3PEHUIO, CJIETIBIX U CIAOOBUISIIMX.

TIpeniecTBVIONINN VPOBEHDb TEXHUKHU

Tudpnodnemmnneep mpencrasiasier coOOH  yCTPOWCTBO,  MPEeNHA3HAYEHHOE  JUIS
BOCIIPOM3BEICHHUST KTOBOPSILIMX» KHHT, TO €CTh KHUT, PelpOayLIUPOBAHHBIX B 3ByKOBOI1 (popmar,
NPUCTIOCOOCHHOE [Tl UCTIONB30BAHKS MHBATUIAMU 110 3PEHHIO, CJETbIMHU U CIa0OBHISIIUMH.
dopmar, omnpenesnieHre U PacpoOCTPaHEHHE KTOBOPSIIUX» KHUT B POCCHU periiaMeHTHPYIOTCS
I'OCT P 59224-2020 «lu¢poBas «roopsmas» KHATA IJIsI CIETNbIX U CIAOOBUISIINX.
Texanueckue TpeOOBAHUY.

C pasButmem HHTepHera cramu pacnpocTpaHeHbl TH(IO(ICIIIeepPhl, CIOCOOHbIE
BOCIIPOM3BOANTD «TOBOPSILIMEY» KHUTH HE TOJBKO C JIOKAJIbHBIX HOCUTENeH MHpopManuy, HO U
U3 OHJIAIH-OMOIMOTEK «roBOPSAIINXY» KHUT. [Ipu 3TOM 3asBIE€HHBIN COCO0 ayTeHTU(DHUKALUN U
ayreHTH(ukanu Tudaodaemnieepa B OHIANH-OUOIHOTEKEe «TOBOPSIIUX» KHUT HUCIIOJIB3YETCS
IUIsl OTpaHUYEHUs] JOCTyMa K OHJIAWH-OMOJIMOTEKE «TOBOPSILIMX» KHHUT M TMPEIOCTABJIEHUSI
JOCTYIA TOJBKO ISl ISTUTUMHBIX YCTPOHCTB/TIOJIB30BATENEH.

Takum oOpa3oM, BO3HUKIA MOTPEOHOCT Ui ayTeHTU(DHUKALUK  JIETUTUMHBIX
tudrodremuieepoB Ha CepBepe OHJANH-OMONMOTEKM W  MPEAOTBpAINEHUH JOCTYIa
HEJICTUTHUMHBIX YCTPOUCTB K HEMY.

W3 ypoBHsS TEXHHUKH W3BECTHBI CJIEAYIOI[HE CIOCOObI U CHCTEMbl ayTeHTU(HUKALUN
yCTpOIiCTBa Ha LIEJIEBOM CepBEpe, CXOKHUE C 3asBJICHHBIM H300pETEHHEM.

H3BecTen IMTPOTOKOJI CETEBOH AYTEHTU®UKALINHN KERBEROS
[https://web.mit.edu/kerberos/www/krb5-latest/doc/basic/ccache def html], cornacHo koTopomy
UCTIOJIB3YIOT MapHbIE KIFOYU KIFOUeH, KOTOPhIMH OOMEHHBAIOTCS MOJb30BaTeIb M CepBep IS
Oe3omacHoll ayreHTU(uUKannu W mUppoBaHUs AaHHBIX. COrJIaCHO M3BECTHOMY CHOCOOY
NOJIb30BaTe b, MBITAIOIIUICA MOJYYUTh JOCTYH K PEecypcy, OTMPABIsieT 3ampoc Ha cepBep

ayreHTu¢uKkanuy, 3anpamusas TukeT ayrenTudukannu (TGT), cepsep Bbnaun Kimroueit
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NPOBEPSIET JINYHOCTD MOJIB30BaTeENs, a 3aTteM co3naer TGT, comepskammii 3ammdpoBaHHbIe
JaHHblE, BKJIOYas BPEMEHHYIO MeTKy M Kitod ceaHca. Ilonb3osartens noaydaer TGT u
HCIIOJIb3YET €ro AJi 3alpoca HOBOTO TUKETa JJIsl AOCTyINAa K KOHKPETHOMY LIEJIEBOMY CEpPBeEpY,
KOTOPBIH Takke 3amn(poBaH ¢ UCTIONB30BAaHUEM KITFOUA CeaHca moJsib3osares. LleneBoii cepsep
NPOBEPSIET TUKET C HCIOJb30BAHHEM OOINEro CEKPEeTHOro KiIo4Ya € ayTeHTH(PHKALMOHHBIM
CEpBEpPOM U €CIM THUKET [EeHCTBUTENEH U KOPPEKTEH, CepBep IMPEeNOCTaBlseT JOCTYM
MOJIb30BATEJIIO.

IIpotokon Kerberos obnmamaer psooM mMpenMyIecTB, HO TaKKe HMEET HEIOCTATKH,
CHIDKAIOIINE O€30MacHOCTh AAHHOTO MPOTOKOJA, OCOOEHHO MO CPABHEHUIO C ACUMMETPHYHBIM
mugpposanuem. B Kerberos wncnonb3yroTcst cUMMeTpUYHBIE KIFOUM, YTO O3HAYaeT, 4TO
HeoOXouM OOMEH OOIIMM CEKPETHBIM KIIFOUOM. DTO MPEACTABISIET CEPbE3HYI0 MpolieMy, Tak
KaK KJIIOY JODKeH ObITh NepeJaH WM YCTAaHOBJEH Iepel HadaJioM OOMeHa IJaHHBIMH.
CnenoBarenbHO, 3TO CO37Aa€T MOTEHLUHUAJIBHO YSI3BUMbBbIE TOUKH, IA€ 3JOYMBIIIJIEHHUKA MOTYT
HepexXBaThIBATh MM CKOMIPOMETHPOBaTh Kitod. [Ipr 3TOM B M3BECTHOM criocoOe Kakaas mapa
CTOPOH JOJDKHA UMETh YHHKAJIbHBII CEKPETHBIN KIIF0Y Ui OOMEHA JNaHHBIMH, YTO CTAHOBUTCS
CIIOKHBIM M He3()(HEeKTHBHBIM NpU OOJIBIIOM YHCIIE IMOJb30BATENEeH MM YCTPOWCTB, TaK Kak
yIpaBJieHHe BCEMHU STUMH KIIFOUaMH CTAHOBUTCS TPYAO3aTPaTHbIM U HeynoOHbIM. Kpome Toro,
CEeKPETHBIH KJIIOY B M3BECTHOM CMOCOO€ MOJUKEH OBITh HM3BECTEH O0EMM CTOpPOHAM st
pacipoOBKM AAHHBIX, YTO CO3JAeT PHUCKH, CBsI3aHHbIE C YTEYKOM KIIOYEH Wi UX
KoMmnpomeTauuen. IIpu 5ToM, eciu CeKpeTHbIN K4 KOMIPOMETHPOBAH, TO BCE MPOLLIbIE U
Oyaymue  cooOmieHusi,  3amm@poBaHHBIE 3THUM  KJIHOUOM, TaKKe  MOTYT  OBITh
ckomrpomMeTupoBanbl. [TosTomy TpeOyercsi OOMEH HOBBIM CEKPETHBIM KJIFOUYOM, YTO MOXKET
OBITH CJIO)KHO B peajibHOM BpeMeHH. VM HakOHel, M3BECTHbIH CIOCO0 HE MPHCIOCOONEH IS
UCTIOJIb30BAHUS CTA0OBUISIIMUMHE M HE3PSYUMH JIFOJbMH, TOCKOJBKY MOJPa3yMeBaeT BBOJ
TEKCTOBBIX MapOJIe.

Taxxe m3sectasl CACTEMA U CITOCOB UL AYTEHTUOUKAITUM YCTPOMCTB
[EA201990708, 2017.09.08], paccmarpuBaeMble B KadyecTBe Hambosiee Onm3koro axamora. B
U3BECTHOH CHCTEME U CIOCO0e HMCIOJB3YIOTCS BPEMEHHBbIE WACHTU(UKATOPBI, T€HEPUPYEMbIe
KQXAbIM yCTPOMCTBOM C HCIOJB30BaHHEM JAWHAMMYECKUX U CTATHYECKUX COCTOSHUH.
Bpemennble naeHTH(UKATOPBl OOMEHUBAIOTCS U AYTEHTU(DULUPYIOTCS MEXKAY YCTPOHCTBAMH,
YTO MO3BOJIAET YCTaHABJIMBAThb JOBEPUTENIbHbIE B3aUMOOTHOLIEHHs. B HEKOTOpBIX chydasix
cepBep BBIAAYM KJIFOUEH MOJKET I€HepUpOBAaTh BPEMEHHBIH HOSHTU(UKATOP AJIs YCTPOWCTBA,
KOTOPBI 3aT€M OTIPABJISETCS WIM NPUHUMAETCS YCTPOMCTBOM. YCTPOMCTBA MOTIYT TaKXKe

YCTaHAaBJIMUBATh JOBCPUTCIIBHOC B3daMMOOTHOIICHHUE HAa OCHOBE PAHEC HCIIOJIb30OBAHHOI'O X3Ila
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JAHHBIX, CO3JAHHOIO, HAMpHUMEp, C MOMOIIBI0 aJlfOPpUTMAa C COXPAaHEHHBIM M COBMECTHO
HCIOJIb30BaHHBIM OIHOPA30BbIM MApOJIEM.

H3pectHass cucteMa u Cnocod HWMeeT HECKONBKO HENOCTaTkoB. Bo-mepsbix,
UCITIOJIb30BAHUE CTAaTHYECKUX IM(QPOBBIX CEPTH(PHUKATOB NPEACTABIAECT PUCK OE30MACHOCTH.
ITockonpKy 3TH cepTU(UKATBI OCTAIOTCS HEU3MEHHBIMH, OHU MOTYT OBITH CKOMIPOMETHPOB aHBI
3JIOYMBILIJIEGHHUKAMHU M HCIOJb30BaHbl [l HECAHKLMOHHMPOBAHHOIO JAOCTyna. Bo-BTOpEIX,
reHepauuss 1 OOMEH BpEMEHHBIMH HAeHTH(UKaTOpaMHu TpedyeT TOYHON peanusanuud u
HecoOmoaeHne 0e30MacHbIX METOJOB IeHEepallud U XPaHEHUS BPEMEHHBIX HIEHTU(HUKATOPOB
MOJKET MPHUBECTH K YA3BUMOCTSIM B cucteme. Kpome Toro, n3BecTHast CHCTEMa U CIIOCO0 CIIOMKHBI
IUIi  WCTIOJB30BaHUS CNAOOBUISILIMMH M HE3PSUUMHU  JIIOJbMH, IIOCKOJBKY TpPeOyIOT
B3aUMOJIEHCTBYSI ¢ U(PPOBBIMH YCTPONUCTBAMH U CJIOKHBIX TEXHUYECKUX MPOLIECCOB, YTO MOKET
co3zaTth Oapbepsl AN UX ydacTus. BakHO y4ecThb, UTO 3TH HEAOCTATKU HE TOJBKO MOBBIIIAIOT
puck 0€30MacHOCTH, HO TaK)K€ MOTYT 3aTPYAHUTH UCIIOJIB30BAHUE CUCTEMBI JUIS MOJIb30BaTENeH

Tudnoduemmieepos, TO €CTh CIA0OBUAAIINX U HE3PSUUX JIIOICH.

CymHocTh n300perenus

C y4eroM BBISBJICHHBIX B YpPOBHE TEXHHMKH HENOCTATKOB, HACTOsIee H300peTeHue
HANpaBJICHO HA peIleHHWe TEeXHHYECKOW 3a7ayH, 3aKIIYAOLIecs B CO3MaHUHM Croco0a
ayreHTudukanuu tudaodenimieepa B OHIANH-OUOIUOTEKE KTOBOPSIIIUX KHHUIY TOBBIIIEHHOH
0e30MacHOCTH, AOCTYITHOTO IS TOJIb30BaTes el TH(IO(IeIIeepoB, TO €CTh CITA00BUASIINUX U
HE3PAUYNX JIIOAEH.

IIpn pewmreHnM yKa3aHHOW TEXHUYECKOH 3amauu  00eCneunBaeTcss JOCTIDKEHUE
TEXHUYECKOTO  pe3yJbTaTa, BBIPAKAIOIIErOCs B  TOBBIIIEHUH O€30MacCHOCTH  crocoda

ayreHTuuKanuu Tudaodaenimieepa B OHIAiH-OUOIUOTEKE KTOBOPSIIIUX KHUTY.

VKa3aHHYI0 TEXHHYECKYK 3aqady pellaeT W YKAa3aHHbI TEXHUYECKHH pe3yJbTaT
obecrieunBaeT 3asiBICHHBIN crioco0 ayTeHTHUKauu TH(IO(IemIIIeepa B OHIalH-On0IHoTeKe
«TOBOPSIIIMX KHUTY», KOTOPBIH 3ameiicTByeT TH(IOdIEmIIeep, COnepKaluil yHUKAIbHBIN
uneHTudukarop ycrpoiicrea (MUY) m mpuBaTHBIA KIt04 mpousBoauTens THdIodemmieepon
(ITpKII), cepBep BBImAUM KIIOYEH, COXEpKAINMN MyOJWYHBIA KIFOY MPOU3BOIUTENS
tudpnodpaemmieepo (II6KII), m mo MeHbeil Mepe OAMH cepBep OHJIAHH-OMOMMOTEKH,
BBINOJTHEHHBIE C BO3MOJKHOCTBIO OOMEHAa IAaHHBIMH, COTJIACHO KOTOpoMy: Tu(odiemmieep

HampasjsieT Ha cepBep Bblgaun kmroderdn csod MY, B orBer Ha mnomyuenne MY
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tudnodremuieepa, ceppep OE30MACHOCTH TEeHEPUPYET Tapy U3 MPHBATHOTO KIKOYA
tupnodpnemmmieepa (IIpKT) wu  nybmuusoro  wmoua  tudaodpnemmueepa  (II6KT);
crenepupoBanHblii  [IpKT cepep mmdppyer ¢ mnomompro IIOKII w  Hampasmsier
tudnodremuieepy, a creHepuposanHbiii [IOKT HampanseT ykazaHHOMY IO MEHBIIEH Mepe
OHOMY cepBepy OHiaiiH-Onbnnorexkn Bmecte ¢ WY, tudnodnemmnneep pacmudppoBeiBaeT
HanpasyieHHblir emy [IpKT ¢ momometo IIpKII;, tudnodnemmieep nampasiser Y cepsepy
OHJIAMH-OMONMMoTekn B OTBeT Ha mnojydeHue or Tuduodnemmieepa MY, cepBep OHaiH-
ONOIMOTEeKN TeHEepUpPyeT BEPHBIN Mapoib s nojydeHHoro MY, mudpyer ero ¢ moMoIbio
II6KT wu Hanmpasnser tudnodneurmeepy, tudnodpuemeep pacmudpoBbBaeT MOTy4YESHHBIN
Napojib W HaIpaBJisieT cepBepy OHalH-OmOnmoreku WY BepHbI maposib, cepBep OHIIANH-
OuONMMOTEKN TPOBEPSiET  JOCTOBEPHOCTb MApOJI, €CJIU  YCTAaHOBJIEHO, 4YTO IapoJib
HEIOCTOBEPHBIH, cepBep OHJAH-OMONINOTEKH OBTOPHO reHEPUPYET BEPHBIN Maposib, mMudpyeT
¢ momompto [IOKT wu Hampasnser Ttudmoduemmieepy, €ciu yCTAHOBJIEHO, YTO MapoJib
IOCTOBEPHBIN, TO CepBep OHIANH-OMONMMOTEKH mpemocTaBisieT nocTyn THdIodemmieepy K
pecypcam OHJIalH-OMONMOTEKH M YCIEUIHO 3aBepiuaer ayreHTHdukanmo tuduoduenimieepa B
OHJaliH-OnonuoTeke.

B uactHOCTH, cepBep BpImaum Kitouell reHepupyer HoByio mapy kimoueit IIpKT u TTOKT
yepe3 MpeABapUTENIbHO 3aJaHHble IPOMEXKYTKU BpeMeHH U HanpasisieT HOBbIM [IpKT
tudnodrenimieepy B 3amuppoBaHHOM Bune, U HOBbIM [TOKT - cepBepy oHaliH-OMOIMOTEKH.

B gacTHOCTH, cepBep BbIauM Kitoueil renepupyet HOBYH0 napy kmoueit IIpKT u ITOKT B
otBeT Ha oOpamienue Tudnaoduemmieepa ¢ MY, no kotopomy yke Obljia BbIgaHa Mapa KIKOYeH 1
Hanpasisier HOBbIi [IpKT tudnopnemmneepy B 3amudpoBanHom Bune, u HOBbIA [IOKT -
cepBepy OHJIAH-OUOTUOTEKH.

B uactHOCTH, cepBep OHJIAHH-OMOMMOTEKH COXpAaHSET B MAMSTH X3LI-CYMMY BEPHOTO
napoJisi, HO He CaM MapoJib, U ONPENEIeT JOCTOBEPHOCTD MOJYYEHHOTO OT Tuduodenmieepa
NapoJisi CPABHEHHUEM €r0 X3II-CYMMBbI C COXPAHEHHOM X311I-CYMMOM.

B wactHOCTH, cepBep OHJAH-OMOMMOTEKH NOOABNSET K TEHEPUPYEMOMY MApPOIO COJIb B
Buzae Tekyuero Bpemenn, MUY tudnodnemmieepa wim npeaBapuTeNbHO 3a0aHHBIA (parMeHT
TI6KT.

Kpome ToOro, ykasaHHYH TEXHHYECKYIO 3a/1ady pelaeT M YKa3aHHbIH TEXHUYECKHH
pe3ynbTaT obecreunBaeT 3asBJICHHAS CUCTeMa ayTeHTU(UKau Tudodemnieepa B OHIANH-
OuONMoTEeKE «TOBOPSIIUX KHUTY», KOTOpas COACPKUT Tudiodnenmueep, CoaepKalluii
nNpuBaTHBIA Kirod mpousBoputens Tuduodnemmieepos (IIpKII), cepBep Bbmauu KIrOUeH,

comepKaimuil myOonmuaHbIi Kirou npoussoautens tTudnodnemmieepos (ITOKIT) u no mMeHbimei
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Mepe OIWH CepBep OHJIAHH-OMONMOTEKH, BBITIOJHEHHBIE C BO3MOJKHOCTHIO OOMEHA NaHHBIMH

APYT C APYrOM B CKOH(PHUIYPUPOBAHHBIE OCYLIECTBIISATh 3TAIbl BBIIEONHCAHHOTO CIIOCO0a.

Ilepeuens Guryp yepre:keil U UHLIX MATEPUAJIOB

Ha ¢ur. 1 nmnokazana Oiok-cxemMa 3asBIEHHOro crocoba ayTeHTU(HUKALUH
tudnodaenieepa B OHIARH-ONOIHOTEKE KTOBOPSIIIUX KHUTY.

Ha ¢ur. 2 cxemaTH4HO MOKa3aHa CHCTEMa JJIsl OCYIIECTBJICHHs 3asiBJICHHOTO Crocoda u
oOMeH nH(popMarueil MexIy ee KOMIOHEHTaMHU B MPUMEPE OCYIIECTBJICHUsS] C OJHON OHJIAaMH-
OuOMMOTEKOM.

Ha ¢urypax obo3nauensl: 1 — Tuduodnemmnieep; 2 — cepep BblAauu Kioueil;, 3 — cepsep

OHJIAIIH-OMOIHOTEKN.

CreneHusl, TOATBEPKAAIOIINE BO3MOXKHOCTh OCYIIECTBIEHMS I/I306DeTeHI/I$[

3asBIEHHOE W300peTeHne B TEPBOM CBOEM aCMeKTe OTHOCUTCA K  Crocoly
ayrenTH(ukanm Tudaodaenmmnieepa B OHIAHH-ONOIHOTEKE KTOBOPSIIINX» KHHT.

CornacHo 3asBiIeHHOMY crioco0y, ucnosbiyercst Tudaoduemmieep 1, KOTOPBIH COTEepPKUT
B TAMSITH YHUKaNbHbI uneHTudukarop ycrporictea (MY wmm DID or anmrn  Device
IDentification). Yka3auubiiit 1Y npucBauBaroT tudaoduemimieepy 1 Ha 3Tarne nNpousBOACTBA U
yCTAHABJIMBAOT ero B mnamsath Tudaopnemmmieepa. YkazanHelii WY npeanodTuTesbHO
npeacTasisier cobor nuppoOyKBEHHBIH KOJ, KOTOPBIA Jlajee HCIOJBb3YIOT B KaueCTBE JIOTMHA
NpU ayTeHTU(UKALIH B OHJIAIH-OHOIHOTEKe.

NV mnpucsBauBaeTcs yCTPONCTBY Ha 3Tame MPOU3BOACTBA M OCTAETCS HEU3MEHHBIM Ha
NPOTSDKEHUH BCETO  CpPOKa CIYKOBI YCTPOHCTBAa, YTO OOECHEeYMBAET YHHUKAJIBHOCTH U
HETIOA/IeIbHOCTh MIAEHTU(UKATOPA U CIY)KUT 3alUTe OT MOANENBHBIX YCTPOHCTB W
MaHHIYJSIIUH ¢ UACHTH(PUKAIMOHHON HHOPMALHEH.

IMockonpky Y yHUKaJIEH ISl K&KAOTO YCTPOMCTBA, 3TO 00eCneYnBaeT BHICOKUH YPOBEHb
ayTeHTU(UKAMM TNpH  ucCmojib3oBanuu WY B kadectBe JiormHa. Mcmonb3oBaHHE
npeaycraHoBiaeHHOro MY B kadecTBe JIOTHHA MPU ayTeHTU(UKALUH UMEET OCOOYIO BAXKHOCTh U
LIEHHOCTh JUISI CIETbIX U CIa0OBUISIIUX JIFONIEH, MOCKOJBKY M30aBIsieT UX OT HEOOXOIMMOCTH
BBOJUTb JIOTUH CAMOCTOSITENILHO U B3aUMOJAEHCTBOBATh C 3KPAHOM.

Tudnodnemmnneep 1 Takke COAEPKUT B MaAMATH NPUBATHBIA KIFOY IMPOU3BOAUTEINS
(ITpKII), wnu mpuBaTHBIA KiIro4 nepBod mapsl kimroued. Ykaszanuend [IpKII npenmouturensHo
YCTAHABJIMBAIOT BMECTE C MPOrPaMMHBIM odecrieuerneM Tuduodnemmiaeepa. Ykazanusii [IpKIT

npeacTaBisieT COOOM  3aKpBITBI  KpUNTOrpadUUecKUid  KIIKOY, KOTOPBIH HMEeTCcst Y
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npousBoauTens TH(IODIEIIIEEpOB W KOTOPBI NMPOU3BOAUTEND BKIKOYAET B MPOrPaMMHOE
obecrieuenne, ycranaBnuBaemMoe B Tuduodnemmieep 1. Ilpm 3ToM nyOauuHBIA KIFOU
npousBoautens (II6KII), nam nmyOnugHbIN KITFOY EPBOH Maphl KIIFOYEH, XPAaHUTCS Ha cepBepe 2
BbIJIAYU KJIFOYEH.

IIpenmymecrBa koHpHUrypaunu 6€30macHOCTH, B KoTOpoi THdmoduemmieep 1 cogepxkur
B mamsTH npuBaTHeI kirod npousBoxutens (IIpKII), a myOmuuHbIA KIIFOY TPOM3BOIUTEI
(TIOKII) xpaHutcs Ha cepBepe 2 BbLIAYM KIOUEH 3aKIIOYAIOTCS CIEAYIOINEeM. YKa3aHHas
KOH(pHUrypauus TO3BOJSIET MMIUIEMEHTHPOBATh IBYXSTAINHYI ayTEeHTU(UKAILUIO, B KOTOPOM
nepBbIM (aKTOPOM sIBJIAETCs TO, uTo TUdnodnemmieep 1 umeer (yaukanpHbii 1Y u IIpKII), a
BTOPBIM — TO, uTo TU(hnopaemmieep 1 «3Haer» (IIOKII, pa3memeHHslii Ha cepBepe 2 BblIAuU
KJIIOUell M mepefaBaeMblii UM Ha LeNeBOM cepBep 3 OHJAMH-OMOIMOTEKH), YTO CHJIBHO
NOBBIIAET 0E30MACHOCTh, MOCKOJIBKY 3JIOYMBILUIEHHUKY JUIS TOCTYIa K CepBepy HeOOXOIUMO
Oyner 31ath kak MmuauMyM WY, TTpKII u ITpKII, u3 xoropsix ITpKII u ITBKII He nepenatorcs B
ceru. Kpome Toro, myOnu4yHBIA KIIFOY Ha CepBEepe MOXKET ObITh 3aMEHEH WJIM OTO3BaH, YTO
IeJaeT CKOMIIPOMETHPOBAHHOE YCTPOHCTBO Oecrose3HbM 0e3 TOCTyNa K aKTyalbHbIM KIIF0Uam
Ha cepBepe. Kpome Toro, Hammume cepBepa 2 BbIAAYM KIIOYEH MO3BOJsieT Oojiee ruOKo
YIpPaBIsATh AOCTYIIOM K pecypcaM. AIMHHHUCTPATOpP CUCTEMBbI O€30MaCHOCTH MOJKET JIETKO
OTO3BATh WJIM U3MEHHUTH TOCTYI JUII KOHKPETHBIX YCTPOMCTB, HE 3aTparuBasi caMo MPOrpaMMHOE
ofecrieyeHne Ha yCTPOWMCTBAX MoJb3oBarened. Takum oOpazom, KOHPUTypauus ¢ XpaHEHHEM
NPUBATHOTO KJIFOYAa TPOU3BOAMTENI B YCTPOWCTBE W NyOJHMYHOTO KJIIOYa HAa CepBepe
OezomacHoCTH obecrieunBaeT OoJiee BBICOKHH YPOBEHb OE30MacHOCTH, TMOKOCTh YIPABICHUS
JOCTYIIOM H 3aILIUTy OT KOMIIPOMETALIUU YCTPOICTB, UTO JIENIAeT €€ MPHUBJIEKATEIbHBIM BEIOOPOM
s obecriedeHus: 0€30MacHOCTH TUGIOQIICIITIEEPOB U IPYTUX AHAJIOTMYHBIX YCTPOWCTB, a
Takxke obecrneunBaeT BO3MOXKHOCTh co3laHusi Mexny Tuduoduemmiaeepom 1 u cepsepom 2
BBIJIAYX KJTFOYEH MEePBOTr0 OJHOCTOPOHHETO 3alIUIEHHOr0 KaHalla epeiayn JaHHBIX OT CepBepa
2 BeImA4M Kirouel K Tuduoduemrieepy.

CornacHo 3asBiaeHHOMY criocoOy, Tudioduemmmieep 1 obpammaercs k cepBepy 2 BbIIadH
KJIFOYeH W HaIpasJisieT eMy cooOmienue, conepxkaimee MY tudnodremmieepa.

Hnsa xaxnoro MY Ha cepBepe 2 BblIayu KIIIOUEH XPAHUTCSA WJHM, MNPEANOYTUTENBHO,
reHepHUpyeTCs BTOpas mapa Kirouei - mapa u3 npusatHoro kioda tuduoduemmieepa (IIpKT) u
nyonmnuHoTo Kiroda tTudnodnemmneepa (ITOKT).

Vka3aHHass CHCTeMa 3alUThl C HCIIOJB30BAHUEM Tapbl KIIOUeH HW3BECTHA B YPOBHE
TEXHUKU KaK acCUMeTpu4Hoe mudposanue. B mape myOamuHBIA/IPUBATHBINA KITFOY Ty OITMIHBIN
KJIIFOY HCHOJIB3yeTcst Uil mudpoBaHus WHPOpPMALMK, B HYAaCTHOCTH, Kak Ooyee moapoOHO

PacKpBITO Jajiee, HA CTOPOHE cepBepa 2 BbITAYM KJIIOUEH W cepBepa 3 OHJAHH-OMOIHOTEKH, a
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NPUBATHBIA KU HCIOJNB3VIOTCA i1 paciminudpoBku  wHpOpMammy, 3amuppoBaHHOH C
MIOMOIIBI0 COOTBETCTBYIOIIETO MyOJUYHOTO KIIFOYA. JTH KIIFOYH MAaTEMAaTUYECKHU CBSI3aHBI, HO
BBIUMCJIEHUE MPUBATHOTO KIJIFOYA M3 MyOJIMYHOTO KIFOYA SIBJISIETCS BBIYMCIMTEIBHO CIIOXKHOU U
HEMPaKTUYHON 3aa4eil.

Hanee cepBep 2 BbIaYM KJIIOUEH HANpaBJIsIeT Ha BCE CepBepa OHJANH-OMONMHMOTEK
«TOBOPSIIINXY» KHUT, CIIUCOK aPeCOB KOTOPBIX XPAHUTCS B MAMSITH CepBepa 2 BBIAAYU KIIIOUEH,
cooOieHne Ui cepBepa OHJAWH-OuOmuorek, conepxamee MY Ttudnodnemmnneepa u
creHepupoBanHblii [IOKT. Bmecre ¢ 3TuMm, cepBep 2 BbliauM KIOYEH HampaBiseT Ha
tudpnodpnemmieep 1 coobumenme st Tudnodpnemrmieepa, comepxkammue B - cebe
crenepupoBanHblii [IpKT, 3amudpoBaHHbIi ¢ TOMOLIBIO XPAHSAIIETOCsS UM CT€HEPUPOBAHHOTO
Ha cepepe 2 Bbmauu kimroued IIOKII, To ects, ormpasnser IIOKT tudnodnemmneepy mo
yKa3aHHOMY II€PBOMY OJTHOCTOPOHHEMY 3alUIIEHHOMY KaHaJy Mepenadyu JaHHBIX.

Hanpasnenne Ha tudnodnemmneep 1 IIpKT wu nHanpaBneHne Ha cepBep OHJIANH-
oubmmorexn ITIOKT oOecreunBaer BO3MOMKHOCTb CO3JaHHs Mexay Tudioduemmieepom 1 u
KOKIBIM CEepBEpOM 3 OHJIAWH-OMONMOTEKHM BTOPOM OJHOCTOPOHHHWH 3allMINEHHBIN KaHA
nepefavyr JaHHBIX OT cepBepa 3 OHNaiH-OubInoTeku K Tudnodemmieepy 1.

ITocne monydenus: tudnoduemmieepoM OT cepBepa 2 BbIIAYM KIIOUYEH COOOIIEHHS A
tudaodpaemmieepa, tudaodpaemmieep 1 pacmudpoBBIBAET COIEPIKAINYIOCS B YKa3aHHOM
coobmenun 3ammdpoBannyro uHpopMmanuo o IIpKT ¢ ucnonp3oBaHHEM XpAHSIIETOCS Ha
tudnodpaemmieepe ITpKII, nocne vyero coxpansier B mamsitu [IpKT.

VYkazaHHast cucreMa O€30MaCHOCTH, MCTIOJB3YIOLIasl BE Mapbl aCHMMETPHUHBIX KIFOUEH
IUISL 3AI0UTHI MIEpeAavyy JaHHBIX U o0ecrnevYeHus: KOHQUACHIUATbHOCTH, B TOM YHUCJIE 3aIUThI
nepefayn caMux KJIFOueH, He M3BECTHA U3 YPOBHS TEXHUKU U MO3TOMY HET OOIIeNPU3HAHHOTO
TEPMHHA, OJHO3HAYHO XapakTepusyroliero ero. JlaHHbIH MeXaHU3M MOXeT ObITh Ha3BaH
CHUCTEMOH JBYXYPOBHEBOTO AaCHMMETPHYHOIO INMH(POBAHUS WJIM CHCTEMOH KacKaJHOTO
ACHMMETPUYHOTO IU(POBAHMS, YTO TMOAYEPKHUBAET HCIIOJB30BAHHUE JIBYX CJIOEB WM YPOBHEH
ACCUMETPUYHOTO IH(PPOBAHUSL, T OJUH CJIOH MPEAOCTABIISET AOCTYI KO BTOPOMY.

Hcnonp3oBanue IBYX map KIOYeH H00aBIsieT NOTIOJIHUTENbHBIA YPOBEHb OE€30MaCHOCTH
cucreme. IIpuBaTHBIA KIIFOY MEPBOH Mapbl UCHONB3YETCS AT paciiupOBKH COOOIIEHHUS OT
cepBepa 2 BBAAYM KIFOYEH, a MPHUBATHBIA KIFOY BTOPOH mapbl OyOeT HCIOJB30BATHCS IS
paciu(pOBKU NAaHHBIX, OTIPABIIIEMBbIX HAa CEpBEp 3 OHJAHH-OMONHOTEKHU. DTO O3HAUAET, YTO
Ja’ke eCJH 3JOYMBIIIJIEHHUK CMOJKET MOJIYYHTh JOCTYN K MPUBATHOMY KJIIOUY TMEPBOI Mmapbl Ha
tudodenieepe, OH BCe PaBHO HE CMOXKET pacu(poBaTh NaHHBbIC, MEpeaaBaeMble Ha

LIEJIEBOH cepBep, Oe3 MPUBATHOTO KIJIF0Ya BTOPOH Mapshl.
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Kpome Toro, ykasaHHas cuctema oOecmeunBaeT O€30MacHOE paclpenesieHue poJieit
YUaCTHHKOB criocoda ayreHTHuKaunu U tudiodnemrueep 1 u cepsep 3 OHNMANH-OMOIHOTEKH
MOTYT YCTAaHOBHTb OJIHOCTOPOHHEE 3AIMUIIEHHOE COeqUHEHNE Oe3 Tepeiayn MPHUBATHOTO KITF0Ya
B He3amn(pOBaHHOM BHIE, a TAK)KE IMO3BOJSIET U3MEHSTHh KIOYHM IU(PPOBAHUA U KaXIOH
CeCCHM WJIM TOJIb30BATENs, 4TO olecmeuynBaeT OoJiee BBICOKHH YpPOBEHb O€30MAaCHOCTH U
NPEAOTBPALIAET BO3MOXKHOCTD ITEPEXBATA AAHHBIX 3JI0YMBILIIIEHHIKAMH.

B opHOM onmmMoHaNBHBIM TIpUMeEpPE OCYINECTBJIEHMs 3asBIEHHOrO criocoba cepsep 2
BbIJIaUM KIIFOYEH CKOH(PHUIypHpOBaH reHepupoBath HOByio mapy kimoder IIpKT u TIOKT uepes
NpeABAPUTENPHO 3a/laHHbIE MPOMEKYTKH BPEMEHH U HampamiaTh Ha Tudioduemmieep 1 (B
3amu(poBaHHOM BUJE) U CEpBepa 3 OHJIANH-ONOIMOTEKH.

PerynapHoe oOHOBiEHHE mapbl KIOYEH MO3BOJSIET CKPBITh MATTEPHBI IMH(PYEMBIX
JAHHBIX U TPENOTBPAaTUTh HMX OOHapykeHHe. Ecnu 3J0yMBIIUIEHHUK CMOXET 3aXBaTUTh U
NPOAHANIN3UPOBATh TpPapHK, OH MOXKET 3aMETUTh MOBTOPSIOIIMECS KIIOYH M TONbBITAThCS
UCMOJIB30BATh 3TO JUId aHamu3a ysa3BUMOcTed. JluHamuueckoe OOHOBJIEHHE CO31aeT
JIOTIOJIHUTENIbHYIO HEOTNPENENeHHOCTh U JAeNlaeT Takoil aHanmu3 cinoxsHee. Kpome Toro,
ofecrieunBaeTCss COKpAIeHHE BPEMEHH OKCIO3MLMH, TO ecTh, aaxe eciau I[IpKT Obin
CKOMITPOMETHPOBAaH, AWHAMUYECKOE OOHOBJIEHHE KIIOYeH OTrpaHHYMBAET BpPEMs, B TEUCHHUE
KOTOPOIrO 3JIOYMBIIIJIEHHUK MOXET HCIOJb30BaThb 3TOT KUY M HalpuMmep, CO31aTh
HEJIMTUTUMHYIO ~ Komuioo  Tudiodnemmieepa. [IoCKONbKY KIHOYM OOHOBISIOTCS — Yepes
OTIpEeNIeICHHbIE BPEMEHHbIE WHTEPBAJbI, AK€ B ClIydae KOMIPOMETALUH, 3JIOYMBIILIEHHHK
MOJKET MMETh JOCTYI TOJIbKO K JaHHBIM, 3alTU(POBAHHBIM C UCIOJB30BAHUEM YCTAPEBIIETO
KJIIOYa, YTO B LEJIOM TMOBBIMAET CJIOKHOCTh M PECypCcO3aTPaTHOCTb AaTaK, MOCKOJBKY IS
YCIENIHON aTaKy 3JIOYMBILIUIEHHHKY HEOOXOAMMO HE TOJIbKO CKOMIIPOMETHPOBATH TEKYIIYIO
napy kmouedd [IpKT+IIOKT, HO u cienuTh 3a peryJsipHbIMA OOHOBJICHUSIMH U aJalITHPOBATH
CBOM aTaKH K HOBBIM TapaM KJIFOYaM.

B npyrom omnumoHaJ BHOM MpUMeEpe OCYINECTBJICHMs 3asBJICHHOrO crmocoba cepsep 2
BbIIAUM KJIFO4YeH CKOH(UrypupoBaH renepuposaTh HOByro mapy kimroued IIpKT u ITIOKT B
cilydae BbISIBJICHUS] NepBUYHOrO oOpamenus tuduodnemmieepa | ¢ MY, mo xoropomy yxke
Obula BhImaHa mapa Kiroued. JlaHHOE COOBITHE MOXET CBHIETENbCTBOBATH O IOTBITKE
ayTeHTU(UKALNY HEJETUTUMHON KomiH Tudodrenimieepa.

Tudnodnemmneep 1 ycraHaBIMBaeT COENUHEHHE C CEPBEPOM 3 OHJIANH-OMONUOTEKU U
nepenaer cooOIeHue i cepBepa 3 OHJIaH-OnbnoTeky, coaepxkamee cBoit 1Y u BpeMeHHbIH
napoJjib, MPeAyCTaHOBIeHHBIH B TH(IOdIemuieepe. JJaHHBINA Mapojb HE SBJISETCS BEPHBIM H
NpeAHa3HaYeH JUIb Ui MHQOPMHUPOBAHMS OHJIAHH-OMONMMoTekn 00 OTCYTCTBUM BEPHOTO

napoJisi Ha Tudoduenimeepe.
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B oTBer Ha yCTaHOBJIEHHE TEPBOrO COCAMHEHMs, CepBep 3 OHJIAHH-OMONMoOTeKH,
TeHEePHUPYET BEPHBII Naposib sl mojydeHHOro MY 1 coXpaHseT B MaMsATH €ro X3II-CyMMY, TPU
3TOM caM mapoyib noctymna tuduoduemmuieepa 1 k OHIAWH-OMONMMOTEKE HE COXPAHSETCS B
NaMSITH cepBepa 3 OHNANH-ONOIHOTEKH.

Jis mony4yeHHst X3II-CYMMBbI HCHOJB3YIOT M3BECTHBIH W3 YPOBHS TEXHHKH AJTOPHTM
xamupoBanus: MDS, SHA-256, SHA-3, BCrypt, Argon2 unu Scrypt.

JIis reHepupOBaHMS TAPOJsl CEPBEPOM 3 OHJIAWH-OMOIMOTEKH MOKET HCIOJB30BATHCS
reHEepPUPOBaHNE CIyYalHOM MOCIE0BATEIbHOCTH CHMBOJIOB MTPEBAPUTENBHO 3aJAHHOMN JUIMHBL

OnnuonanpHO, cepBep 3  OHJANWH-OMONMOTEKHM CKOHPUrypHpoBaH 1O0aBIATH K
TeHepUPYEeMOMYy MapoJito coiib (salt), TO eCTb Ciay4ailHOW YHUKaJbHOW CTPOKH, MEpeN ero
X3UIMpOBaHWEeM. B kadecTBe CONM  MOXET UCHOJb30BaThCA —Tekyllee Bpems, WY
tudnoduemmieepa 1 uam npensaputenbHO 3amaHHbli pparment ITOKT, Hampumep, nepsbie
msth cuMBoioB TIOKT, uto obecneynBaeT NOMOJHUTENBHBIN CJIOH 0€30MacHOCTH, MOCKOJBKY
3JIOYMBILUIEHHUKAaM NOTpeOyeTcsi NOMOJHUTENIbHOE BPEMs U YCHIIHS JUIsl aTaky KaXKJOro X3Ia
wny 3Hanue [T6KT.

Hcnonp3oBanue conm obecrnednBaeT NOBbIIIEHHEe OE30MaCHOCTH 33 CUET YCHIICHHS TapoJIs,
B YaCTHOCTH, COJIb JAENAaeT KaXJbli X3II YHHKAJbHBIM Ui 3aJlaHHOTO BPEMEHH WM AJIs
3agaHHoro tuduodnemmieepa 1 ¢ yHukanpHbIM MY, naske ecnu Ast HUX TeHEPUPYETCs] ONUH U
TOT K€ TapOJib, TO €CTh, X3IIHU MapOJiel He MOBTOPSIIOTCA B 0a3e NaHHBIX, YTO AEJAeT aTakH IO
cioBapro MeHee 3()(HEKTUBHBIMH, TIPU 3TOM YBEIMYHBAETCS CIIOKHOCTb BBIYMCIICHUS TAPOJIs U
TIOBBIIIAET O€30MACHOCTD B CIIy4ae YTEUKH JAHHBIX.

ITpu 3TOM cepBep 3 OHIANH-ONOIUOTEKN CKOH(PUIYPUPOBAH XPAHUTh B TIAMSTH HE MapoJib
noctyna Ttudnodneumuieepa 1, a X3M-CyMMy YKa3aHHOTO MapoJisi, KOTOPYK OH
CKOH(HMIYpHPOBaH CPaBHHUBATH C X3II-CYMMOH MapoJisi, MOJy4eHHOro oT Tudiodienmieepa 1
IUISL OTIpeNeNIeHuUs] OATMHHOCTH KoMOuHatmu MY u maposst. OnuuoHaneHO, cepBep 3 OHJAlH-
OubnMoTekn CKOHPUTYPHPOBAH XPAHHUTD B MaMATH 3amnudpoBaHHbii ¢ momobo [I0KT maposs.

XpaHeHre TapoJisi Ha cepBepe 3 OHNANH-OMOIMOTEKH B BUIE €ro X3II-CYMMBI, a HE B
SIBHOM BHJI€ CIIOCOOCTBYET IMOBBIIIEHHIO 0€30MAaCHOCTH NAapOJisl M MPENOTBPAIIEHHIO UX YTEUKH B
cJlyyae KOMIIPOMETAINU cepBepa 3 OHNAH-OnOnnoTekn nian ee 0asbl JaHHBIX. B yacTHOCTH, 3TO
ofecrieuynBaeT 3aIUTa OT KOMIIPOMETALINH, TOCKOJIbKY B CIIy4ae MOJYYEHUs JOCTYIA K CEPBEPY
3JIOYMBILUIEHHUKH YBUIAT TOJBKO HEYHTAEMYIO CTPOKY (X3II), KOTOPYHO CJOXKHO WU
NPAaKTUYeCKH HEBO3MOXKHO TNpeoOpazoBaTh OOpaTHO B HCXOAHBIM mapoib. Kpome Toro,
obecredynBaeT 3alquTa Mapojiell OT JOCTyNa MepcoHaia, 0OCyKUBAKOIIEro cepBep 3 OHJIAlH-

OUONMMOTEKH, YTO YMEHBIIAET PUCK HENOOPOCOBECTHOTO MCIIOJIb30BAHMS MIIH YTEUKH MapOJIeH.
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B ortBer Ha monyueHue cepBepoM 3 OHIaNH-OMOmmorekn oT Tudnodnemmieepa 1
cooOuieHnss A cepBepa 3  OHJIANH-OMONMOTEKH, TOCHEOHWHA NPOBEPSIET MOIMHHOCTD
NoJIy4eHHON komOuHaimu MY U maposis, moCpencTBOM CPaBHEHHs X3II-CYMMBI TOJYYEHHOTO
NapoJis ¢ XpaHsIUIENHCs B MAMSITH X3LI-CYMMO.

Ecnu cepep 3 oOHNANH-OMOIMOTEKH YCTAHABIMBAET, YTO IOJYyYEHHBIH MApOJib He
SIBJISIETCS.  IOCTOBEPHBIM, CepBep 3 OHJIAHH-OMONMOTeKH Bo3Bpammaer Ttuduodemmieepy
coobmenue mnsi Tuduodnemmuieepa 1 ¢ uHGOpMaIMEed O BEPHOM IMapoJie COOTBETCTBYIOIIETO
NY, 3amudposannoe ¢ ucnospzoanuem [16KT.

IMMu¢posanne mapoist obecreuynBaeT NOMOJHUTENbHBIM Oapbep A ayTeHTH(UKALUU, U
3JIOYMBILIIEHHUKH, UMEIOIINE TOCTYII K CEpBEPY MM 0a3e JaHHBIX, HE MOTYT MPOYUTATh NApOJIb
HANpsIMYIO, Jak€ €CJIM OHHU CKOMIIPOMETHPOBAIM XPAHWIMIIE Iapojiel; CHIDKEHUE pHCKa
nepexsara mnapoJis; 00eCHeuMBAaeT IOMOJIHUTENbHYI ayTeHTH()UKALNIO KIHEHTA, MOCKOJBKY
tpebyet s pacmudposku [IpKT, yctanoBneHHoro Ha TudiodIenimieepe, KOTOPbIii MOT ObITH
NOJIy4deH WM TOJBKO B Clydae IPEIBAPUTENLHOTO YCIIEIIHOIO YCTAHOBJIEHUs IIE€PBOTO
OJIHOCTOPOHHETO 3alUIIEHHOr0 KaHajla Iepeadn JaHHBIX C CEpPBEPOM 2 BbIIAUU KIFOUEH.

Hanpasnenune napons knueHTy (Tudiodremruieepy) OT LeneBoro cepsepa (cepsep 3
OHJIAMH-OMONMMOTEKM), AOCTYN K KOTOPOMY 3ampalliMBaeTCs KIHEHTOM, SIBJISIETCS KpaiiHe
HEOYEBHUIHbIM PELICHHEM B OOJIACTH ayTeHTU(HUKALIMK YCTPOUCTB U HE MCTIOJb3YeTCsl B 001aCcTH
3amuThl  MHPOpPMALMKU H3-32 CBOEH  Od4eBMAHOW  HeOe3omacHOCTU. JIeHCTBUTENBHO,
3JIOYMBILIEHHUK CPABHUTEJIBHO MPOCTO MOXKET BBIIATh Ce0sl 3a JISTHTUMHOTO TOJIb30BATENS U
MOJIYYUTh OT LIEJIEBOTO cepBepa TpeOyeMblil mapoJib sl TOCTyNa K HEMY, MOSTOMY IaHHBIH
croco0 He MCIOJB3YeTCs B M3BECTHBIX M3 YPOBHS TEXHUKU cUCTeMax OezomacHocTH. OIHAKO,
yKa3aHHBIA HEIOCTATOK HU3KOH 0€30MacHOCTH MOJHOCTBIO YCTPAHEH B OMHCBIBAEMOM Criocode
3a CUET HCMOJb30BAHUS BBIIIEONMUCAHHOW KACKaJHOW CHCTEMbl ayTeHTH(UKALWHU, B KOTOPOH
TOJIBKO JIETUTUMHBIN Tudnodnemmieep, obnanarommii ITpKIT u I[IpKT, cooTBeTcTBYIOIIM €ro
yHHKambHOMY MY, MOkeT pacumdpoBaTh maposib OT cepBepa 3 oHaiH-onommorekn. C yueTom
YCTPAHEHUS] BBILIEYKA3aHHOTO HENOCTaTKa, OTMpPaBKa IMAapoJisi KIHEHTY LEJNIEeBBIM CEPBEPOM
obecrieunBaeT CIEAYOIINE MPEUMYIIEeCTBA

Bo-nepBbIx, oTpaBka cepBepoM 3 OHJIANHH-OHONIMOTEKH Maposist N30aBISET MOJIBb30BATENS
OT HEeOOXOAMMOCTH BBOJA M 3allOMUHAHUS Mapojii U U30aBIsSET €ro OT HEeOOXOIMMOCTH
B3aUMOJIEHCTBHSI C 3KPAaHOM U rpadudeckuM UHTEpPercom, 9To0 0COOEHHO MPEAOUTHTEIbHbIE
IUISL UCTIONIB3YIOUTNX TH(IIO(Ieieepbl HHBAJIHIOB 110 3PEHHUIO, CIETBIX U ciadoBunamux. Bo-
BTOPBIX, OTIIPABKa CEPBEPOM 3 OHJIANH-OMONMOTEKN MaposIs MOBBIIAET 0€30MaCHOCTb MapoIs 32
CUET BO3MOXKHOCTh T€HEPHPOBAHUSI CHIIBHBIX CIIOJKHBIX MApPOJIEH, HAPUMEp, C UCTIOJIb30BAHNEM

COJIM, a TaKXE€ peain30BaTb AUHAMHWYECCKOC HU3MCHCHHE TMapoJid UYEPE3 MNPCABAPUTEIIBHO
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3aJaHHbIE MPOMEKYTKH BPEMEHHM WMJIM B OTBET HAa HACTYIUICHHE OMPENEeNeHHbIX COOBITHIA, KaK
OoJe moapoOHO PACKPBITO Aasiee.

B orBer Ha mnonydenwe TudaodremmieepoM CcooOIIeHuss OT cepBepa 3 OHJIANH-
oubmuorexn s tupnopnemmuieepa 1, mocnenHui pacmH@POBBIBAET CONEPIKAIMYIOCS B
cool0mennn 3amu(ppoBaHHYI0 HHGOPMALMIO O BEpHOM maposie ¢ ucrnoib3oBannem [IpKT wu
3aMEHseT BpPEMEHHBIN NapoJib B CBOEH NaMATH HAa BEPHBIN NapOJib.

Tudnodnemmneep 1 ycraHaBIMBaeT MOBTOPHOE COENUHEHHE C CEPBEPOM 3 OHJIANH-
OnOIMOTEeKN U MepenaeT B Hero COOOLIeHHe ISl cepBepa 3 OHJIAWH-OMOIHMOTeKH, comeprkaiiee
ceoit UY u BepHbIii maposb, coxpaHeHHbIH B Tudnodieummeepe. B orBer Ha monyueHue
cepsepoM 3 oHalH-OnOaHoTeKN OT TH(IOdIemUIeepa 1 coolmenus st cepBepa 3 OHJIANH-
OuONMOTEKH, MOCNEAHUN NPOBEPsieT MOAJUHHOCTb MOJNy4yeHHOH koMOmHaumu MY u maposs.
Ecnu cepsep 3 oHnaliH-OMOMMOTEKN yCTAHABJIMBAET, YTO MOJYYEHHBIH MapoOjb COOTBETCTBYET
BEpHOMYy Taposito misi ganHoro UV, cepep 3 oHNANH-OMOMMOTEKH MPENOCTABISET OOCTYIT
tudnoduemmieepy K  pecypcaM 3 OHJNAHH-OMONMOTEKM M YCHELUIHO  3aBeplIaeT
ayrentudukanuo tudnodiemrueepa | B onnaiH-OubOnuoreke. Ecnu xe cepep 3 OHMaiiH-
OMOMMOTEKN YCTAHABIMBAET HEAOCTOBEPHOCTb IMOJIy4eHHOro coueranuss MY wu mapons, oH
TeHEepUPYET HOBBIM MapOJIb.

JlocTyn KO BCeM pecypcaMm OHJAiH-OMONMMOTekn ¢ momoupio Tudnodremmieepa 1
NPENOCTABIIAETCS HCKJIIOYUTENFHO 3apErnCTPUPOBAHHBIM YUTATENSIM 3TOW OubmuoTeku. [lis
3TOro moJjb3oBaTeNb TUhIODIemmeepa 1 OOKEH NPOWUTH MPOLEAYPY PEruCTpalud B
oubmuoreke ¢ ykazanuem MY cBoero Tudnodnemmueepa 1. KouTtposp gocrtyma
tudnodnemmieepos mo MY k OHIANH-OMONMOTEKAM OCYIIECTBIISIETCS COTPYIHHMKAMH 3THX
OubnmoTex.

Takum 00pa3oMm, COMIACHO MPEMJIOKEHHOMY CIOCOOy ayTeHTU(UKALMH, TOJBKO
JIETUTUMHBIN TU(odemmieep, oOJanarmmi Kak MPUBATHBIM KiIto4oM npomnsBoautens [1pKIl,
TaKk U npuBaTHbIM Kio4doM THDIodmemmieepa [IpKT moxker moayuuts u pacurdpoBaTh
BEPHBII NapOJIb.

Cepsep 3 onnaitH-OMONMMOTEKH CKOH(PHUIYPHPOBAH MEPUOTUUECKH OOHOBIISITH MAPOJIb JJIS
onpeneneHHoro MY ¢ onpeneneHHON NEPUOANYHOCTBIO, HAPUMEP, KaKIble S 4acoB, TO €CTh
NEepUOAMYECKH TeHEPUPOBATh HOBBIM BEPHBIH Mapojib, YTO MPUBOAUT K BbIIBICHHUIO
HEIOCTOBEPHOCTH MPEKHErO MapoJisi U OTIPABKE HOBOTO BEPHOTO MapoJisi Tudodemmieepy ¢
onpeneneHHbM LY.

JluHamudeckass ~ CMEHa  Mapoyis  CHOCOOCTBYeT — yBEIMYEHHID  O€30MacHOCTH
ayTeHTH(UKALMKM, B YAaCTHOCTH, YMEHbIIAET BpeMsi JEHCTBUS YKPAaACHHBIX MapOJiel, U eCiH

3JIOYMBILUIEHHUKY CTAHET JOCTYIIEH YKpaaeT maposib Tudodenieepa, ITMHAMHIYECKas: CMEHa



12
MapoJIsi OTPAHUYUBAET ero 3(P(EeKTHUBHOCTh BO BPEMEHH, 3aIIHIIAET MapoJib MO0 BPEMEHH OT aTak

MeToioM nepedopa mapodeit (6pyrdopc).

3asBleHHOE M300peTeHre BO BTOPOM CBOEM AaCIeKT€ OTHOCHUTCS K CHCTEMeE
ayrentupukauuu  tuduodnemmieepa B OHJAHH-OMONMOTEKE  «TOBOPSIINX»  KHHT,
NpeaHa3HaYeHHOH U OCYIECTBJIEHUS BBIIIEOITMCAHHOTO CIIOCco0a.

Kak mnoxkazano Ha ¢ur.2, cucrema ayreHTupukanuu Tuduodremnieepa B OHJIANH-
OubnuoTtexe, NpeAHAa3HA4YeHHAs Ul OCYLIECTBJIEHHUS BBIIIEONHMCAHHOIO CrOCco0a, BKIFOYAET
tudnodpnemmieep 1, comepkamuii NPUBATHBIN KIIOY MPOU3BOAUTENS TH(IO(IEIIeepOB
(ITpKII), cepsep 2 BbmaYM KIIOUEH, COAEpKAIIMNA NyONUYHBIA KIFOY MPOU3BOIUTENS
tudnoduemmieepo (IIOKII) u mo meHslieldd Mepe OOWH cepBep 3 OHJIANH-OMOMMOTEKH,
BBITOJHEHHBIE ¢ BO3MOJKHOCTBIO OOMEHAa JaHHBIMHU JPYr C OPYrOM, HampuMep, MOCPEICTBOM
rinobanbHOM cetn MHTEpHeT.

Tudnomnemmniaeep — 3TO YCTPOWCTBO, MNpEeJHA3HAYEHHOE JJsI BOCIPOM3BEINCHUS
AyAUOKHUT M Jpyrux ayaunoaiyios, coenuaspbHO paspabOTaHHOE Ul HCIOJB30BAHUS
cnaboBUIAIIUMHE U He3psuuMmH JroapMu. Ilo ykasanHOW mnpuumHe Tuduodemmieepsl He
OCHAIL[eHbI SKPaHAMHU 1 KJIABHATypPaMH, IPUCIIOCOOIEHHBIMH IJIs1 BBOAA JIOTHHA U TIAPOJISL.

B ykazanHo# cucteme Tudnodnemmieep 1, cepBep 2 BblIa4yM KtOUe U cepBep 3 OHJIAMH-
OubNMMoTeKH CKOH(PUIYPUPOBAHBI C BO3MOMKHOCTBIO OCYIIECTBJIEHHUS] TANOB BIIIEONUCAHHOTO

criocoda.



D®OPMYVYJIA H30BPETEHUA

1. Crocob ayrentudpukaumu tuduodreniuieepa B OHIAWH-OMOIUOTEKE «TOBOPSIIUX
KHUIY, KOTOPBIH 33[1efICTBYET BBIMOJIHEHHBIE C BO3MOYKHOCTBIO OOMEHA JAHHBIMU JIPYT C IPYTOM
tudnodnemmieep, conepKaumi YHUKaIbHbIH naeHTudukarop ycrporicrsa (MY) u npuBaTHbIit
kirou npousBonutens Tuduodnemmieepos (IIpKII), cepep Bbhimauu KJrOueH, comepsKaiqui
nyOMyHbI K04 npousBoautes Tudodnemnmieepo (IIOKII), u mo MeHbineit mepe omuH
cepBep OHJIANH-OUONMOTEKH, U COTIIACHO KOTOPOMY

- Tudodenimieep HapaBIseT HA CepBep BblAauu Kiouei ceor MY

- B oTBeT Ha nojy4yenue UMY tudnodremmieepa, ceppep 0€30MaCHOCTH T€HEPUPYET MaAPY
u3 npusatHoro kmova tudnoduemmieepa (IIpKT) u nmybGnuysaoro ximoua Tudnodrenmieepa
(TIGKT);

- crenepupoBanHblii [IpKT cepsep mudpyer ¢ mnomombto IIOKII u Hampasnser
tudnodpnemmneepy, a creaepuposanHbiii [I0KT nHampasnser ykazaHHOMy MO MeHbIIEH Mmepe
OITHOMY CepBepy OHJaiH-OnOmmorexkn BMecte ¢ 1Y Tudnodnemmieepa;

- Tudnodnemmueep pacmudposeiBaeT HarpasaeHHbIH eMmy [IpKT ¢ momomero TTpKIT;

- Tudnodremmueep Hanpasisier Y cepsepy oHnaitH-OnbInoTexn

- B OTBeT Ha mnonydeHue ot Tudnodnemmnneepa MY, cepsep oHnaliH-OMONMMOTEKH
TeHepUpPyeT BEPHBIM Mapoib mis mnojydeHHoro MY, mudpyer ero ¢ momompro TIOKT wu
HanpasiisieT Tudodemieepy,

- tuduodremmieep pacmnuppoBbIBACT MONy4YeHHbIH maponb ¢ nomompio IIpKT wu
HAIpaBJIsIieT ero CepBepy OHJIaiH-OuONMuoTeku co ceoum MY

- cepBep OHJIAHH-OMOINOTEKH POBEPSIET JOCTOBEPHOCTD MAPOJIS,

- €CJIM YCTAHOBJIEHO, YTO MapOJib HEJOCTOBEPHBIN, CEPBEP OHJIAMH-OUOIHOTEKH TTOBTOPHO
TeHEepHUpPYeT BepHbIH maposb, mudpyer ¢ nomoinsto [I6KT u Hanpasnser Tudgnodnemmieepy;

- €CNM YCTAaHOBJIEHO, YTO TMAapojb IOCTOBEpPHBIH, TO CepBep OHJAIH-OUOIHOTeKH
npenocTaBisieT AocTyn Tudiodremmieepy K pecypcaM OHJIAMH-OUOJMOTEKH U YCIEIIHO

3aBepaeT ayTeHTUuKauo Tudaodremmieepa B OHIalH-OnOIHOTEKE.

2. Cnocob mo m.1, B KOTOPOM CepBep BbIIAYM KIHOYEH MeHepUpPYeT HOBYIO Mapy KIIFOYEH
ITpKT u II6KT uepe3 npeaBapuTeNbHO 3aaHHbIE TPOMEKYTKH BPEMEHHU U HAIPABISIET HOBBIN
I[IpKT Ttudnodpnemmneepy B 3ammpposanHom Buzpe, U HOBbIA IIOKT - cepsepy onnaiin-

OuOJIUOTEKMU.
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3. Cnocob mo m.1, B KOTOPOM CepBep BbIIAYU KIIFOYEH T'eHepHpyeT HOBYIO Mapy KIFOUeH
IIpKT u TI6KT B orBer Ha obpamenne tudmodremuieepa ¢ MY, mo koropomy yke Obuia
BbIlaHa napa kimouded u HanpasisieT HOBbI [IpKT tudnodnermneepy B 3ammnpposanHoM BUzeE,

a ool [IOKT - cepBepy oHaliH-OMONNOTEKHU.

4. Crnocob mo m.1, B KOTOpOM cepBep OHIAWH-OMONMOTEKH COXPAHSET B MAMSITH X3II-
CYyMMy BEpPHOTO Tapojisi, HO HE CaM MapoJib, U OMPENeNseT JOCTOBEPHOCTh MOJYYEHHOTO OT

tudroduemmieepa naposi, CPaBHUBAS €r0 X3II-CYMMY ¢ COXPaHEHHOH X3II-CYyMMOH.

5. Cnocob mo 1.1, B KOTOpOM cepBep OHJIANH-OUOIMOTEKH 100aBIsIET K TeHEPHPYEMOMY
HapoJII0 CONb B BHAE Tekymero Bpemenu, MY tudrodnemmieepa uiam mnpenBapUTENbHO

3ananHbIi pparment [T6KT.

6. Cucrema ayreHtupukauuu Ttuduodemnieepa B OHIANH-ONOIHMOTEKE «TOBOPSIINX
KHUT», KOTOpasi cofep kT Tudaodiemruieep, CoaepKaluuil IPUBATHBIN KIIIOY MPOU3BOIUTENS
tudnodremmieepo (IIpKII), cepBep BbImauM KJFOYEH, cOmep:KAIMUN MyOJUYHBIN KITFOY
npousomurenss Tudodnemmieepos (IIOKII) u nmo meHblnel mepe OOUH cepBep OHJIANH-
OMONMMOTEeKH, BBHINOJHEHHBIE C BO3MOXKHOCTBIO OOMEHa JaHHBIMH JpYyr C JpPYrOM W

CKOH(UTYypUPOBaHHBIE OCYLIECTBISATH TAMbI criocoda mo m.1.

7. Cuctema mo 1.6, B KOTOPOH CepBep BbLAAYM KJIIOUYEH KOHPHUIYpUPOBaH T€HEPUPOBATH
HoByto napy kiroueit [IpKT u IIOKT wepes npensaputeabHO 3aJaHHBIE TPOMEXKYTKH BPEMEHU U
Hanpasisier HoBblii [IpKT tudnodnemmneepy B 3ammpposanHom Buzae, a Hobiii [IOKT -

cepBepy OHJIAWH-OMOIMOTEKH.

8. Cucrema o 1.6, B KOTOPOW CepBEp BbIAAYM KIIHOUYEH KOHQHUIYPHUPOBAH T€HEPUPOBATH
HoByro mapy kmoueil [IpKT u II6KT B orBer Ha obpamenue tudiodneumrmeepa ¢ MUY, mo
KOTOpOMY y»Ke Oblila BbIaHa Tapa Kiover, u HampasisaTe HOBbIH [IpKT tudnodnemmieepy B

3amugpoBaHHOM BHE, U HOBbIH [TIOKT - cepepy oHnaiH-OubIoTEKH.

9. Cucrema nmo 1.6, B KOTOPOI cepBep OHNIANH-ONOINOTEKN KOHPUTYPHPOBAH COXPAHSATH
B MAMATH X3LI-CYMMY BEPHOTO MapoJis, HO HE CaM MapoJib, U ONPEAENSTh TOCTOBEPHOCTH
NOJy4eHHOro OT Tudnoduemmieepa mapoyis MOCPEACTBOM CPAaBHEHMS €ro X3II-CYMMBI C

COXPAHEHHOM X31I-CYMMOMU.
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10. Cucrema mo 1.6, B KOTOPOH cepBep OHJAWH-OMONMOTEKH KOH(PHUTYPHPOBaH

2

n00aByATh K TEHEPUPYEMOMY MAPOJIO COJIb B BUAE Tekyluero Bpemenn, MUY tudnodremmnneepa

WJIN TIPEABAPUTENBHO 3a1aHHbIl Ppparment [10KT.



( HAYANO )

I

Twcbnodprewnneep nepegaeT ¢8O K1Y Ha ceppep Bbigaqn
KNioven asTopraalum

!

Cepsep BbIZaYW KNoyeld apTopaaauny nonyvaet My
THcbnodnawnneepa 1 B oTeeT raHepupyeT napy ua MpKT v NEKT

CepBep BblAauy Kniayelt aBTouzaLuu HanpaensaeT Tucnodnellnneepy
MpKT, aalwmcpoBanHbif ¢ nomoLeio MEKM

Cepsep BuIAA4M KNIOYeR 2BTON3ALMY HANPABNAET CepBepy
oHnaiH-Gnbnvotekn Y 1 NBKT

l

Tudnodnewnneep pacwmdgposbieaeT MpKT ¢ nomowbro MpKIT v

coxpanseT MpKT B namaTK

I

Tuchnodpnetnieep HaNpaenseT Ha cepsep oHNaik-BuBNvoTekn
Y 1 NApOoITb U3 GBOBK NAMSATA

CepBep oHNanH-6MENMOTEKW reHepyUpyeT BEPHbIW Naponb Ang
nony4erHoro UY

onyyeHHbIA Y n3secTeH cepBepy
CHNaitH - BubnuoTekn?

!

Cepeep oHMaAH-BUBNMOTEKM ONPSRENSST ROCTOBEPHOCTL
NoONYYeHHOTO NAPoNs

Mapone 1 1Y noctoBepHel?

Cepaep oHNaiH-61bnroTeky Bo3BpatlaeT Thdnodneiunneepy BepHLIR
naporib, 3alMgpPeRaHHBIA ¢ NoMoLULI MEKN

Cepeep oHnanH-6uBnuoTekn npeaccTaenaeT Tudnonelunneepy A0CTYN
K pecypcam OHNaiH-BudNroTekn 1 BpeMeHHO ayTeHTudULUMPpYET ero

|

L [Tucenodhnelinneep pacilindpoBLIBAET BEPHLIA Naponb G NomMolikR MpKT

N MEHSET VMEKLLIMACH Naponk Ha BePHbIA

!

Cepgep oHnaiH-BuBnUoTeKY reHepupyeT HOBBIA BepHbIi napons
4epes ONPeaeneHHsIA NPOMEXYTOK BPEMEHU M OGHOBIAET X3W-CYMMY
B CBOEW naMmatu

®wur. 1
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