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croco0y M CHCTEME YCTPAHEHHUs YSI3BHMOCTEH B INPOTPaMMHOM KOAE C IOMOIIBIO aIrOPUTMOB MAIIMHHOTO
o0yuenus. TEXHHUECKUM PEe3yNbTaToOM, JOCTHTAIOMUMCS MIPU PELICHUH JAHHOH MPOONeMsl, SIBISETCS TOBBILICHHE
0€30MMacHOCTH MPOTPaMMHOTO O00ECIedeHns] 3a CYeT YCTPAaHEHHS YA3BUMOCTEHl B TPOrpaMMHOM KOJE.
YKka3aHHbINA TEXHHUECKUI pe3ynbTaT JOCTUTAETCs Oaroapst OCyIeCTBISHHIO KOMITBIOTEPHO-PEaIn3yeMoro cnocoba
YCTpaHEHHs yA3BUMOCTEH B IPOIPAMMHOM KOJI€, BBIIIOIHAEMBII C IIOMOILBIO 110 MEHBLIEH Mepe OJHOIO NpoLeccopa
U COJIEp)KallMi 3Tambl, Ha KOTOPBIX MOTY4YalOT IaHHbIE 00 yA3BUMOCTSX B INPOTPaMMHOM KOJE; MOTydaroT
Ha OCHOBE NPEIBIAYLIEro STana JaHHblE, COAEpXallue, II0 MEHblLICH Mepe, OJOK MCXOAHOTO KOJa W THII
OOHapy»XEHHOH YSI3BHMOCTH; NPeoOpa3yloT HCXOIHBIA KO, COAEPXKAIIMi YI3BUMOCTh B JIePeBO aOCTPAKTHOIO
cuHrakcuca (AST), B KOTOpOM BHYTPEHHHUE BEPILUHBI COIIOCTABIICHBI C OIIEPATOPaMH sI3bIKa IPOrPaMMUPOBAHUS, a
JIMCThS C COOTBETCTBYIOIMMH OlepanaamMu; GOpMHUPYIOT IyTh 00xoxa BepinH B AST; GopMuUpyIoT ynopsiioueHHy10
HOCJIEZ0BATENbHOCTb, KOTOpask NPEJICTaBIACT COOOH THIIBI KaXIOro IEMEHTa IIyTH; OCYLIECTBIIOT 00paboTKy
YIOPSIIOUSHHON MOCIIEI0BATeIbHOCTH C HMOMOIIBI0 KOAMPYIOIIEH MOJeNH MaIlMHHOTO O0y4eHHs, 0OydeHHOH Ha
YIOPSIIOUSHHBIX IOCIEOBATEIBHOCTIX NaHHBIX 00 YA3BHUMOCTSX, B XOJ€ KOTOPOW IIONy4YaloT IpeJCTaBiCHHE
YIOPSIIOYSHHOM IIOCIIEIOBATEIbHOCTH B BU/IE MAaTPHLBI CKPBITBIX COCTOSHHM; OCYILECTBISIIOT 00pabOTKy MaTpHII
CKPBITHIX IIOCIIEJOBATEIBHOCTEH C TOMOIIBIO FeHePaTHBHOM MOJIENN MAIIMHHOTO 00y4eHNs1, 00yueHHOH Ha MaTpHLax
CKPBITBIX COCTOSTHHII IOCJIEIOBATENFHOCTEH IS YS3BHMOCTEH, IOcieqoBaTelIbHOCTeH 0Oe3 ysI3BHMOCTEH M HX
UCXOJHBIX KOZaX, B XOJE KOTOPOH MOIy4arOT HOBYIO YNOPSAOUYCHHYIO IOCIE0BATEILHOCTh, COOTBETCTBYIOIIYIO
HCXOAHOMY IIPOTrpaMMHOMY KOJy IIO BEIITOJHSEMBIM (DYHKIUSM, HO C YCTPaHEHHOH B HEM ysSI3BUMOCTBIO; EPEBOASAT
MOTyYeHHYIO Ha IIPEBIIYIIEM dTale YIIOPsIOYCHHYIO ITOCIeJ0BaTEILHOCTD B OJIOK MCXOXHOTO KOZIa, SKBHBAJICHTHBIH
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MIIK: GO6F 17/00
CITOCOB 1 CHCTEMA YCTPAHEHUS YA3BUMOCTEH B IPOI'PAMMHOM
KOJE.

OBLJIACTh TEXHHKU

{0001] 3aBICHHOE TEXHHYECKOE PeIIEHHE B OBIIEM OTHOCHTCS K OBIACTH BBITHCIHTENBHON
TEXRHUKH, @ B 9aCTHOCTH K aBTOMATH3HPOBAHHOMY CHOCOGY M CHCTEME YCTPaHEeH S YA3BHMOCTEil

B [IpOIPaMMHOM KOZE ¢ HOMOIIEIO aJIFOPHTMOB MALIHHHOLO o0ydeHus.
YPOBEHBb TEXHUKH

[0002] C passuTHEM HHDOPMALMOHHEIX TEXHOTOTHiT IT-pemenys («Information technolo oy»
- HH(OPMALUOHHbIE TEXHOMOTHU) CTANH OKA3BIBATH CYECTBEHHOE BIMAHME HA BCE cepsl M
OTPaciM JXKH3HEAEATENPHOCTH. B Hacrosmiee Bpems PAIHYHEIE KOMIIAHMM H OpPraHH3alHK

aKTHBHO BHEAPAIOT M MCIIONB3YIOT B CBOEH CTpykrype IT-pemicHns.

[0003] PaspaGoTka nmporpammuoro obecreyenus AUIsL KpYIHBIX (PHHAHCOBBLIX OpraHH3aLuii
(Hanpumep, GankoR) Beerza TPYROSMKHE M KPOMOTIHBE Tpyx. Kpome TOrO, IIPH paspaborre
TPOTPAMMHOT0  IPOAYKTa HEOOXOTMMO YHECTh BCE PHCKH ROSHHKHOBEHUS YA3BHMOCTEH B
TIpOrpaMMHOM Koxe. [t DaHHEIX [IPOBEpOK NPHBICKAIOTCH SKCHEpTH 110 kubepbesonacuocTy,
KOTOPBIE BPYIHYIO NPOBEPSIOT HAIMYHE YA3BHMOCTEH B TIPOTPaMMHOM KOJIE B pazpabaTiBaeMoM
TIPOLYKTE, HUIO MHOIOKPATHO YBEIHYMBACT BpeMs NPOBEPKH, a TakKe He HCKIoYaeT

MEI0BEUECKOTO (akTopa.

[0004]) W3 yporrs Texumxu mseecren marenr US 8631384B2 “Creating a test progression
plan”, narentoo6nanarens: IBM, onyGnuxosano: 01.12.2011. B HaHHOM DEIEHUH ONUCHIBAESTCS
ABTOMATH3HPOBAHHEIH MPOLECC COCTABNEHNA [LIAHOR TECTHPOBAHHS NPOIPAMMHBIX IIPOTYKTOB.
Mspectroe pewenne ofecreunsaer aBTOMATHYECKOE CO3JAHHE IUIAHA BBINONHEHHS TecTa
[[POrpaMMHOro 0GeCHe e s yTeM BBIYHCEHHS AT K@XIOH CAMHYLEI ICPHONA TECTHPOBAHES
X YCUJTHI IO BHINONHEHHIO TECTOBBIX GIIOKOB ATTx u yemnmit no 3aBEPIICHMIO BEINOIHEHHS
TeCTOBOTO 6110ka CCx. B BEMMCIEHUH BROIATCS TPH NIEPEMEHHBIE, XapaKTePU3YICIHE CTPATETHIO
TECTHPOBaHHA: SQYEKTHBHOCTS, KOTOpas IPEACTABIACT HPPEKTHBHOCTS TPYIIILE: TECTHPOBAHHS,
KO3(Q(PHIHERT WIOTHOCTH 1e()eKTOB U 3HAYeHME ko3 QuIHeHTa IpoBepKH. Buibupas crpareruio
TECTHPOBAHUS, MEHCIDKED TECTOB OIIPCHENAET 3HAYCHMUS TPEX NEPEMEHHBIX, KOTOPHIE BIIMAIOT Ha
IUTaH pasBUTHs. Bo Bpems BeImonsenus Tecta KyMyTATHBHAS KPHBas «(IONBITKA» 3Hauenuit ATTx
H KYMYIATHBHAA KPHBAs «3aBepIIcHHe» 3uauenuil CCX MO3BONSIOT MEHE/DKEPY TeCTHPOBAHHA

CPaBHMTL Y€ MNpPEANPHHATEIE YCHIMA C OKMIAEMBIMH YCUAMAMH, NPeNTPUHATHIME IS
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HCTIBITATENRHEBIX 6J10KOB, KOTOpEBIE OnInH NPCOIPURHATEL W NS HCITEITATETBIHELIX CIAHHHLI, KOTOPEBIEC

GBUTH 3aKORYEHDI, TO €CTh, KOTIa HebexThl, Hall ICHHBIE B KOZE, BHUIH HCIIPABIIEHEL.

[0005] Henocrarkom n3sectusIx pemenuii & nagHoi 00MaCTH TEXHUKH ABIAETCS OTCYTCTBHE

BOSMOMHOCTH 2BTOMATH3HPOBAHHOrO YCTPAHEHHS YSI3BHMOCTEH B IpOrpaMMHOM KoJe.
PACKPBITHUE N3OBPETEHHS

[0006] B sasBaensoM TexnudeckoM pemennn TIPEAIaraeTcsi HOBBIH NOIXO0J K YCTPaHCHHIO
YASBUMOCTEH B IIPOrpaMMHOM KOAe. B IaHHOM pelueHum HCIIO/IB3YETCA ArOPHTM MATIHHHOTO
00y4eHns, KOTOPBIH 103BOMAET aBTOMATH3HPOBATEL MPOLECC NPOBEPKH IIPOTPAMMHOTO KOAA H

SHAUHTEIIBHO YCKOPUTH NPOLECC YCTPAHEHHS YSI3BUMOCTeEH B IPOrPAMMHOM KOJE.

[0007] Taxum ofpasom, pemaercs TexHmMueckas mpobieMa  aBTOMATH3HPOBAHHOTO

YCTPAHCHUS YA3ZBUMOCTEH B TpOrpaMMHOM KOJe.

[0008] Texuuuecknm pesynmpTatonm, HOCTUTAIOMMMCH [PH PEIICHMH JaHHOM IpobIeMsl,
ABIUICTCA.  TOBBINEHAE OE30MACHOCTH TPOTPAMMHONO OGECHEUCHUS 3a Cuer YCTpaHEHHHA

YA3BHMOCTEH B IIPOTPAMMHOM KOJIE.

[0009] YKazaHHBIH TeXxHHueCKuit PE3y/IbTaT NOCTHraeTes ONaroiaps OCYINEeCTBIEHHIO
ROMIIBIOTCPHO-DEAM3YEMOT0  CIIOc06a  yCTpAHEHHsS YA3BHUMOCTEH B OpOTPaMMHOM  KOJIE,
BBINONHAECMEIH ¢ IOMOIIBIO, IO MEHBIISH MEpE OIHOrO IPONECcCOpa M COAEPKAUIMH HTANEI, Ha

KOTOPBIX:
~ TOIYHAIOT JaHHbIE 06 yZ3BUMOCTAX B NIPOTPAMMHOM KOJE;

— [OJIy4YaloT Ha OCHOBE NpeasIYIIEro 3Tana AaHHBIC, COAEPIKALTHE IT0 MEHBIIE MCpe b0k

MCXOIHOTO KOZIA M THIT OGHAPYKEHHOM yA3BHMOCTH;

— NpeoGpasyrT HCXomHEIE Kof, COICPKAMH  YA3BHMOCTE B JCPEBO abcTpakTHOro
cunraxcuca (AST), B koTopom BHYTPEHHME BCPIUHHEI COIOCTABJICHE C OTEpaTOpaMHu

#3bIKa [IPOTPAMMHAPOBAHHS, A JIACTBS ¢ COOTBETCTBYIOIUMH OTEpaHIaMH;
~  (opmupyror nyTs 06xoma BepwnH B AST;

~  (OpMHPYIOT yHopsi0ueH Y0 TOCNIEIOBATENEHOCTE, KOTOPAs TIPEJACTARIACT COBOMH THIIEI

KaXxOOro 3/IEMEHTa [yTH;

~ OCYWECTBISIOT 06pafoTKy YIOPSNOYEHHON IOCIENOBATENEHOCTH ¢ HOMOIIBIO
KOAMPYIOWIEH MOZNENM MAlHHHOrO o6ydeHus, o0y4eHHON HA YIOPALOYEHHBIX

NOCNENOBATENBHOCTAX JAHHEIX 00 YA3BHMOCTAX, B XoHe KOTOpOﬁ MONYy9ar0T
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S AN

npeacTaBIeHue YIOPANOYEHHOH IOCNEOOBATEABHOCTH B BHIOC MATPHIIBI CKPBITBIX

COCTOAHHUIL,

~ OCYMECTBIAT 06paboTKy MATpHI(EI CKPBITBIX  TTOCITENOBATENBHOCTEH C HOMOMIBIO
TEeHEPaTHBHOH MONENH MAIIHHHOIO o6yueHnd, obyueHHOH Ha MaTpUUAX CKPBITBIX
COCTOSHHH  IIOC/IEeqORATENBHOCTEI] AN yA3BHMOCTEH, TIOCTENOBATENLHOCTEH 6e3
YA3BUMOCTEH U MX HCXOJHBIX KOJAX, B XOZ€ KOTOPO MOTYJAIOT HOBYIO YIOPSTOIEHHYKO
TIOCIE/IOBATENEHOCTD,  COOTBETCTBYIOMIYO HCXOOHOMY MOPOTPAMMHOMY KOAY IO

BBUIOIHACMEIM DYHKIHAM, HO C YCTPAHEHHOH B Hem YAZBUMOCTBIO;

~ TICPEBOJUIT NIOMYICHHYIO Ha TIPEABIAYIIEM JTarle YTIOPAAOUCHHYIO ITOCNEA0BATEILHOCTE B
OIOK MCXOHOrO KOMNA, SKBMBATEHTHEI o byHKIHOHALY H3HAYAIBHOMY GIOKY

HCXOAHOTO Koga.

[0010] B ozmoM wu3 wacTmex BaDMAHTOB peanu3allly  criocoba YIOPAIOIEHHAST
TI0CIeN0BATENIEHOCTS, KOTOPAs NPEACTABIICT coBOH THIE! K&KIO0TO dNEeMEHTA IYTH, SBITeTcs

MHOTOMEPHOH H NPeRCTaBIIeT coBol rpag.

[0011] B apyrom wactroM Bapuante peanusauny criocoba mpeobpasyioT UexomHbIH KOZ,
COIEPIKAIMH YA3BUMOCTS B Ipad) MOTOKa ynpaeneuns (CFG — control flow graph), B xoTopom
BHYTPEHHHE BEPUIMHE! COMOCTABICHLI C OUEpATOPAMHU A3BIKA IIPOrPAMMHPOBAHHS, a JHCTHI C

COOTBETCTB}’I-DH_IPIMI’I Ole€paHgamMu.

[6012] B apyrom gacraOM BAPHAHTE pealll3alluy CIIocoba IPeodpasyioT HCXOAHBIE KOp,
COZEPXAMHA YI3BUMOCTE B rpad 3aBHCHMOCTEH yupaenenus (CDG - Control Dependence
Graphs), B koropom BHYTPEHHHC BEPIIMHBI COMOCTABACHLI OIepaTOpaMH  A3bIKa

HpOI'paMMHpOBaHPIH, a JIUCTRA ¢ COOTBETCTBYIONIHMU OII€pangaMHu.

[0013] B apyrom wactHoM BapuanTe peanusauuu criocoba npeobpasyror HCXOIHBIH Kop,
COepKalnit VA3BEMOCTS B Tpat) 3aBHCHMOCTH HaHHBIX (DDG - Data Dependence Graph), B
KOTOpOM BHYTPEHHHE BEPIIHHbB! COTOCTARTEHE! ¢ OTiepaTopamu A3bIKa [POrPAMMHPOBAHHS, a

JIUCTRSA C COOTBETCTBYIOLIHMH OIlepaHgaMHu.

[0014] B 1pyrom wactHOM BapuauTe peanusaluu criocoba IPeoOpasyoT HeXOMHEIH KO,
COIEpKANMH YI3BHMOCTE B rpa@ 3aBHCHMOCTH nporpamMmsl (PDG - Program Dependence
graphs), B xoTopom BHYTPCHHHE BepIUMHBI CONOCTABJIEHBI ¢ ONEPATOPAMH  SI3BIKA

TPOTPAMMHPOBAHHA, & JIHCTES ¢ COOTBETCTRYIOLTHME OIEpaHIaMH.

[0015] B npyrom wactHom mapmante peallusaimu crocoba mpeobpasyroT UCXOmHBLH Ko,

COACPKAMH YA3BAMOCTE B Ipad CBOHACTE Kkona (CPG - Code Property Graphs), B koTopom
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BHYTPEHHHE BEPIIUHbLI COTIOCTABJIEHBI C OomepaTopamMu A3BIKA HpOFpaMMIprOBaHI/IH, a JHCThA C

COOTBETCTRBYIOLHMH onepamjgamMy. *

[0016] Kpowme Toro, sasenenusii Texmmueckuit PE3YIBTAT MOCTHTACTCS 34 CYET CHCTEMEI

YCTPaHCHUS yI3BUMOCTEH B IIPOTPAMMHOM KO, CONEpIKAlIeis:
— 110 MeHbIIEil Mepe OH Itporeccop;

— TI0O MEeHbBINeH MCpE 0OHYy HaMATh, COEHHHCHHYPO C NIpoUecCopoM, KOTOpas COOEPKUT
MAalIUHOYHTAEMEIC HHCTPYKITHH, KOTOPBIE IPH MX BBITONHEHHUH 110 MEHBIICH MEpe OOHHM

HpOHeCCOpOM OGECHQ‘IHBaIOT BBITIOJIREHHE 3agBJIICHHOTO Cl‘IOCOﬁa.
KPATKOE OIIMCAHUE YEPTEXKELT

[0017] @ur. | mmrocTpupyer OIOK-CXeMy 3asIBITEHHOrO crocoGa.

[0018] dur. 2 mmmoctpupyer npuMep oBINEro BHAA BEIMHCIUTENLHOI CHCTEMBI, KOTOpas

00ECTICIMBACT peANH3AIIHIO 3a5BICHHOO PeIueHus.
OCYHIECTBJIEHWE H30BPETEHNS

[0001] Huxe 6ynyr onmcamst monsig u TEPMHHEL, HEOOXOMUMBIE I TOHAMAHKS JAHHOIO

TEXHHUYIESCKOT0 PEIICHHS.

[0002] Mogens B MamuaHOM obyqenun (MO) — COBOKYTIHOCTH METONOB MCKYCCTBEHHOTO
HHTCILICKTa, XapaKTEPHOH 4epToil KOTOPhIX SBIAETCS He HPAMOE peleHne 3afa49n, a o6yueHie B

TIponecce IpHMeHeHus PEUIEHMEt MHOXKECTRA CXOIHBIX 3a7ad.

{0003] YA3BUMOCTE B NporpaMMHOM obecriedenuy — HCOCTATOK B CHCTEME, MCIONB3Ys
KOTODBEIH, MOXKHO HAMEPEHHO HAPYIMTH ¢& UEIOCTHOCTE ¥ BBI3BATH HELPABHILHYIO paboty.
YA3BUMOCTE  MOMeT GBITH PESYILTATOM  OIMOOK  TIPOrpaMMHpOBAHKS, HEAOCTATKOB,
AOMYIMEHHEIX [IPH NPOEKTHPOBAHHH CHCTEMBI, HEHALEHKHEIX HaponeH, BHpPYCOB M Jpyrux
BPENOHOCHBIX [IPOTPaMM, CKPHIITOBEIX I SQL-vubexumii.  YsssumocTi MOryT OBITH

HEOKCIUTYaTHPYEMBIMH H HKCIUTYATHDYEMEIMI.

[0004] OxermolT — KOMIBIOTEpHAS MPOTpamMMa, (parMeHT OPOTPAMMHOTO KOJA HIIK
TOCIEIOBATCALHOCTE KOMAHA, HMCHIONb3YIONHE YSI3BHMOCTH B OPOrpaMMHOM OGECIIEYeHUR H

OpHMEHACMBIC IS IIPOBCACHAA aTAKHU Ha BLI‘IHCJIHTEJ'IBHYIO CHCTEMY.

[0005] OKCIuTyaTHpyeMas yA3BUMOCTL — YASBUMOCTE B NMPOIPaMMHOM oGecHedeH  , s

KOTOPOH MoskeT GBITh cO3/aH U TIPHMEHEH IKCTUIONT.




[0006] AST -~ alcTpakTHOE CHHTAKCHUECKOe Jepeo. KoHeunoe momeuennoe
OPHUEHTHPOBAHHOC AEPEBO, B KOTOPOM BHYTPCHHHE BEPIIHHBI COMOCTABICHE ¢ oIepaTopamMu

A3BIKA [POTPAMMHUPOBAHHS, & JIHCTES C COOTBETCTRYIOLIAMK ONepaHIaMH.
[0007] F-1 mepa nipencrarnger co6oi COBMECTHYI OHEHKY TOYHOCTH ¥ IOJIHOTEL

[0008] ROC-xpuBas ~ rpadpuueckas XAPAKTEPUCTHKA Ka4eCTBa GHHAPHOTO KITaccubuKkaTopa,
OTpaXAWas 3aBUCHMOCTh JOMH HCTHHHO-IIONOKHTENBHEX KIaCCHOHKAIMHA OT DONH NOMKHO-

TIONOXHMTENBHBIX KIacCH(QUKAIMi IPU BAPhHPOBAHUK NIOpOTa PeMIaroero NpaBHIIa.

[0009] Marpuna omm6ox — 5To crioco6 pasOuTe KIIacCHGHUUPYEMblE 0OHEKTH! Ha YETEIpe

KaTeropuH B 3aBHCHMOCTH OT KOMﬁﬁHaHHH PEANBHOIO Kiacca i OTBETA ICH&CCH@)HK&TO])&.

[0010] Konnekroper — mporpammssie KOMIIOHEHTHI, OCYINECTBILIIOHE cOOp IAHHBIX OT
MCTOMHUKOB MH(popManun (CHCTeMa YIpaBIenus 3agaqamu /Cuctema uist coemecTHOl paGoTs
Haz penmsamu /CHcTeMa ynpaenenua BepcusMu /CHcTema yupasieHus npoektamy /CHcreMa
YUPABJICHU CCPBUCAMH IPEANPMATHS /H AP .) K IPHBENEHHE TAHHBIX K HeOOXOIMMEIM CTPYKTYpE

H (Qopmary.

[0011] XpaHmIMIE — cucreMa  uIg XPaHCHHA OONBIIMX O0O0BEMOB COOPAHHBIX H
06pabOoTaHHBIX KOHHEKTOPAMH HAHHHIX, a TaKKe PEHEPUPYEMOH HHEIMHM KOMIIOHEHTaMH

CHUCTEMEI,

[0012] Haxnoe TexHuyecKkoe pelICHHE MOKET GBITH PCAIM30BAHO HA KOMIBIOTEpE, B BHIE
ABTOMATH3HPOBAHHOK HHGOPMALMOHHOM CHCTEMEbE (AVIC) mnn MammmounTaEMOrO HOCHTEI,

COoAepIKalIero HHCTPYKIHH HJIS BEITOTHEHMS BBEIICYIIOMAHYTOIO crtocofa.

[0013] Texuudeckoe pemeHne MoxkeT Gbrrh PCAM30BAHO B BHAE pachpeIeleHHod

KOMIIBIOTEPHOM CHCTEMBI.

[0014] B naunom petiennu noz cucremoii HONPasyMEBAETCA KOMITBIOTEPHAS CHCTeMa, DBM
(oMeKTPOHHO-BBIYHCIUTE b HAS MamuHa), HIIY (uncnoroe IiporpamMmMHOe ynparnerne), ITJTK
(rporpamMMupyeMpIit Torugeckmit KOHTPOJIIEP), KOMIEIOTEPHINPOBAHHBIE CHCTEMEL YIPaBIeHUs
U moGsle Apyrue ycrpolicTBa, CHOCOGHBIE BBIIOHSTE 3aJaHHYIO, YETKO OHpelenSHHYIO

1OCIE0BATENbHOCTD BETHCINTE/BHEIX Olleparuii (zelicTuii, HHCTPYKIHT).

[0015] Hox yetpotictsom 06paGoTku xomam HOAPa3syMEBAacTCs 3IEKTPOHNBIE GOk IGO0

HHTETpanbHas cXxema (MEKPOIpPOLECCOD), HCIOMHAIMIAL MALIHHHLIE UHCTPYKIHH (TIpOrpaMmer)/

[0016] YeTpotteTBo 06paboTKH KOMaHI CUMTHIBAET | BBIMONHACT MAUIMHHEIE HHCTPYKLHH

(mporpammer) ¢ oxHOro WM Gomee YCTPOHCTBA XPAHEHHS JaHHEIX, HATIPUME, TAKHX YCTpOHCTE,




KaK ONECPAaTHBHO 3allOMHHAIONIKE YCTpoiicTBa (O3Y) w/unu nocTosuHBE 3aIIOMUHAFOLLIAG
ycrpoiictea (II13V). B kagectee 13V MOIYT BBICTYIIATE, HO, HE OTPAHUYUBAACE, XKECTKHE MHCKH
(HDD), dhnemr-namars, TBepIOTENbHbIE HAKOIUTENH (SSD), ontrueckue nocuTenM AaHHBX (CD,
DVD, BD, MD u 1.10.) u zp.

[6017] [IporpaMma - mocregoBaTennHOCTS HHCTPYKUMH, TPeTHASHAYCHHEIX IS HCITOTHEHHS

YCTPOHCTBOM yTIPABICHHS BEYUCIIHTENLHOMN MALIHHEL WK YCTPOHCTEOM 00paboTKH KoMaH;I,
[0018] Hoarororka xanupix mis o0yuenus.

[0019] Ob6yuenne Mosen: npoBomMmOCh Ha HCTOPHYECKHX MAaHHEIX 00 YA3BHMOCTSX

HPOTPaMMHOTO 00ECHeYEHHNS, PasMEYEHIDLIX Ha 2 KIIacca:
KOZ € ysI3BEMOCTRIO (Kiace 1)
KO O3 ysa3BIMOCTH (Knacc 0)

[0020] O6yuenne mMogenn MO mis xaxuoro Trma YA3BHMOCTH NPOM3BOJNMTICA Ha 3apaHce
Pa3MCUCHHREIX NaHHBIX. Beero ObI710 JOCTYITHO Ha MOMEHT CO3JaHUS MoeNH oT 2178 mo 55949
YA3BUMOCTEH B 3aBMCHMOCTH OT 'THIA YA3BIMOCTH, OOHAPY)KEHHBIX B 3aJaHHbIH BPEMEHHOH

uanasoH, HanpuMep, 1-3 Mecsana.

[0021] B ofyuarowmeii BEIGopKe HCHONB30BaIHCE HCKIFOYUTEIEHO YHHKAIBHEIE YS3BHMOCTH,
KOIHIECTBO KOTOPBIX BAPbUPYETCs oT 153 1o 2147 B 3aBHCHMOCTH OT THNA ya3BumocTH. das
OLCHKK Ka4eCTBA MOIEMH HabOp MAaHHEIX OBIM paséur Ha 2 wactTw: TPEHHPOBOYHYIO M
KOHTPONbHYIO BEIGOPKHU. Pasbuenne npoucxommo CIIy4afiHEIM 00pa30M B OTHOWEHUH 70% Ha

TPEHHPOBOUHYIO BEIGOPKY 1 30% Ha KOHTPONBHYHO BBIOOPKY.
[0022] Bapemennas -1 mepa jyis Beex KIaCCH(PUKATOPOB B CPEAHEM COCTABNLET OKOJIO .89,

[0023] Kax mnokazamo na Owpr. 1 KOMIIBIOTEPHO-PEANTH3YEeMBIH  CITOCO6  yeTpaHCHHs
YA3BUMOCTEH B mporpammuoM xofe (100) COCTOMT M3 HECKONBKIX 3TAalOB, BEITQIHAEMBIX 110

MEHBILIEeH Mepe OHHM IIPOLECCOPOM.
[0024] Ha srane (101) nonyuarot nanusie 06 YA3SBHMOCTHX B IPOrPaMMHOM KoOjie,

[0025] Ha nanmnom stane nomywaror mamsse 06 YA3BUMOCTAX. B OJHOM M3 YacTHBIX
BapHaHTOB ¥300peTeHHus 5TH JAHHEIE TIOTYHICHBl B PE3YIILTATE CKAaHUPOBAHHUA IPOTPAMMHOIO

Kona ¢ nomonteio uHcTpyMenTa SAST (Static Application Security Testing).

[0026] Hanee ma stame (102) momydaoT Ha ocHOBe IPENBIIYIIEro 3Tala HaHHEE,

COACPKAME 110 MCHBLUE Mepe (ailIT MCXOTHOro KOJA H THIT 0GHAPYKEHHOI VA3BHMOCTH.




[0027] Hanee Ha srane (103) npeo6pazyioT HCxomubI KOZ, copuepxaliuil yaI3BHMOCTL B
JepeBo abCTPaKTHOrO CHHTaKCHCA (AST), B KOTOpPOM BHYTpEeHHHE BEPIHHHBE! COHOCTABIIEHEI C

OIICpaTOpaMH A3BIKA IPOTPAMMEDOBAHMS, a JIMCTBS C COOTBETCTBYIOIIMMHU OIlepanaaMu.
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[0028] Ha mamnom sTane npou3sBOOMTCS CHHTAKCHYECKHE aHaIH3 (IapCHHI) HMCXOIHOTO
KOZia, conepxanierocs B gatie, noryueHHoM Ha Jtane ( 103), u HammHCaHHOrO Ha T0GOM S3bIKE
nporpammuposanus (Java, C#, ASP, Visual Basic, C, C++, PHP, Apex, Ruby, JavaScript,
VBSecript, Petl, Swift, Python, Groovy, Scala u Ap.), PE3YIBTATOM KOTOPOIO SBIAETCS JepeBo
pasbopa mnm mepeso abcTpakTHOrO CHHTAKCHCA, 0TOOPaKaroliee 3aBHCHMOCTH MEXIy BCEMH
SNEMEHTAMH HCXOMHOTO KOJQ, COAEPKAIMMY HHBOPMALMIO 00 HX HONOKEHUIX B HCXOIHOM
KOoZIe (HOMEp CTPOKH Hauana 3/eMeHTa, HOMEp KOJOHKH Hauaja DJIEMEHTa, HOMEpP CTPOKH
OKOHYAHHS 3]IEMCHTA, HOMEP KOJIOHKH OKOHUAHHUS DIIEMEHTA), HX K/IacCax, TAKHX KAk BBIPDXKEHHS
(expressions), HHCTPYKIHK (statements), 0OBsRICHUS (declarations) u np., THrax ux KJIaCCOB, HX

HMCHAaX, HX POJIUTENILCKHX H HacCIeOHbIX dJIeMeHTax, KOMMEHTApHAX K HUM H p.

[0029] B 0fHOM U3 YACTHEIX BApHAHTOR PEANM3AIINY 3A5BICHEOIO TEXHHYECKOTO PENIeHH,
npeobpasyroT Hexomusi xog, COAEpIKAIIMA YA3BUMOCTE B rpad moToka ynpasnerus (CFG —
control flow graph), B xoTopom BHyTpenHume BEPIIMHEL COIOCTABJEHEL C OMEPATOPaMH S36IKA

[IPOrpaMMHPOBAHHS, A JIHCTES C COOTBETCTBYIOUIHMHA ollepangamMH.

[0030] B nmpyroM wactHOM BapHaute PeaNH3ALMH 3aJBICHHOIO TEXHHYECKOTO PELICHHS
NPeodpasyloT UCXOHHEH KOA, COMepIaIuit YASBHUMOCTE B Tpal) 3aBHCHMOCTEH yNpaBneHHs
(CDG - Control Dependence Graphs), B kOTOpOM BHYTpeHHHE BePLUMHBl COMOCTABJEHEL C

OIIepPaTOPaMH sI3bika NpOrpaMMHDOBaHUA, a4 IUCTHI C COOTBETCTBYIOIIFIMH OrepaHIaMHu.

[0031] B zpyroM uactHOM Bapmante pCalH3aliy 3aBIEHHOrO TEXHHYECKOTO peIleHHA
npeobpasyioT UCXOMHBIH Ko, COAEPHALMH YASBUMOCTE B Ipad) 3aBHCHMOCTH TAHHBIX (DDG -
Data Dependence Graph), B KOTOpOM BHYTPCHHHE BEPIIHHEI COIIOCTABIEHE! C OIepaTopamMu

A3BIKA TIPOrPaMMHPOBAHKSA, & THCTES C COOTBETCTBYIOLHHMH OlIEpPaHIaMH.

[0032] B mpyrom wactHOM Bapmante PealM3aliK 3agBICHHOrO TEXHHYECKOTO PELISHHS
npeobpasyioT HCXOMHEIH Koy, ConepxaIluil yI3BHMOCTE B I'pad 3aBHCHMOCTH nporpammsl (PDG
- Program Dependence graphs), B kotopom BHYTPEHHHE BCPLUIHHEI CONOCTABIIEHB! C O1IEPATOPAMH

A3BIKA IpOrpaMMHPOBAHMSI, A JIUCTRS C COOTBETCTBYROIIIHMHU OIiepanIaMu.

[0033] B ApyroM 9acTHOM BapuaHTE peaTH3aUMI 3aiBICHHOLO TEXHHYECKOTO DPEMICHHS
peopasyloT MCXOMHBIH KO, COMEpIKamumii YA3BUMOCTE B rpad cBolict xoga (CPG - Code
Property Graphs), 8 xoTopom BHyTpeHmHe BEPIUMHEL CONOCTABMNEHEl C ONEPATOPAMHM S3LIKA

IIPpOrpaMMHPOBAHHA, 4 IUCThA C COOTBETCTBYIOIIHMH OnepangaMH.
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[0034] Haree na srare (104) hopmupyroT myts 06xoaa Bepuiny AST.

[0035] Hanee na stane (105) dopmupyroT YTIOPSNOUEHHYIO TOC/IEAOBATENFHOCTE, KOTOpas

TIpeNCTaBIsAET COOOH THITEI KaXXJoro sJieMeHTa.

[0036] Ha nagnoM srane us myrty 06xozna BepiuuH B AST, chopMHPOBAHHOTO Ha 3Tamle (105),
B KOTOPOM KaXKIBIH DAEMEHT COMEPXMT HHOOPMaNMIO, NOIYYCHHYI) HA 3Talle (104),
(hOpMHpYETCS YIHOPANOUEHHAS TI0CIIE/I0BATEIEHOCT THIOR KJIACCOB SIIEMEHTOB (THIIOB BEPILHH)

3TOr0 HyTH.

[0037] B oiHoM 13 wacTHEIX BapHanTOB H300peTeHns yopagoueHHas MOCIEA0BATENLHOCTS,
TIIPEACTABMAOMIAs COOOH THIIB KAKAOIO SIEMEHTA ITyTH, SBIIETCA MHOTOMEPHOH W IIPEACTABILICT

coboi rpad (mpejicTaBneHye Mepera aGCTPAKTHOTO CHHTAKCHCA (AST) B Buge rpada).

[0038] Hanee ma srame  (106) OCYWIECTBIAT  00pabotKy  YIIOpAZOYEeHHOH
HOCASAOBATEIBHOCTY € IIOMOIIBIO KOZHPYIOIIEH MONENH MANIMHHOINO obyuenus (MO),
00yueHHOH Ha YITOPAOYEHHBIX TIOCIEI0BATENBHOCTAX TAHHEIX 06 YA3BHMOCTAX, B XOJIe KOTOpOi
HOTYHaloT IPEACTABICHHE YHOPSNOYEHHOH MOCIEAOBATENLHOCTH B BHJIE MATPUIIEl CKPBITEIX

COCTOSIHUH,

[0039] Ha nansom sTane dopMupyeTcs cloraps BCex BO3MOKHBIX THIIOB KITACCOB (THIIOR)
BepuiiH AST, momydenmeix Ha Drane (103). 3nauenmsMm JaHHOTO CIIOBApSA IUTH KaxKIoH
TIOCIEI0BATEIBHOCTH, C()OPMHPOBAHHOR Ha stame (105), OyIOyT SBNATBCA KONHYECTRa
COOTBETCTBYIOIIMX THIIOB, HMEIOIMXCA B JAHHOH IIOCIENOBATENRHOCTH WK N-rpamMMbI Takux
tanoB. M3 3uavenumit Takoro cmoaps (hOpMHEpYETCA UMCICHHBIH BEKTOP ¢ OIMHAKOBOI

PasMCPHOCTBIO U151 BCEX MTOCNEAOBATELHOCTEEH M0 MENbLIIet MEpPE 10 OFHOMY H3 METOJIOR

¢ Memwoxk cnos (bag-of-words)

* One-hot encoding (OHE)

* Koauporanue cioBaps yHUKaILHEIMH HHASKCAMI
e Word2Vec

*  BeKTOpHBIE IPEACTABICHHS THIIOB — «Embedding»

H/UIH HX COBOKYITHOCTH.

[0040] Hast nonyvenus Embedding THITOB MOTYT 651Th HCTIONB30BAHE! TAKHE TEXHOJOTHH KaK
HeHporHbIe ceTu: ITomHocBs3anubIe, PexyppenTHELe, Ceeproynsie, Tpancdopmepst. B ojHoM 13
JACTHBIX  BAPWAHTOB W300DETCHUS [UIA HONYYCHMA BEKTOPHBIX NpEACTABICHMH THIIOB
HCIIONB3YIOTCA IPEACOYYeHHBIE HelPOHHEBIE CeTH, TakHe Kak DistilBERT: smaller, faster, cheaper,
lighter, ALBERT (Lite BERT Google); TinyBERT; T-NLG (Turing Natural Language




Generation); USE (Universal Sentence Encoder); ELMo (Embeddings from Language Models)

HIIH HacJIEVeMble OT HUX CeTH.
[0041] BexTopuzanusa

M H3BIEYeHMs IPU3HAKOB U3 COPMUPOBAHHBIX CIOBapeH IPUMEHSTICA METOJ BEKTOPH3AIIHI
TF-IDF (term-frequency times inverse document-frequency). Bextopuzarop o6yuancs Ha
obyyatomeH BEIGOpKe 6e3 HCITOIB30BAHUS CTOM-CIIOB (stop_words=None), 6e3 ucrons3opanus
IDF, Tax kak, mcxops us pasmepa oby9atomieil BEIGODKM M HAHYHA B KOKIOM SIEMEHTE
obyuaromell BHIGOPKH OMEHH PACHIPOCTPAHEHHHIX npH3HakoB, IDF-xoMmmoHenT He no3eommT
BRIMHCIHTE OCODEHHBIC WPH3HAKK UIT KaXJOro CJIOBAps, HCIOAB30BATMCE | M 2-IrpamMMel

(mapaMeTp nogGupascs OIBITHEIM IyTéM).
[0042] O0yuenne Moxeau MAIUMHHOrO 0GyyeHus

i momydeHHs MaTPMUBI CKPBITBIX TIOCTENOBATEIBHOCTE!H HCTIOJIB3YeTCs GIIOK 9HKOAEpaA
(KOZMPOBKH) FeHEPATHBHOMN MO/ TH MAIIMHHOTO 06y4enus. JTaHHbI 610K MOKET IPENCTABIATS
coboit cnoif Embedding, cnyuaiino OOYYeHHBIH MIH HHHIMAIM3HPOBAHHBII, Janee Moryt unru
HeHpOoHHEIE ceTH: [10NHOCBA3aHHELe, Pexyppenthsie, Ceprounsre, Tpancdopmepsr. B ojgroM H3
UaCTHEIX BaPHAHTOB H300peTeHHs GIOK 3HKOAEpa NMPENCTABIAET COBOH 110 MEHbIe Mepe OIHH
CIIOH HeHPOHHEIE CETH H3 THIIOB PexyppenTthple Helipornsle cetr (Recurrent neural networks,
RNN), Honras KpaTtkocpougas TamsTh (Long short term memory, LSTM), VipaBnseMeie
pexyppenTHEie Helpons! (Gated recurrent units, GRU), Heiiponnsie Mamuner Thropurra (Neural
Turing machines, NMT), [lgynanpasnesssie RNN, LSTM u GRU (BiRNN, BiLSTM u BiGRU),
I'my6okue octarounsie cern (Deep residual networks, DRN), Hettponuste axo-cetu (Echo staze
networks, ESN), MammHE HeycTOMUMBEIX cOCTOSHUIE (Liquid state machines, LSM),
camoopranusyroluasca kapra Koxonena (Kohonen networks, KN, wmmm organising (feature) map,
SOM, SOFM).

[0043] Hamee ma otame (107) ocymecTsiswoT 00paloTKY ~MATPHIEI  CKPEITBIX
NIOCNEROBATENBHOCTEH C IIOMONIBIO I'€HEPATHBHON MOJENH MANIHHHOIO obyueHus (MO,
OOY4CHHOH Ha MATPMLAX CKPBITBIX COCTOSHHE TOCIE/OBATENLHOCTER MU yS3BAMOCTER,
NOCHeA0BATENBHOCTEH Ge3 yA3BUMOCTEH M HMX MCXOHHBIX KOJaX, B XONE KOTOPOH MONy4aroT
HOBYIO YNOPAAOYCHHYIO IOCNENOBATENBHOCTh, COOTBETCTBYIOUIYIO HCXOMHOMY TIPOrPAMMHOMY

KOZLy I10 BEINOIHAEMBIM (DYHKIHMAM, HO C YCTPAHEHHOH B HEM YS3BHMOCTHIO.

[0044)] Haunas  o6paGoTka ocymiecTBiseTCS  GIOKOM redepaTopa  (mexomepa)
TeHEPATHBHON MOMENH MAIIHHHOIO 00ydeHnd. ATOT 610K MOKET NPEACTARIATE COBOI nexomep

THna Bapranmonnsi#t asrosHkogep (VAE), Meronsi DIy6OKOro 0oGYYeHHs, OrpaHHYEHHYIO
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Mammny Bomsumana (RBM), [myGokyio ceTs moBepis (Deep Belief Network — DBN),

HelporHEIe ceTH: [TonHoCBs3aHmEe, PexyppenTHbie, Ceeprounsie, Tparcdopmepsr.

[0045] B onHOM M3 4ACTHBIX BapHAHTOB H30GpETEHHS GIOK JICKOJepa TPENCTABR/ISET
c000lf IO MeHEIle Mepe OOHH CII0H HeHPOHHEBIE CeTH H3 THIOB CBEPTOYHEIX HeHpOHHEIX ceTe
(CNN), PexyppeHTHBIE HEHPOHHBIE ceTH (Recurrent neural networks, RNN), Honras
kparkocpounas naMare (Long short term memory, LSTM), VYIpap/seMble PeKyppeHTHEIC
Helipons! (Gated recurrent units, GRU), HeliponHsle Maumgsi Triopunra (Neural Turing
machines, NMT), Jsyuanpaenessste RNN, LSTM u GRU (BIRNN, BiLSTM u BiGRU),
['mybokue ocrarounsre cern (Deep residual networks, DRN), Heitponnsle 9xo-cetu (Echo state
networks, ESN), Mawmuel HEYCTOHYMBEIX COCTOSHMIL (Liquid state machines, LSM),
caMoopranusyromascs xapra Koxonena (Kohonen networks, KN, uim organising (feature) map,
SOM, SOFM),

[0046] B OnHOM M3 4acTHBIX BApHAHTOB H30OPETEHHS B KAaYeCTRE MOJENH MAaUIHHHOrO
00ydenus ucmonb3yercs IeHepaTHBHO-COCTA3ATENBHbBIE CETH (anrm. Generative adversarial
networks, cokp. GAN). JlaHHAS TeHepATHBHO-COCTAZATENbHAS CETh MONKET comep:kate OIOK
SHKOZIEpa CO COAMM yKa3aHHbIE B pasfiene Bhie. MOKeT cojiepkaTs 610K AeKOepa co CIOSMH
YKA3AHHEIC B pasfcie BelUe. BIOK AMCKpUMHHATOPA (IHCKPHMUHAHTHOM MOJENH) B OJHOM H3
YaCTHBIX ~ BAPHAHTOB  M300PETEHHA CONEPXKHUT HEHPOHHBIE CETH: Tlonuocesizaunere,
PexyppentHnle, CBepTouHbIe, Tpanchopmeprr; Knaccupuratops:: DecisionTree (zepeso
pewenuit), LogRegression (mormermueckas perpeccus), Bayes (Hausmeit Galiecopckmit
Knaccupukarop), SVM (MeTos OmOpHBIX BexTopoe), K-means (k-coceneit), RandomForest

(cy4altusiit nec), rpaguentrsie 6yctunra: XGBoost, LightGBM.

[0047] OOyucHue IPOMCXOANT CIETYIOUEM OBPA3OM: ONEPALHH NPOUIBOIATCS Hal ABYMS
TpynamMy GIOKOB IIPOTPaMMHOIO KOZa, TAE IepBble OIOKH NPOrPaAMMHOIO KOJa — 3TO KOJ C
YA3BUMOCTEIO, @ BTOPBIE GJIOKH [IPOrPaMMHOTO KOZA — 3TO KOJ 063 YI3BHMOCTH. Jangsie 6moku
TIEPEEOAATCA B YIOPANOYEHHYIO TIOCHEI0BATENEHOCTS deMeHToB AST epera B COOTRETCTRIH ¢

stanamu (101)-(106).

[0048] Hanee momygaroT nocneRoBaTeNbHOCTS KOIa ¢ YASBHMOCTBIO — A, COOTBETCTBYIONIYIO
eii mocnenoBaTeNnsHOCTL Kofa 6e3 YA3BHMOCTH — b, Homydennyio mocnenoBarensHocTs A (kona
C YA3BMMOCTEKO) HOJAKOT B GIOK 3HKOZEpa (KOAMPOBKH) TeHEPATHBHON MOJEIH MAIIMHHOTO
obyuenust. IlONy4atoT MarTpuLy CKPBITBIX COCTOAHHIL (107). Hdamuyro matpuuy CKpBITHIX
COCTOAHMIT MOAIOT B 610K renepaTopa (Iexoiepa) reHepaTHBHOMN MOIENH MAITHEHOTO 00yueHns

(108). Ilomygaror HOByIO (BOCCTAaHOBTEHHYI0) YHODSAOUEHHYK) MOCIEHOBATENBHOCTE - B.
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Harnyio nocnenosatensHocTs (B) cpaBHEBAIOT ¢ MCXOIHOH HocnenosaTensHoCTh0 b (kona Ges
yasBuMOCTH).  TIOAYYeHHBIE — HECOOTBETCTBHS  [EDECUMTHIBAIOT B KOJIMYECTBEHHYIO
XapaKTEPHCTHKY 110 BHIOPaHHOH (yHKuME noTeps. Januyro KOIHYECTBEHHYIO XaPAKTCPHCTHKY

HCTIONB3YIOT At 00ydeH s HeHpOHHOH ceTH 1o BBIODaHHOMY anropUTMY 06yUeHHS.

[0049] B oaxoM H3 yacTHEBIX BAPHAHTOB H300PETEHHS HCTONB3YETCA [0 MEHBIIIE Mepe ofHA
u3 dyuxumit moreps: KLD (Bemucnser norepro nuseprennny Kymbexa-JleiiGnepa mesxy
HCTMHHBIM ~ 3Ha9CHHEM M TNPEICKA3aHHBIM 3HadenueMm), MAE (Berucisier  cpenHIono
abcomoTHyI0 ommOKY MeXIy MeTkaMu U npornosamu), MAPE (Bermcnser cpeHiorn
aCOMOTHYI0 NPOLEHTHYI —OMHGKY MEXNY HCTHHHLIM 3HAYCHHEM M IIPEeACKa3aHHBIM
3Hadendem), MSE (Brerauciger CpeAHEKBaAPATHYHYIO OINHOKY MEXKNY METKaMK U TIPOrHO3aMH),
MSLE (Brumcaser CPEIHEKBANPATIIHYIO JIOTaPHGMUYECKYI0 OWMOKY MEKILY HCTHHHEIM
SHACHHCM U IPENCKA3AHHBIM 3HAYEHHeM), binary_crossentropy (Bsramciaer IBOUYHYIO TTOTEPIO
KpocconTporun), binary_focal_crossentropy (Bbraucager ABOMUHYIO OTepIo  (hOKATLHOM
KpoccoHTponmi),  categorical_crossentropy  (Bbrumcnser KaTeropHalbHylo  [OTEPID
KPOCC3HTpONHM), categorical_hinge (Brrumcnster KATeropHaNbHYIO MOTEPIO WIACCO» MEXKTY
MCTHHHBIM ~ 3H24CHMEM H IIPeNCKa3aHHbIM  3HAuYEHMEeM), cosine_similarity (Bsramcser
KOCHHYCHOE CXOACTBO MEXy MeTKaMH H NpCACKasaHuamu), hinge (Beramcnser motepu B
HIAPHAPE MEXAY HCTHHHBIM 3HAYEHHEM M MNpeAcKasaHHBIM 3HadenneM), huber (Beramenser
BeluIuHy ToTeph 1o Xybepy), ki divergence (Brrumcsser norepio puseprenunn Kygbexa-
Jlefibmepa  Mexay — WCTHHHBIM  3HaYeHHeM o OpEACKA3AHHEIM  3HAYECHHEM),
kullback_leibler divergence (Borumcmser norepro auseprenumn Kynbeka-Jleitbnepa mexcay
HCTHHHBIM 3HAYCHHEM H TPEJ/ICKAsalHbIM 3HaueHneM), log_cosh (Jorapugm runepbonngeckoro
KocuHyca OMMOKHM HPOrHO3MpOBaHHs), logcosh (Jlorapudm runep6omnmueckoro KOCHHYCA
OIMOKH NPOTHOSHPOBAHEA), mean_absolute_error (Berauciser cpefroro abCOIHOTHYIO OIIHGKY
MEXIOY METKAMH W IPOTHO3aMH), mean_absolute _percentage_error (Beluucmsier cpenmio
A0COMIOTHYI0 TIPOUEHTHYI) OHIMOKY MeXTy HCTHHHEIM 3HAYCHHEM U OpeacKazaHHLIM
3HauYeHueM), mean_squared_error (Boraucnser CPEAHEKBANPATHIHYIO0 OMIHOKY MEXKIY METKAMY 1
[OPOTHO3aMH), mean_squared_logarithmic_error (Beraucnger CPeXHEKBAJPATHIHYIO
norapu(pMUIECKy0 OLIMOKY MEXKIY HCTHHHBIM 3HAYCHHEM W IPE/iCKASAHHEIM 3HAYCHHEM),
poisson (Bsruncnser morepu Ilyaccona MEXy HCTHHHBIM 3HAYEHHOM H IIPEICKA3AHHBIM
3HAYCHHEM), sparse_categorical_crossentropy (Beraucmser Pa3spPeXEHHYI0 KaTeropHalLHYIO
TOTEpPIo  KpOCConTpomyHy), squared_hinge (Bsrumciser keaspar HOTEPh Ha <«JIAcCOo» MEKIY
HCTHHHDBIM SHAYCHHEM M NPECKA3AHHBIM 3HaueHHeM). JlaHHble QYHKIUHM [I0TEph YACTO HMEIOT
cieayromue  obosHaweHmA:  binary_cross_entropy, binary_cross_entropy_with_logits,

poisson_nll_loss,  cosine_embedding_loss, cross_entropy, ctc_loss, gaussian_nll loss,
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hinge_embedding_loss, kI_div, 11_loss, mse_loss, margin_ranking_loss, multilabel _margin_loss,
multilabel_soft_margin_loss, multi_margin_loss, nll_loss, huber_loss,  smooth_I1_loss

E

soft_margin_loss, triplet_margin_loss, triplet_margin_with_distance loss.

[0050] B ogHoM u3 wacTHbIX BapHaHTOB H300peTeHms HCIIONB3YETCS IO MEHBILE MEpE OHMH
U3 anropurMos obyyenus: Adadelta, Adagrad, Adam, AdamW, SparseAdam, Adamax, ASGD,
LBFGS, NAdam, RAdam, RMSprop, Rprop, FTRL, SGD, FastSGD, SGD-Nesterov, SAGA,
SAGA+.

[0051] Hanee ma srame (108) HCPEBOMAT IIOIYYSHHYI0O HA HPEABIOYIISM 3Tare
YHOPANOYCHHYIO IIOC/IEAOBATENBHOCT: B  ONOK  HMCXOZHOIO KOJId, OSKBHBANEHTHBI IO

dyrxnHOHANY H3HAYANBHOMY OIIOKY HCXOIHOTO KO,

[0052] B pesynerare, pammBlfi momxox mosmomser dopMupoBaTE H HPHOPHTH3NPOBATE
3alaun 110 YCTPAHCHHIO HEJNOCTATKOB B pa3pabaThiBaeMom HPOTPAMMHOM OOECIIEUCHHH, TeM
CaMbIM IIOBEIIIAs CKOPOCTE Pa3pabOTKH IPOrPaAMMHOTO KOMA, YMEHBIIACT KOTHIECTRO omuGox B
[POrpaMMHOM KOZE, a TAKXKE HalPAMYI) BIHSET Ha Oe30MacHOCTD IIPOTPAMMHOTO KOH4, 9TO
obecreunBaetT MOBHILICHUE CKOPOCTH OOHOBJIEHHS IIPOrPAMMHOIO OBECTICUeHHS Ty BBIBOZA
TIPOrpaMMHOT0 OGECIeEHNsS HA PHIHOK 33 CYET HCKITIOUEHHS I3 YA3BUMOCTEH M YBeIM4HBag

HaIEeXHOCTh NPOrPaMMHOI0 00eCTIeUeHUS 0T XeHCTRHH 3TOYMBIIICHHUKOB, HATIPARICHHEIX Ha:

*  XuIIEHHE YyBCTBHTEIBHON HHpOpMALHY

e Ilpruunenue pemyraunonHOro MM GHHAHCOBOTO ymep6a opraHu3altuy Him
NOJTB30BATEI)

* YHHYTOXEHHE BaXKHBIX NAHHBIX HIH PEIATCTROBAHHE JOCTYIY K BayKHEIM JAHHBIM

¢ ckaxenne urpopmarmm

° XHIUEHHE JCHEXHBIX CPEICTB.

[0053] Ha Qur. 2 npencraenen IpUMEp OBNIEro BHAA BHIMHCIHTCHBHON CHCTEMbI (300),
KOTOpast 00eCIeInBACT PEATH3AHIO 3ASBIEHHOrO CIIOCO6a HITH ABNACTCS YACTHIO KOMIIBIOTEPHOI
CHCTEMEI, HANpPHMEp, CEPBEpOM, MEPCOHANBHBIM KOMIBIOTEPOM, HACTBI0 BRIUHCTUTENLHOLO
kiacTepa, 0OpabaTbIBAIONIMM HEOGXOZUMbE JAHHBIE IS OCYILECTRIICHUS 3agBICHHOIO

TEXHUYECKOTO PeHICHHS.

[0054] B oOmem cayuae, cucrema (300) comepxur o6BemEHEHHBIE obmed ImHOM
HHGOPMAITHOHHOTO 06MEHA OXMH WM HECKOIBKO nponeccopos (301), cpencrsa namaTw, Takue
kak O3V (302) u II3Y (303), uHTEpQeiics BBOna/BRBONA (304), yerpoiicTsa BBOZa/BBIBO/A
(1105}, u yerpoiicTBo st ceTenoro B3anMozeHcTBrs (306).

A2




[0055] Hpoueccop (301) (u1u HeckoOIbKO IPOLECCOPOB, MHOTOANCPHBIH IPOLIECCOP | T.IL.)
MOZKET BRIGHPATHCS U3 ACCOPTHMEHTA YCTPOMCTE, WHPOKO NPUMEHSIEMBIX B HACTOSILIEE BpEM,
HallpuMep, TakuWX mOpoussBomurened, xak: Intel™, AMD™, Apple™, Samsung Exynos™,
MediaTEK™, Qualcomm Snapdragon™ u .iw. Tlox TIPOLIECCOPOM HJIH OJHHM M3 HCTIONB3YeMEIX
Hporeccopos B cucrteme (300) Ttaxe HEOGXOOUMO YUHTHIBATH rpagudeckuit mpoueccop,
Hanpumep, GPU NVIDIA mmu Graphcore, Tum KOTODBIX TaKKE ABIACTCS TIPHUTOIHBIM IS
TIOHOTO I 9ACTHYHOTO BHIIONHEHMs CIIOC00a, a TAIKE MOXET IPHUMEHATHCS M ofydeHus u

TIPHMCHCHH S MOJIEIIEH MAIIMHHOTO OGYYCHNA B PA3THYHEIX UH(GOPMALHOHHEIX CHCTEMAX,

[6056] 0O3Y (302) mpexncraBiaser coboi ONCPAaTHBHYIO MaMATE H HOPEAHA3HAYEHO I
XPaHEHH: HCIHOIHASMBIX IpoueccopoM (301) MamMHOUNTaEMBIX HHCTPYKUMHA IJIA BHITOJHEHHE
HEOOXOAMMEBIX Olepaluil [0 JIOrHYeCKOH obpaboTke manmbIX. O3Y (302), Kax TIPABHIIO,
CONCPXUT ~HMCIONHACMEIE WHCTPYKIHH ONEPAlUOHHOW CHCTEMBI U COOTBETCTBYIOIHAX
TPOTPaMMHBIX KOMIIOHEHT (NMPHIOMKEHHUS, TPOrPaMMHEBIE MOJYIIH U T.1.). TIpn 5ToM, B kKagecTse
O3Y (302) MosKeT BHICTYNATE HOCTYIHEIH 06BeM naMsITH rpanuecKoi KapTE Wi TpaduaecKkoro

npoueccopa.

[0057] I3V (303) mpencraenser co6oii onso win Gosee YCTPOHCTB NMOCTOSHHOIO XPAHEHHS
ABHHBIX, HaupHMep, xecTkul auck (HDD), TepaoTens bl HakOMHTENs TaHHEX (SSD), ¢z~
namsrs (EEPROM, NAND u T.0.), ONTHYECKHe HOCHTEM ubhopmanuu (CD-R/RW, DVD-
R/RW, BlueRay Disc, MD) u Ip.

[0058] Jis opranusauun paboThl KOMIOHEHTOB CHCTEMEL (300) u oprammsamuu paboTsl
BHEIIHHX TOKI09IAEMBIX YCTPOHCTB IPHMEHSOTCS PA3IHIHbIE BHIHI uHTepdekicor B/B (304).
BeiGop  cooTsercrBylommx  muTepdeifcoB  saBmcHT  oT KOHKPETHOTO  HCITOIHEHHS
BBIMUCIIMTCIBHOTO YCTPOHCTBA, KOTOPBIE MOTYT MPE/CTABIIATE coboi, He orpanmumsasce: PCI,
AGP, PS/2, ItDa, FireWire, LPT » COM, SATA, IDE, Lightning, USB (2.0, 3.0, 3.1, micro, mini,
type C), TRS/Audio jack (2.5, 3.5, 6.35), HDMI, DVI, VGA, Display Port, RJ45, RS232 u .11,

{0059] Hna obecnevenns B3anMomeHCTBHS MOB30BATENS C BBIMMCIHTENBHON CHCTEMOL
(300) mpumensoTcs pasmHunbEe cpexcrea (305) B/B undopmarmy, HanpuMep, KiIaBHATYpa,
AUCIIER (MOHHTOD), CEHCOPHEIH JMCIITeH, Tad-11afl, HKOMCTHK, MAHHIYJISATOP MBILIb, CBETOROE
[I€pO, CTHIYC, CEHCOPHAd MaHelb, TPekGos, TMHAMHKH, MHKPO(IOH, CpEICTBA IOTIONHEHHON
PEAIBHOCTH, ONTHYECKHUE CEHCOPHI, ILIAHLIET, CBETOBBIC HHIHKATOPEL, NPOEKTOP, KaMepa,
cpencTsa GHOMETPHYECKON HMACHTHDHKALHHT (cKaHep CeTYaTKM Iiaza, CKAHED OTIEYATKOB

TIATIBIEB, MOMYIIL PACO3HABAHMS [OTOCA) | T.IL.
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[0060] Cpencrso CerTeBOro B3aMMOIEHCTRHS (306) obecneunBaer ImepeRady JaHHbBIX
TOCPCACTBOM BHYTPEHHEH HIM BHEHIHEH BBIYHCIMTENILHOMN CeTH, Hampumep, HHTpamer,
Mutepner, JIBC u T.0. B kagecTBe 0QHOr0 MK Gomee CpeAcTB (306) MOKET HCIIONB30BATHCS, HO
He OrpaHn4uBaThCA: Ethernet kapra, GSM mMomem, GPRS monem, LTE MojeM, 3G MOIeM, MOZYIIE

CIYTHHKOBOH crasu, NFC monyie, Bluetooth u/unn BLE mozynk, Wi-Fi mozyis u ap.

[0061] lpencrapnenssle MaTepHallsl 3asMBKU PACKPBIBAIOT NPEANOYTHTENBHBIE TIPHMEpPE
PEAIH3AUNH TEXHHYECKOTO PEHICHUS H HE JIO/DKHEI TPAKTOBATHCA KAK OrPAHHYUBAIONINE HHEIE,
HACTHAIC TIPHMEPBL €0 BOILUIOMIEHHA, HE BHIXOMLIAE 33 MPeeisi HCHPAIMBAEMOli [IpaBoBOi

OXpaHbl, KOTOPBIE SIBISIOTCA OYUEBHIAHBIME IS CICIHAIHCTOB COOTBGTCTBYIOHIﬁfI obnacru

TEXHHKH.
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DPOPMYJIA

Komnmmepno—peanmyemrﬁ CTOCO6 YCTpaHeHus ya3smMocTedt B NIPOTPaMMHOM Xofte,
BBIIONHAEMEIH ¢ HOMOIIBIO, [0 MeHsmrel MEpe omHOrO mpoueccopa u CONEpoKaIHiE

9Talbl, Ha KOTOPHIX:
TIOTYHAIOT NaHHbIE 06 yA3BMMOCTSX B IPOrpaMMHOM Koze;

TOIYYaK0T Ha OCHOBE OPENRIAYILErO 3Tamna HaHHEIE, CONEepIKALUHE T10 MEHbIIIe McEpe 6ok

HCXO/IHOTO KOJta 1 THII OBHapysKeHHOH YA3BHMOCTH,

peodpasyrorT MCXOmHELH KOR, conepxammit ys3eumocts p AepeBo  abeTpakxTHOrO
cunTakcuca (AST), KOTOpOM BHYTpeHHHE BeprIHHEI COOCTABNEHE! ¢ onepatopamu

A3bIKaA l'lpOI“paMMHpOBaHPI}I, a JIHCThA C COOTBETCTBY}OIHHMH Ol'ICpaHIIaMPI,'
(opmupyIoT IyTe 00X0a BepuIny B AST;

GopmupyioT YHOpsimoueHuyio ToclieoBaTeIBHOCTS, KOTOpas NIPEACTABNAET COBOM THITH

Kaxmoro sanemenTa IYTH,

OCYINECTRIISAIOT obpaGorky YIOPANOYEHHO IOCTICA0BATENBHOCTH ¢ TOMOIIBI
KoZHpyromelt  Momenn MallMHAOrO  06yyemnus, o0yueHHOft na YIOPANOYEHHEX
TOCNCNOBATENBHOCTAX  JTAHHBIX 06 YASBUMOCTAX, B Xome KOTOpoli  monyyaror
IpeacTaBienue  ynopagouennoit HocnenoBarensHOCTH B Buje MaTPHILl CKPEITBIX,

COCTOSIHHI;

TPCHEPATHBHON Moemy MAaMHHHOTO  06ydenus, o0yuennoit ma MAaTPHLEAX CKPBITHIX
COCTOSHII UOCICNOBATCABHOCTE  mmsy YA3BUMOCTEH, HOCTEA0BATENLHOCTEH  Gey
YAIBHMOCTCH M #X HCXODHDBIX Konax, is XOJte KOTOpoit nonyyaroT HOBYIO yropanouenuyio
T0Ce0BaTENBHOCTS, COOTEETCTBYIOUYIO HCXOMHOMY [porpaMMHOMYy  komy 110

BBITIONIHAECMBIM OYHKIMAM, Ho ¢ YCTPaHEHHOIH B Hem YA3BUMOCTEIO;

TpeficTasaer coboii rpad.
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R S i g

Cnoco6 mo 1.1 XKAPAKTEPUIYIOIMHACK TeM, YTO TPeodpasyroT UeXoMHbLH KOA, conepxanuit
YASBHMOCTE B Tpad MOTOKa ympasmeHs (CFG - control flow graph), B KoTopom
BHYTPCHHHE BEPIIHHBI CONMOCTABNCHBI C ONEPATOpaMH A3LIKA UPOrpaMMHpPOBaRHS, a

JIUCTRA C COOTBETCTBYIOILMME Oli€pangaMm.

Crioco6 o 1.1 XaPAKTCPUIYIOMMUHCA TeM, UTO Ipe00pasyroT HCXOMHEIH KO/I, Cofiepaxarmi
YA3BHMOCTE B rpad 3aBUCHMOCTE! ynpasneuus (CDG - Control Dependence Graphs), B
KOTOpOM  BHYTpeHHNME  Bepmmmb COUOCTAaBICHB! ¢  omepaTopamu  s13bika

ipor paMMHPOBaHPIH, a4 JIMCTRA C COOTBETCTB_YIOLHI’IMH OIlepangaMu.

Crroco6 no . 1 XAPAKTEPHIYIOUTHHICS TeM, yTo npeobpasyioT uexo bt KOI, COAepIkalmit
YASBHMOCTE B Ipad) 3aBHCUMOCTH FaHHBIX (DDG - Data Dependence Graph), B koTopom
BHYTPCHHUE BEPLIMHEL COMOCTaBNIEHE! ¢ OIIePATOPaMH  A3BIKA TIporpaMMupoBanms, a

HHCTRA C COOTB@TCTBYI‘OLHHMH onepaHgamMy.

CnocoGnom.1 XapaKTEPU3YIOWHICS TeM, yTo TIPEOOPA3YIOT HCX OB KOJ, comepxaiumii
YASBHMOCTE B rpad) 3aBHCHMOCTH Tporpammer (PDG - Program Dependence graphs), B
KOTOPOM  BHYTpeHHHE  Beprummmbl COIIOCTAaRIEHEI ¢ ONEpaTOpPaMH  S3bIKa

HpOFpaMMHpOBaHHH, a JJHCThA C COOTBCTCTBY,EOHIHMH onepangammu.

Croco6nom.1 XAPAKTEPU3YIOUIHICS TeM, yTo IpeobpasyioT HeXoqubl KOR, cogepxaursii
YA3BUMOCTS B I'pad CBOHCTE Koqa (CPG - Code Property Graphs), & KOTOPOM BHYTpeHHHe
BEPINMUHEL CONMOCTARIEHDl ¢ ONEPaTOPAMH  A35iKa [IPOrPaAMMHPOBAHHA, & JHCTES

COOTB@TCTBYIOH_IHMH onepannamy.

Cuctema yerpanenus YASBHMOCTEH B NIporpamMmuom KOS, comepkallas o MeHbIned
MEpe OUH MpoLECCop 1 mamsirs, XPAHAINYIO MAlIHHOYHTASMETe HHCTPYKLIHH, KOTOphIE

TIDH MX BBIDOIHEHTH IIPOLIECCOPOM peann3yoT crnocof mo JroboMy u3 m. 1-7.
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YEPTEXW K ONMUCAHUIO.

101

MonyyatoT AaHHble 06 yA3BMMOCTAX B
nporpaMmmHOM KoZe.

!

102

MonyyatoT Ha OCHOBE NpeablayLuero
sTana fgaHHble, cogepKalme 610K
MCXOL4HOTO Koga U TUN 06HapyXeHHOM

v

103

Mpeobpa3yloT UCXO4HbIN Kog,.

!

104

dopmupyoT NyTb 06X04a BEPLUNH B
AST.

dur. 1

100

105

DopMUpPYIOT yNopaaoUeHHYo
nocnenoBaTe/lbHOCTb.

!

106

OcyuwecTBnaT o6paboTky
yrnopagoueHHoW Nocies0BaTeNbHOCTU

!

107

OcylwecTBAAOT 06paboTKy MaTpULbl
CKPbITbIX NOCAEA0BATENbHOCTEN C

!

108

MepeBogaT ynopaaoUeHHyo
nocnefoBaTelbHOCTb B 610K
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