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MIIK: GO6F 17/00

CIIOCOB ¥ CUCTEMA BBISIBJIEHASI AHOMAJIBHOT'O B3AUMO/JIENCTBHA
V3JI0B HHOOPMAINIMOHHO-BHIUNCJINUTEJIBHOM CETH

OBJIACTb TEXHUKH

[0001] 3asBIEHHOE pelIeHNe OTHOCUTCS K 00JTACTH KOMITBIOTEPHON TEXHHUKH, B YACTHOCTH, K
peLIeHUsIM I MOHUTOPUHTA PalboThl y3JI0B UH(POpMAIIMOHHO-BbuucauTenbHol cetu (UBC) u

OMnpeacCICHUSA aHOMAJIbHOT'O B33.HMOI[6§ICTBPI$I MEXKY y3JIaMU.

YPOBEHb TEXHUKH

[0002] U3 ypoBHS TEXHUKHU U3BECTEH Criocod ananmsa y3yoB MBC st OLleHKH BO3MOKHBIX
aHoMaJbHBIX siBJieHHi B pabote BC (US 20200021607 A1, 16.01.2020). Pemenue packpbiBaet
atgopMy O€30MacHOCTH Ut OOHAPYKEHHUs AHOMAJIUK B YIpO3 B Cpele KOMIBIOTEPHON CETH.
[Tnardopma GezonacHOCTH OCHOBaHA Ha “Oonpinx naHHbX  (Big data) u ucnonb3yer MammnHHOE
oOy4eHne Ui BBIOJHEHHUs aHATUTUKH OezomacHocTu. Ilnatrdopma OGe30mMacHOCTH BBITOJIHSET
aHaU3 ToBeAeHus mnosb3oBarensi /o0bekta (UEBA) mns oOHapyskeHHs aHOMaJIWd U YTrpos,
CBSI3aHHBIX C 0€30MACHOCTHIO, HE3aBUCHUMO OT TOTO, OBUIH JIM TAKUE AaHOMAJIMH / YTPO3bl U3BECTHBI
panee. BeinmonHsiercss aHanmu3 myTell M peKUMOB OOHAPYKEHUST aHOMAJIUN U Yyrpo3 B PEaJbHOM
BPEMEHH, C IMOCJIEAYIOIIEeH OLIEHKOH PUCKOB CETEBOI O€30MacHOCTH Y3JIOB.

[0003] HenocraTkamu n3BECTHOrO MOAX0/a SIBJISIETCS €ro HenoctaTouHas 3¢ (HeKTHBHOCTD B
YaCTH BbIABJICHUS] aHOMAJIbHOM paboTs! y3:10B UBC, B CBA3M € T€M, UTO HE BBINOJIHSIETCS aHAIN3
AKTMBHOCTH Y3JIOB B YaCTH MX B3aUMOAEHCTBUS MEXAy COOOH M HCHONb30BaHUS HaHHOW

uHopmaruu st GopMupoBanus Moaenelt nosenenus ysinos MBC.

CYINHOCTB U30BPETEHUA

[0004] 3asiBlIeHHOE U300pEeTeHUE HATIPABJICHO HA PEIIeHHE TEXHHYECKOUN MPoOIeMbl B YaCTU
coznanus 6osiee 3(h(HEKTUBHOrO MOAXO0/1A B AHAIN3E aHOMAJIBHOTO B3aUMOIEHCTBHUS MEKTY
y3namu B UBC.

[0005] TexHUYEeCKUM pe3yIbTaTOM SIBJISIETCS TIOBBIIICHHE 3 (HEKTUBHOCTH U CKOPOCTH
BBISIBJIEHUSI aHOMAJIbHOTO B3anMoielcTBHs Mexkny y3inamu MBC, 3a cuetr mocTostHHOTO
MOHHUTOPHHIA KOJIMYECTBA COOOIIEHNH MEXTy Y3JIaMH B paMKax 3aJaHHOTO KJIacTepa.

[0006] 3asBNEHHBIN TEXHUYECKUN PE3YJIbTAT JOCTUTAETCS 32 CUET CrIoco0a BbISIBICHUS
AaHOMAJIBHOTO B3aUMOJIEHCTBUS Y3JI0B HH(POPMAIMOHHO-BeMucIuTenbHOH cetu (MBC), koTophIii

COACPIKUT STallbl, HA KOTOPbIX:



a) TONy4arT JaHHble oOMeHa coolmeHusMu Mmexnay ysnamu HMBC, mpu 3TOM naHHBIE
coziepKaT Mo MeHbIIeH Mepe MHPOPMALMIO O KOJHUYECTBE COOOIIEHUH, MepenaBaeMbIX
MEXy YIOMSHYTBIMU y3JIaMU;

b) ¢opmupyroT rpad Ha OCHOBaHUH MOJYUYEHHBIX JAHHBIX, B KOTOPOM BEPLIMHAMU SBIISTFOTCS
unentudukaropsl y3noB UBC, a pebpamu — pakt oOMeHa COOOIIEHUSIMHI MEXKY y3J1aMHu,
Ipy 3TOM Kaxaoe peOpo HMeeT BeC, XapaKTepPU3YIOIIUH HHTEHCHBHOCTh OOMEHa
COOOIIEHUSIMU MEXKITy COOTBETCTBYIOIIIMMU Y3JIAMH;

C) OMpEenessIIoT ¢ MOMOLIBIO TMONYyYEeHHOro rpada 3HAYEHUS KpaT4AWIIMX MyTeH MEXAy
Bcemu y3namu MBC;

d) dopmupyror mns kaxmoro ysma HUBC BekTOpHOE TpeACTaBIeHWE HA OCHOBAHUH
MOJIy4YE€HHBIX 3HAYEHUN KpaTYaillIux MmyTe,

€) TOHWXAIOT Pa3MEPHOCTH MOJYYEHHBIX BEKTOPHBIX MPEICTABICHHIA,

f) BemonHsroT Kiacrepmzanuio y3noB MBC Ha OCHOBAaHWM BEKTOPHBIX MPEIACTABIICHUH,
NOJIYYE€HHBIX Ha 3TaIe €);

g) (opmupyroT nepByro Moaens B3aumoaeicTeus y3iaos BC, B KOTOPOH y3JIbI ONpeneeHbl
B IPYMIIbI B COOTBETCTBUHU C BBIMOJIHEHHON KJlacTepu3alueii,

h) ¢opmupyroT BTOpyI0 MOnmens B3aumozeicTBusi y3noB UBC ¢ MOMOIIBIO UTEPAaTUBHOTO
MIOBTOPEHMS HTAIIOB a) — ),

1) BBINOJHAIOT CPAaBHEHHUE MEPBOI M BTOPOIl Mozeneit B3aumoneiicteus y3nos MBC, B xozne
KOTOpOro BbIABIAIOT y3ibl UBC, Haxoasmuecs B pa3IuyHbIX Ipynnax; u

j) ¢dopmupyroT  curHan, — Xapakrepusyooumi — uaeHtudukaropsl  y3nos  HBC,
JEMOHCTPUPYIOIIUX aHOMAJIbHOE B3aUMOJEICTBHUE, B XO€E BBIIOJIHEHHOIO CPAaBHEHUS HA
JTane i).

[0007] B onHOM M3 4aCTHBIX BAPUAHTOB OCYINECTBJICHHS CIIOcoOa Bec pedpa mpeacTaBiisieT
co0oH BeNM4MHY, OOPaTHYIO KOIMYECTBY coo0meHnit Mexay y3namu UBC B enquHMIy BpeMeHH.
[0008] B npyrom 4acTHOM BapHaHTE OCYLIECTBJEHHs CIOCO0a 3Tam €) BBINOJHSIETCS C
MOMOIIBIO AJITOPUTMA MALITHHHOTO O0yYEHHSI.

[0009] B npyrom wacTHOM BapuaHTE OCYLIECTBICHHs CIIOCO0a BEKTOPHOE IMPEICTABICHHE
y3JIOB XapaKTePHU3yeT HAKOIUIEHHYIO PETPOCIIEKTUBHYIO HHYOPMALIHIO O B3aUMOACHCTBUH y3J1a.
[0010] 3asBIEHHBIN PE3yNbTaT TAKXKE JOCTUTAETCS C IMOMOINBIO CHCTEMBbI BBISIBIICHUS
aHOMaJIbHOTO B3auMozelcTaus y3i108 UBC, npu 3ToM cuctema cofep KuT 1o MEHbLIE Mepe OA1H
IPOLIECCOP U MO MEHbIIEH Mepe OfHY NMaMsATh, KOTOpask XpPaHUT MAaIIMHOUYUTAEMble MHCTPYKIIHH,

KOTOPBIE MTPH UX UCTIOIHEHUH MTPOLIECCOPOM OCYINECTBIISIOT BbIIEYKA3aHHbIH CIIOCO0.



KPATKOE OITACAHUE YEPTEXEN

[0011] @ur. 1 uurocTpUpyeT OJIOK-CXEMY BBITTOJHEHHUS 3asBJICHHOTO CI1ocoda.
[0012] @ur. 2 wurocTpupyer npumep rpada, copMHUpOBAaHHOTO HA OCHOBAHUHU
uHpopmaruu 06 yznax UBC.

[0013] dur. 3 WUTIOCTPUPYET CXEMbI BBIMUCIUTEIbHON CUCTEMBI.

OCYHECTBJIEHUE U30BPETEHUA

[0014] Ha ®ur. 1 npexncraBiena OJOK-cxema BBIMOJHEHHs 3asBieHHOro crocobda (100)
OTpeeNIeHUs] aHOMaJIbHOTO B3auMoneiictus y3noB IBC. Ha nepsom stane (101) BeimonHsieTcs
cOop nanubIX 00 y3imax MBC, B 4aCTHOCTH, TAKUMH JaHHBIMU MOTYT BBICTYIIaTh UICHTH(PUKATOPHI
ycrpoiicts BHyTpHu ceTH, [P-anpeca, MAC-aapeca u T.11. COOp TaHHBIX MOXKET OCYIIECTBIIATHCS C
MOMOIIBI0 ABTOMATHU3UPOBAHHBIX PEIIEHHH, HApUMep, MOIYJIeH-COOPIIUKOB AAHHBIX, WU C
MOMOIIBIO IPOTPAMMHBIX KOMIIOHEHT, WJIM MPUIJIOXKEHUH, ocymecTBsommx Moautopuar UBC.
[0015] Hanee no ¢akty codpannabx naHabx 00 y3iax MBC nHa stane (102) popmupyercs
rpad (200), oTobpakarouuii MoaeIh B3anMMOAEWCTBUs y3y0oB. Ha @ur. 2 mpuBeneH npumep
dopmupyemoro rpada (200) mexny yznamu (201) — (206). Unertuduxarops! y3108 GOPMUPYIOT
BepIIMHBI Tpada, B TO BpeMsi Kak pedpa xapakTepusyroT paxT oOMeHa COOOIEHUSIMU MEKIY
y3namu. Kaxxnoe peOpo nmeer Bec, KOTOPbII 3aBUCUT WHTEHCHBHOCTH OOMEHa COOOIIEHUSIMHU
mexxay ysnamu (201) — (206) 3a enununyy Bpemenu. Kak npencrasneHo B npumepe Ha Pur. 2
KOJIMYECTBO COOOLICHUH, nepenaBaeMbx Mexxay ysnamu (201)-(200), umeer cienyromuil BU:
201-202: 4; 201-203: 5; 201-204: 2; 202-201: 8; 202-206: 14; 203-201: 3; 203-205: 2; 204-201:
5; 204-206: 3; 204-205: 7; 205-204: 12; 205-203: 4, 205-206: 8; 206-202: 6; 206-204: 1; 206-
205: 5.

[0016] XapaKkTepUCTUKU MHTEHCUBHOCTU MOXKHO MPENCTaBUTb, KaK BEIUYUHY, OOPaATHYIO
KOJIMYECTBY COOOIICHMI OT y3ja K y3iy. Ilpu 3ToM, ecinu cooOUIeHUI MEKAy y3JlaMu HET, TO
MOKHO TIPOHM3BECTH IOOABJICHHE CBSI3M MEXAYy TAaKUMHU y3JaMu B AaHHbIA rpad (200). 3a
KOJINYECTBO COOOMIEHWH MEXIy TaKUMH Yy3JaMU MOXKHO OIpPEACNUTh BEIUYHUHY pPAaBHYIO
1/(sum(N)), rme N — KOJIMUECTBO COOOIIECHHMIA, TepeaaBaeMbIX MEXKAY y3/IaMu. Torma KoJam4ecTBoO
cooOIIeHn MeX 1y TaKUMH y3iamu Oyzaet paBHO: 1/ (4+5+2+8+14+...) =1/89=0,01123.
[0017] Ha ocHOBaHMHM MOJNYyYEHHBIX NAHHBIX (OPMHUPYETCS MATPUYHOE MPEACTABICHUS
cBsi3HOTrO rpada, mpeacrasieHHoe B Tadiuue 1. [ onucanus BeimeykazaHHOro rpada (200)
MOYKHO TPEACTaBUTH €ro B BUAE MATPUIIbI, HACIEAYEMOW OT MATPHUIbl CMEXHOCTH. B Takom
npeAcTaBiIeHn Kaxnaas (1, J) mo3uuus OyaeT COOTBETCTBOBATh CBSI3U Mexny 1 U j y3inamu UBC.
3HaueHUsAMHU B MaTpuLe OynyT paccTosiHus dij, KOTOpbIe XapaKTepU3yl0 JUIMHY MyTH B Tpade oT

1-r0 710 j-TO y37a.



Tabmuma 1. MaTpuuHoe npencraBieHre CBsI3HOTo rpada

201 202 203 204 205 206
201 89 1/4 1/5 172 89 89
202 1/8 89 89 89 89 1/14
203 173 89 89 89 1/2 89
204 1/5 89 89 89 1/7 1/3
205 89 89 1/4 1/12 89 1/8
206 89 1/6 89 1/1 1/5 89

[0018] Ha »tame (103) BhImonHsieTCs OMpeAeNieHHe KpaTJ4alIiuX MyTell Ha OCHOBaHHHU

copmupoBaHHOro rpada M MATPUYHOTO TpeAcTaBieHus rpada cBsizaHHOCTH. llomck
KPaTYalIINX MyTeH MOXET BBIMTOJHATHCS C MOMOIIBIO JIOO0T0 alropuTMa IMoucKa KpaTdyaiimmx
paccTosiHUI Mexay BepiinHamu rpada, Hanpumep, bemnmana, @noiina-Yopmea, JeikcTpsl,
JlxoHcoHa U T.1. IIpuMep 3HaYeHUN KpaT4aWIIUX MyTeH AJIsI HEKOTOPBIX Y3JI0B MPEACTABIICH B

Tabmune 2.

Tabmuua 2. 3HaueHus kparyaiimux myreit mexay y3iaamu UBC

201 202 203 204 205 206
201 1/4+1/8 1/4 1/5 172 1/2+1/7 1/4+1/14

202 1/8 1/14+1/6 1/8+1/5 1/14+1 1/14+1/5 1/14
[0019] Hanee Ha stane (104) st kaxnoro y3ia (201) - (206) Ha OCHOBaHUHU TOJTyYE€HHBIX

3HAYEHUH KpaTyalmx nyTed GopMupyercsi BEKTOPHOE MPENCTaBICHHE, KOTOPOE MOKET UMETh
CIEAYIOLIUN BUA:

— s y3na (201) Bextop = (3/8; 1/4; 1/5; 1/2; 9/14; 9/28),

— Jna y3na (202) Bextop = (1/8; 5/11; 13/40; 15/14; 1/35; 1/14).

[0020] TTockonpKy LIMpUHA MATPULLI HE (PUKCHUPOBAHA, TO IJISI MEPEXona K BEKTOPHOMY
NPEJCTABJICHUIO CBs3€H y3JI0B ¢ 3aJaHHBIM pasmepom Ha stame (105) dopmupyercs
NPOCTPAHCTBO MEHBIIECH Pa3MEPHOCTH. J{J1s1 5TOr0 MOTYT MPUMEHSTHCS TAKHE METO/IbI KaK:
MatpuuHOe pasnoxkenune, SVD (cunrymsapHoe marpuuHoe pasnoxenue), PCA (meron
rinaBHbIX kommnoHeHT), IncrementalPCA, KernelPCA, SparsePCA (Ananu3 pa3pekeHHBIX
ocHOBHBbIX koMmroHeHTOB), MiniBatchSparsePCA, ICA (He3aBHCHMBI KOMITOHEHTHBIN

anami3), NMF wumun NNMF  (HeorpuuartenbHas MmaTtpuuHas ¢akropusauusi), LDA
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(Cxportoe pacnpenenenue Qupuxine), FactorAnalysis (@akropherii ananns), K-means
kBaHTH3aumst  [uUisi  pasmepHoctedn  (K-cpegnux), SOM  nmns  pasmepHOcTel
(Camoopranusyromasicst kapra Koxonena), LVQ (kBanTtoBanue BekTopoB 00yueHus), t-
SNE (T-distributed Stochastic Neighbor Embedding), UMAP (Uniform Manifold
Approximation and Projection), ABrosHKomepsl. Kakmas XapakTepucTuka B TaKOM
BEKTOpe OyZeT XapakTepu3oBaTh COOTBETCTBHUE HEKOTOPOI JIATEHTHOM CBsizaHHOCTH. [1ox
JIATEHTHOHM CBSI3AHHOCTBIO TMOHMMAETCSI CKPBITasi (JIATEHTHAs), HEsIBHAs CBs3b y3Ja C
APYTHMH Y3JIaMHU 110 HECKOJIBKUM TapaMeTpaM B COBOKYITHOCTH. B 3TOM ciiy4ae Kaxbiii
napameTp BEKTOpa XapaKTePHU3yeT CBsI3b y3J1a HE TOJIBKO C OHUM BBIOPAHHBIM Y3JIOM, a C
rpymnmoit y3;i0B. [Ipu 3ToM QopMupOBaHHE TaKUX TPYIN MPOU3BOIUTCS HA OCHOBE
CXOJKECTH Y3JIOB (Hanpumep, GyHKIIHOHAIBHOE Ha3HAYSHHE Y371, CEPBEPHI YIIPABICHUS U
T.IL).

[0021] BexTopHoe npencrasnenne as y3i0B (201) — (206) ¢ MOHUKEHHOH pa3MepPHOCTHIO

MOKET UMETb CJ'IeI[YIOH_[I/Iﬁ BUI:

201 (15/12 7/8)

202 (7/5 43/17)

203 (13/12 9/8)

204 (31/11 23/12)

205 (7/3  5/2)

206 (372 3/2)
[0022] Ha ocHoBaHMu nony4eHHbIX Ha dTane (105) BEKTOPHBIX NPECTABIEHIH TOHNKEHHOM
pPa3MEpPHOCTH BBIMIOJHSETC JanbHeimas kinacrepusanust y3jaoB HMBC wHa stame (106).
Knacrepusanusi BbINOJTHAETCS aBTOMAaTUYECKH C YYETOM B3aUMOJAEMCTBUS Y3JIOB B 3aJlaHHOM
BPEMEHHOM TNpoMexyTke. Jlisg pelleHuss TMOCTAaBIEHHOM 3aladyd  MOTYT IPUMEHSThCS
CaMOpEryJIHPyeMble alTOPUTMbI (HEKOHTPOJIUpyeMble) 0e3 HaYaJbHOTO 3a/JaHUsl KOJHYECTBA
KJIACTEPOB, C YYETOM MPUPOIbI HOPMAJIBHOTO MJIK HHOTO paclpeaeseHus.
[0023] MoskeT NPUMEHSTHCS MOAENb FayCCOBONM CMECH, KOTOpask MPEAIOaraeT, YTO JaHHbIE
TOJDKHBI OBITH Pa3/eIeHbl Ha KJIACTEPbl TAKUM 00pa3oM, YTOOBI KakKIast TOUKA JaHHBIX B JAHHOM
KJlacTepe COOTBETCTBOBaja OINpeAeEeHHOMY MHOIOBapHaHTHOMY pacrpeneneHuto laycca, a
pacrpeneneHns MHOTOMEPHOTO raycca KaKAOro KiacTepa He 3aBHCENU APYT OT Apyra. UTtoOsl
KJIaCTepU30BaTh JaHHbIE B TAKOW MOJAENH, HEOOXOOUMO paCCUUTATh ANOCTEPUOPHYIO
BEPOSITHOCTb TOYKHU JAHHBIX, NPUHAUICKAINEH NaHHOMY KJIAaCTepy C Y4YETOM HaOJ0JaeMbIX
JNaHHBIX. [ I[ppuMepHBIM METOIOM IS 3TOM Lienu sBisieTcss MeTo batieca. Ilockonbky CyliecTByeT

TOJIBKO HEOOXOIMMOCTh HAWTH HauOoJjiee BEPOSTHBIN KjacTep Al JaHHOH TOYKH, MOXHO
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UCTIONIb30BaTh METObI alMIPOKCUMAIINH, T.K. OHM YMEHBINAIOT BEIMUCIUTEIbHYIO padoty. OgHuM
U3 JyYIIUX NPUOIIDKEHHBIX METONOB SBISIETCS MCIIONB30BAHME METO/a BapUALIMOHHOTO
OaiiecoBCKOro BbiBOJA. BaprannoHHoe OaiieBCKOe TrayCCOBCKOE CMEIIeHNE — 3TO MAKCHMH3ALUH
MaTeMaTU4YeCKOr0O OKUAAHMSI, KOTOPO€ MaKCUMHU3UPYET HI)KHIOK IPAaHULY MapaMeTPOB MOAEIN
(BKJIIOUAST alIPHOPHBIE BEPOSTHOCTH) BMECTO BEPOATHOCTHU IAHHBIX.

[0024] IIpuHuun, nexamuii B OCHOBE BAapUALMOHHBIX METOJOB, TAaKOM ke, Kak H
MaKCHUMHM3ALUsl OXHIOAHHUSA (TO €CThb 00a SIBJSIFOTCS WTEPALIMOHHBIMH QJTOPUTMAMH, KOTOpBIE
YEepPenyrTCsS MEXKAY HAXOKACHUEM BEPOSTHOCTEH Ui KaXKIOW TOYKH, KOTOpas JOJDKHA OBITh
Cr€HepUpPOBaHA KAKIOW CMEChIO, W MOATOHKOH CMECH K 3THMM HAa3HAYEHHBIM TOYKAaM), HO
BapUALIIOHHBIE METOAbl NOOABISIFOT PEryJIspH3alMi0 ¢ HHTerpauuedl uHGOpManmuu u3
NPEABIAYIINUX PAaCTIPefeTIeHUN. JTO MO3BOJSET N30ekKaTh OCOOEHHOCTEH, YaCTO BCTPEUAROIUXCS
B pELICHUAX MaKCUMH3ALUN OKUIAHUs, HO BHOCUT B MOJEJNIb HEKOTOpble TOHKHE HCKAKEHUS.
BbIBOI 4acTO MPOUCXOAUT 3HAYUTEIHHO MEMJICHHEE, HO OOBIMHO HE HACTOJBKO, YTOOBI CIIEIaTh
€ro UCIOJb30BAHNE HELEIeCO0OPa3HbIM.

[0025] Nz-3a cBoeli 0alieCOBCKOW MPUPOABI BAPUAIMOHHBIN anroputMm Tpedyer Oosbime
TUTIEPTIAPAMETPOB, YeM MAKCHUMH3AIMs MaTeMaTHYECKOTO OKHMIOAHWs, HauOojiee BaXKHBIM U3
KOTOPBIX SIBJIAETCS MapaMeTp KOHLEHTpaLMU. 3afaHKue HU3KOrO 3HAa4YeHUs JUJIsl KOHLIEHTPALUU
3aCTaBUT MOJIEJNIb ONPEAETUTH OOJBIIYIO YaCTh Beca Ha HECKOJBbKO y3510B IBC, a Beca ocTanbHbIX
y3JIOB B KylacTepe OyayT O4eHb ONM3KH K HyJH0. Bpicokne 3HaueHHs] KOHLIEHTPALUU MO3BOJIST
OoblIeMy KOJMYECTBY Y3JIOB OBITh B KJIacTepe.

[0026] JInst MonenupoBaHUsI KOHLEHTPALMU TMpUMEHsieTCss pacnpeneneHue Jlupuxie.
IIpennpouecc qupuxie - 3T0 apUOPHOE PaCHpeneIeHue BEpOSTHOCTEN Ui KJIACTEPU3aLUU C
OeCKOHEYHBIM HEOTPAHUYECHHBIM YHCIOM pa3OueHuil. BapualunoHHbIE METONBI MO3BOJISIOT
BKJIFOUUTD 3Ty AMPUOPHYIO CTPYKTYPY B MOJAENTH rayCCOBOH CMECH MpaKTHUECKU Oe3 moTepu
BPEMEHH pacyé€ra Mo CPaBHEHUIO C MOJENbI0 KOHEUHOM rayccoBoil cMecu. bosbliee 3HaueHne
KOHLIEHTPALMH OyAET 3aCTaBJIsATh POPMHUPOBATHCS OOJIee TUIOTHBIE Ki1acTepa.

[0027] [Ipennpouecc Jupuxyie MOXKET HCIONB30BATH OECKOHEUHbIE U HEOTPAHHMYEHHOE
qrcio knactepos. OCHOBA aNTOpUTMA 3aKIFOYAETCS B UTEPATHBHOM ITPOLIECCE BBIOOPKH OOBEKTOB
¥ OCHOBBIBAETCSI Ha Moxoze «JioMka nankmny (Stick-breaking). Haunnaercs ¢ monHo# BEIOOPKH U
Ha Ka)XXIOM luare otraensercs ero udacTb. Kaxnblil pa3 BBINOJHSETCS CBA3BIBAHUE Y3JIOB U3
BBIOOPKH, KOTOPBIE MOMAAI0T B KJIacTepa. B KOHIIE BBIMOIHIETCS CBS3b Y3JI0B, HE MMOMAJAar0IINX
BO BCE Apyrue rpymnmnel. B HEKOTOpBIX 3amadax 3T0 (OPMHUPYET ONpPenesNEHHBIH HETOCTATOK,
KOTOPBIHA CBSI3aH C TEM, YTO BCE HECBS3aHHbIE TOUKH (y3J,bl rpada) OyayT oObenrHEeHbl B OAMH
o0muii, MycopHblii kiactep. OIHAKO 3TOT KJIACTEP MOXKHO HHTEPIPETHUPOBATH, KaK «KJIACTEP

Pa3JIMYHbIX Y3JIOB», B KOTOPOM Y3JIbI O6’beI[I/IHeHbI 1o (I)I/ISI/ILIGCKOMY CMBICJTY B OAUH KJIACTECP HE
6



MOTOMY YTO MMEIOT CXOXKECTh MEXIy COOOH IO XapakTepy COETUHEHMH, a MOTOMY YTO UMEIOT
NPU3HAK CXOXKECTH MEXYy COOON B HaCTH HECXOXKECTH C Y3JIAMH U3 APYTUX KIACTEPOB.
[0028] ITpumep pa3Ouenus Ha knactepa y3iaoB (201) — (206) MoKeT UMETD CIEAYIOLINNA BUA:

Knacrep I. (201, 203)

Kunacrep II: (202)

Kunacrep III: (205, 206)

Knacrep IV: (204).
[0029] Ha stane (107) mo uroraM BBIOJHEHHOW KJIACTEPU3ALMU CO3AAETCs MePBasi MOAEIb
B3aumopeiicteusi y3iaoB MBC, ortoOpaxkaromasi onpeneiseHHe y3JOB B TPyIIe B YaCTH HX
B3aMMOJEUCTBUS MEXKITY COOOM.
[0030] Hanee Ha sTane (108) anroputM OCYLIECTBISIET UTEPATHBHOE BBINOJIHEHHE 3TAIOB
(101)-(107) uepe3 3amaHHBI BPEMEHHOW OTPE30K (HAmpUMeEp, AC€Hb, HEAENs, U T.II.), 10 UTOTY
yero Qopmupyercsi BTOpash Mojaeidb B3aumoneicTsus y3ioB MBC, kotopas MOXKET UMETh
CJENYIOLUN BUJ pacnpeesieHus KIacTepOB:

Knacrep I: (206, 205)

Knacrep II: (201, 203, 202)

Kuacrep III: (204).
[0031] Ha stane (109) BbInonHAETCS CpaBHEHUE MOJYYEHHBIX BTOPOW WM MEPBOH Mopesen
B3aumMozeicteus y3108 UBC ans BbIiBI€HMS y3J10B, KOTOPbIE BO BTOPOI MOZIE€NN IOMEHSIH CBOE
pa3MelIeHNe, YTO MOXKET rOBOPUTh 00 aHOMAJIbHOM B3aumozeicTsuu ¢ npyrumu ysiaamu UBC.
W3 npumepa Bhile BUIHO, 4TO y3ei (202) monan B kiactep ¢ yzaamu (201), (203).
[0032] IIpumep Takoro noBeneHUE MOKHO PACCMOTPETH B cleayrouieM ciaydae. IlycTs y3mbl
(201) u (203) 570 CepBepsl ¢ onepaunonHol cuctemont Windows, y3ibl (205) u (206) aTo cepBepbl
¢ oneparmonHoi cucremoit Ubuntu, a y3mel (202) u (204) sto knuentckue 9BM. B nepsoii
MOJIEJIM B OJIMH KJIACTep IMOMAJU Y3JIbl C OepaluoHHol cuctemoi Windows, B Apyroi kiacrep
y3u1bl ¢ oneparuonHoi cuctemoii Ubuntu. Kinentckrie 9BM He OTHOCSATCSI HU K KAKOMY KJIaCTEpy
(8 mpyrom npumepe kiueHTCkre IBM MoryT oOBEOUHSTBCS B ONWH MM HECKOJIBKO OOIIHX
knacrepos). [Ipu mocTpoeHun cienyroinel Moaenu kiventckuii 9BM (202) momnan B kjiacrep K
CEPBEPHBIM y3J1aM. JTO MOXKET CBUAETEJIbCTBOBATH O TOM, YTO KiIMEHTCKu DBM 3apaxen
BUPYCOM U Hayajl HpPOU3BOAUTH AKTUBHYIO PpACCBUIKY IIHPOKOBELIATENBbHbIX WJIM HHBIX
coOOIIeHNH, YTO CBOWCTBEHHO i cepBepoB. C MOMOLIBIO  3asBIEHHOTO crocoda
OCYILECTBJISIETCSI BO3MOXKHOCTb OINEPATUBHOIO pearpoBaHUsl HAa TaKOro poja aHOMAJHUIO U
¢dopmupoBanus curHana o nosisneanu anomanuu 8 UBC s y3ma (202).
[0033] ITo ¢akty BemonHeHus 3tana (109) Ha stane (110) BbmoNHAETCS POPMUPOBAHUS

CUurHaja € M0OOMOLBKO CUCTEMbI KOHTPOJISA, OINOBCIIAKOIICTIO O (I)aKTe AHOMAJIbHOT'O
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B3aumozeiicTeus anst onpenenenHoro ysna MBC. Cucrema koHTposss (GOpMHpPYET CHTrHA,
nepenaBaeMblii, Kak TPaBUJIO, Ha YCTPOHCTBO OTBETCTBEHHOTO COTPYAHHMKA CIY>KOBI
knbepOe3onacHOCTH. J{OMONHUTENBHO MOKET MPUMEHSTHCSA N30JIMPOBAHUE BbISIBIIEHHOTO Y3I1a, B
yacTu ero otkiroueHus B cetu UBC.

[0034] [IpennaraeMblii MOAXOA IO3BOJIIET IOCTOSIHHO (POPMHUPOBATH PETPOCHEKTUBHBIN
«mopTper» HopMasbHOH pabots! y310B MBC. JlaHHbl «mopTper» OyneT mpencTaBisiTb coOon
HaKOIUleHWe (MHTErpaluio) MHOXKECTBA NPENbIAyIINX COCTOSHHH XOCTa U OTPakaeT ero
u3MeHeHue B ucTopud. IlogoOHas XapakTepHCTUKA SIBISIETCS TMOKOM K HACTPOHKE, MOXKET
KOHLICHTPUPOBaTh BHUMAaHHME HAa TMOCICOHUX COCTOSHHSIX WJIM HAoOOpoT, ObiTh Oonee
KOHCepBaTUBHOW. MHTErpanbHbll UCTOPUYECKUNA MOPTPET MO3BOJUT MPOU3BOAUTH CPABHEHME
TEKyIIero, BHOBb MIOJy4aeMOTr0 COCTOSIHUS XOCTa € €0 MPEbIIYLIUMHU COCTOSHUSIMU, U BBISBIISTD
pe3kue (aHOMaJIbHBIC) U3MEHEHUs B padoTe. [laHHOE NeTeKTUPOBAaHUE aHOMAJIBHOU PabOThI JacT
BO3MOXKHOCTh OBICTPO BBIABIISITh HEXapPAKTEPHbIE H3MEHEHHs] B XOCT€ M IPOBOAUTH
COOTBETCTBYIOLI[HE PACCIIEIOBaHUS.

[0035] Ha ®wur. 3 npeacrasieH oOmuii BUA BBIUUCIUTEIPHON CHCTEMBI, peai30BaHHON Ha
0aze BbEUCTUTENBEHOTO ycTpoiicTBa (300) u obecrieynBaroieil BBITIOJTHEHHE 3asBICHHOTO
crniocoba (100). B obmem cinyuae, BeraucinutenbHoe yerpoicTso (300) cogepkut 00beIUHEHHbIE
oOmelt muHON MHPOPMATMOHHOTO 0OMEHa OMH MJIM HECKOJIbKO npoueccopos (301), cpencrsa
namaty, takue kak O3Y (302) u II3Y (303), unrepdeiics BBoma/BeiBona (304), ycrpoiicTa
BBONa/BhIBOAA (305), M ycTpoiicTBO U1 ceTeBoro B3aumozencTaus (306).

[0036] ITpoueccop (301) (mn HECKOJIBKO MPOLIECCOPOB, MHOTOSIAEPHBIN MPOLIECCOP) MOTYT
BBIOMPATHCS U3 ACCOPTUMEHTA YCTPOICTB, ITUPOKO NPUMEHSEMbIX B TEKyIIee BpeMsi, HarpuMmep,
kommanuii Intel™, AMD™_  Apple™, Samsung Exynos™, MediaTEK™, Qualcomm
Snapdragon™ wu T.m. Ilom mnpoueccopoM Takke HEOOXOAMMO YYUTBHIBATH TpadUuyuecKuii
npoueccop, Hanmpumep, GPU NVIDIA wmu ATI, koTopblii Takke SBISETCS MPUTOAHBIM IS
MOJTHOTO WJIM YacTHYHOro BbIMoiHeHUs: crnocoda (100). Tlpu 3ToM, CpeacTBOM MamsiTH MOXKET
BBICTYIIATh JOCTYITHBIA 00BEM NMaMATH IpaguuecKoi KapThl UK rpaduaecKoro mporeccopa.
[0037] O3Y (302) mpencraBnsieT COOOU ONMEPATHBHYIO MaMITh W TMPEAHA3HAYEHO JIJIsi
XPaHEHHsI UCTIONHSAEMBIX IporeccopoM (301) MammmMHOYNTaEMbIX HHCTPYKLHH AJIsl BBITOJHEHNE
HEOOXOIMMBIX ONEPALHi 110 JIOTH4YecKoi o0padoTke nanHbix. O3V (302), kak mpaBUIIO, CONEPIKUT
UCTIOJIHSIEMblEe MHCTPYKLMHM OMNEPALlMOHHOW CHCTEMbl M COOTBETCTBYIOLIMX MPOrPaMMHBIX
KOMITOHEHT (TIPHJIOKEHHSI, IPOTPAMMHBIE MOAYJIH U T.I1.).

[0038] I13VY (303) mpencrasnser coOol OMHO UK OOJiee yCTPONUCTB MOCTOSSHHOTO XPaHEHUS

JaHHBIX, HarpuMep, skectkuil nuck (HDD), TBepaoTenbHblil HakonuTenb aHHbIX (SSD), duam-



namsite (EEPROM, NAND u t1.11.), ontudeckue Hocurenu uHpopmamuu (CD-R/RW, DVD-
R/RW, BlueRay Disc, MD) u np.

[0039] Jlns opranu3anuu paboThl KOMIIOHEHTOB ycTpoiicTBa (300) u opranuzauuu padboTsl
BHEIIHUX MOAKIIOYAEMbIX YCTPONCTB MPUMEHSIOTCS pa3indHble BUuabl uHTepdeiicos B/B (304).
BeiObop  cooTBeTCTByHOIIMX — MHTEP(QEHCOB  3aBHCUT OT  KOHKPETHOTO  HCIOJHEHUS
BBIYHUCIIUTENIBHOTO YCTPOICTBA, KOTOPbIE MOTYT MPEACTaBIATh coO0i, He orpaHnumnBasick. PCI
AGP, PS/2, IrDa, FireWire, LPT, COM, SATA, IDE, Lightning, USB (2.0, 3.0, 3.1, micro, mini,
type C), TRS/Audio jack (2.5, 3.5, 6.35), HDMI, DVI, VGA, Display Port, RJ45, RS232 u .1.
[0040] JLis obecrieyeHust B3AUMOEHCTBUS MOJIb30BATEIS C BBIYUCIUTEIBHBIM YCTPOMCTBOM
(300) npumensiroTcst pasnuunble cpenctsa (305) B/B unpopmarmm, Hampumep, KIaBHATYPA,
auCIIIel (MOHHUTOP), CEHCOPHBIA AUCIUICH, Tad-Taj, JKOWCTHK, MAHUITYJIATOP MbIIIb, CBETOBOE
nepo, CTUIIYC, CEHCOpHAas MaHeNb, TPEKOOJ, AUHAMUKH, MHKPO(OH, CpPeAcTBa JONMOJHEHHOW
peaNbHOCTH, ONTHYECKHE CEHCOpPBI, IUIAHIIET, CBETOBble WHAMKATOPBI, MPOEKTOp, Kamepa,
cpeacTtsa OMOMETpPHUECKOW wHIeHTH(UKAUMU (CKaHep CEeTYaTKH TJia3a, CKaHepP OTIEYaTKOB
NaJIbLEB, MOYJIb PACTIO3HABAHUS TOJIOCA) U T.I1.

[0041] CpenctBo cereBoro B3ammopencTBusi (306) obecmeumBaeT mnepemady HaHHBIX
ycrpoiictBoM (300) mocpeacTBoM BHYTPEHHEH MM BHEIIHEH BBIYHUCIUTENBHOW CETH, HAIPUMED,
Hnrtpaner, Unrepuer, JIBC u T.n. B kadecrBe omuHoro miam Oojee cpencts (306) mosker
UCTIOJIB30BaThCs, HO He orpanmuuBaThesi: Ethernet xapra, GSM momem, GPRS wmonem, LTE
mozneM, SG monem, monyJib cryTHUkOBOH cBsizu, NFC moayis, Bluetooth n/umn BLE monys,
Wi-Fi monyib u zip.

[0042] JIOTIONIHUTENBHO MOTYT MPUMEHSTbCA TAK)KE CPEACTBA CIyTHUKOBON HaBUraluu B
coctase ycrporictsa (300), nanpumep, GPS, 'TTOHACC, BeiDou, Galileo.

[0043] IIpencraBnenHbple MaTepHasibl 3asBKH PACKPBIBAIOT MPEANOYTUTENBHBIE MPUMEPHI
peanu3aluy TEXHUYECKOro pelleHus] U He AOJUKHBI TPAKTOBAThCS KaK OrpaHUYMBAIOLINE UHbIE,
YaCcTHbIE MPUMEPHI €ro BOIUIOLICHUs], HE BBIXOAIINME 3a IMpenesbl HCIpallnBaeMoi MpPaBOBOi
OXpPaHBbl, KOTOpbIC SIBJISFOTCSI OYEBHIHBIMU JJIsI CIIELUAINCTOB COOTBETCTBYHOLIEH obnactu

TEXHUKHU.



DPOPMYVYIJIA

1.

Crioco®  BBIIBIEHHS] aHOMAJIBHOTO — B3aMMONEHCTBHS  y3JI0B  MH(pOPMAIMOHHO-

BeruncauTenbHol cetu (MBC), conepskamuuii 3Tamel, HA KOTOPBIX:

2.

a)

b)

g)

h)

1)

NOJIy4alOT AaHHble oOMeHa cooOmeHusiMu Mmexay ysnamu UBC, mpu sToM naHHbIE
COZiepIKaT MO MEHbIueil Mepe MHOOPMALMIO O KOJHMYECTBE COOOINEHHH, MepenaBaeMbIxX
MEXy YIOMSHYTBIMU y3JIaMU;

(bopmMupyIOT rpad Ha OCHOBAHUH MOJYYSHHBIX TaHHBIX, B KOTOPOM BEPIIUHAMU SIBJITFOTCS
unentudukaropsl y3noB MBC, a peOpamu — hakT oOMeHa COOOIIEHUSIMA MEKAY Y3JIaMH,
IpU 3TOM Kaxnoe peOpo HMMeeT BeC, XapaKTepH3YIOLIMA WHTEHCHUBHOCTh OOMEHa
COOOIICHUSIMU MEXKITy COOTBETCTBYIOIIIUMH Y3JIAMH;

OTPENENISIOT C MOMOINBI MOJYYEHHOro rpada 3HAuUeHUs] KpaTdalIuux MyTed Mexmay
Bcemu y3namu MBC;

dopmupyroT s kaxkgoro y3ina HMBC BekTopHOEe mnpenctaBieHHE HAa OCHOBAaHUH
MOJIy4E€HHBIX 3HAYEHUN KpaTYalIlIux MyTel,

MOHMKAIOT Pa3MEPHOCTD MOJyUEHHBIX BEKTOPHBIX MPEICTaBICHUI;

BBIMOJHSIOT KiacTtepusauuio y3noB MBC Ha OCHOBaHMM BEKTOPHBIX IPEICTAaBICHUI,
NOJIyYE€HHBIX Ha 3TaIle €);

bopMHpYIOT NepBYIO MozeNb B3auMoseiicTeus y3nos UBC, B KOTOPOI1 y3J1bl OnpeieNIeHbI
B IPYMIIBI B COOTBETCTBUHU C BBIMOJIHEHHON KJlacTepu3alueis,

(bopMHUPYIOT BTOPYIO MOAeNb B3aumopeicTsus y3noB MBC ¢ momoupio UTE€paTUBHOTO
IIOBTOPEHMSI ATAIIOB a) — ),

BBITIOJIHSIOT CPaBHEHUE MEPBOM U BTOPO Moaenel B3aumoneiictsus y3nos BC, B xone
KOTOpOro BeIABISAIOT y3ibl UBC, Haxopsimuecs B pa3IuyHBIX TPyIax; u

dopMHUpYIOT  cuTHaJi,  XapakTepusywoowmuii  uaeHtudukaroper  y3nos  MBC,
JEMOHCTPUPYIOIIUX aHOMAJIbHOE B3aUMOJIEHCTBHE, B XO/I€ BBIIIOJHEHHOIO CPAaBHEHUS Ha
sTamne 1).

Cnocob6 mo m.1, B kotopoMm Bec pebOpa mpencraisier cCoOOH BeNUYHHY, OOpPATHYIO

KOJIM4eCcTBY cooOmennii mexxay ysnamu BC B exuHUIY BpeMEHH.

3. Cnocob 1o 1.1, B KOTOPOM 3Tall €) BBIMOJHSETCS ¢ MOMOIIBIO aIfOPUTMAa MAIIMHHOTO
oOyueHwusl.
4. Crmoco® mo ml, B KOTOPOM BEKTOPHOE TIPEACTABICHHE Y3JIOB XapaKTepU3yeT

HAKOIJICHHYIO PETPOCHEKTUBHYIO HH(POPMALIUIO O B3aUMOJEHCTBUN y3J1a.

5.

Cucrema BBISIBJICHHUS] aHOMAJIBHOTO B3auMozeiicTeus y3iaos UBC, conepskamas no

MEHBIIEH MEPe OAUH MPOLECCOP U [0 MEHBIIEH MEPE OAHY MaMsITh, KOTOPask XPaHUT
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MAIIMHOYUTAEMbBIC HHCTPYKIHUHN, KOTOPBIC MPU UX UCTIOJHCHUHU IPOUECCOPOM OCYIICCTBIIAKOT

cnocob 1o yodomy u3 . 1-4.
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OTYET O IATEHTHOM ITOUCKE HoMmep eBpaszuiickoif 3asBKH:

crathda 15(3) EAIIK u mipapmto 42 IlaTeHTHOM MHC K
( ®) it TpyKLn 202393451
A. KITACCUOUKALMA TTPEAMETA M30BPETEHUS:
MIIK: CIIK:
GO6F 17/40 (2006.01) GO6F 17/40
HO4L 41/142 (2022.01) HO4L 41/142
HO4L 43/04 (2022.01) HO4L 43/04
GO6N 20/10 (2019.01) GO6N 20/10

b. OBJIACTD ITOMCKA:

GOGF 17/00-17/40, HO4L 43/00-43/04, GO6N 20/00-20/10

QHCKTpoHHaS{ Gaza JAHHDBIX, UCITIOJIB30BaBIIAACA IIPU ITOUCKE (HaSB

aHye Oasbl U, €CIIM BO3MOXKHO, UCIIOJIb3Y €MbBIC IIOMCKOBLIC TCpMI/IHBI)

Google Patents, Espacenet, (C «Ilonckosas mmatdopma» Pocnarent), EATIATHC

B. JOKYMEHTEI, CUMTAIOINUECSH PEJIEBAHTHBIMM

Kateropus* CChUIKU Ha JIOKYMEHTBI € YKa3aHHEM, T/Ie 5TO BO3MOKHO, PEIIeBaHTHBIX YacTeit OTHOCHUTCSI K ITYHKTY Ne

A RU 2699577 C1 (ITYBJIMUYHOE AKITMOHEPHOE OBITIECTBO 1-5
"CBEPEAHK POCCHUIT" (ITAO CBEPBFAHK) (RU)) 2019-09-06

A RU 2769084 C2 (IIYBJIMUYHOE AKITMOHEPHOE OBIIECTBO 1-5
"CBEPEAHK POCCHUIT" (ITAO CBEPBFAHK) (RU)) 2022-03-28

A US 20180196694 A1 (THE WESTERN UNION COMPANY) 1-5
2018-07-12

A US 20160219066 A1 (CISCO TECHNOLOGY, INC) 2016-07-28 1-5

A US 20200244673 A1 (DARKTRACE LIMITED) 2020-07-30 1-5

I:I TTIOCJIEAYIOIUE TOKYMEHTHI YKa3aHbI B ITPO JOJKEHUN rpa(bm

* Oco0ble KATETOPUH CCBUIOYHBIX JIOKYMEHTOB:

«A» - TOKYMEHT, OLPE/ICIISIONIU OOIHH YPOBSHb TEXHUKH

«D» - TOKyMeHT, NIpHUBeACHHBIN B eBpa3uiickoil 3asBke

«E» - Gosiee paHHUI TOKYMEHT, HO ONMyOJIMKOBAHHBIN Ha ATy HOJAUH

€Bpa3HicKOH 3asiBKU WM IIOCHIe Hee

«O» - TOKYMEHT, OTHOCSIIIUHCS K YCTHOMY PaCKpPBITHIO, SKCIIOHUPOBAHHIO)
H T

"P" - TOKyMEHT, OIyGIUKOBAHHBIN JIO JIAThI HOJIAUH €BPA3HICKON 3a5BKH,
HO TOCJIC JaThl HCTIPANIUBACMOTO MpUopuTeTa”

«T» - Goslee MO3AHUN JOKYMEHT, OIyOIHKOBAHHBIN MOC)Ie JaThl IPHOPUTETA H NIPH-
BeJIeHHBIH JUIS1 HOHUMAHHUS H300pSTeHHSI

|« X» - JOKYMEHT, HMeIoIUH HanGosiee GIM3K0e OTHOMEHHE K IIpeIMeTy IIOHcKa,
MOPOYAN[HH HOBU3HY HIIH H300peTaTeNIbCKUH YPOBEHb, B3SITHIH B OTASILHOCTH

«Y» - TOKYMeHT, UMeIoIUH HanGosiee GIM3K0e OTHOMCHHE K IIpeIMeTy IIOHUcKa,
MOpOYaI[UH H300peTaTeNLCKHH YpOBeHb B COUCTAHHH ¢ JPYTUMH JOKyMEHTAMH
TOH JKe KaTerOpHHU

«&» - TOKYMEHT, SIBIAIOMHNCS TaTeHTOM-aHaJIOTOM

«L» - TOKYMEHT, IPUBEACHHBIN B IPYTUX IEIIX

JlaTa mpoBeieHud ITaTeHTHOT O Iorcka: 02 amperst 2024 (02.04.2024)
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